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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address | site |Signature  |Device Action |Count |
94.156. 128. 101 Bul garia 147.237. 76. 42 refuah.idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237. 76. 201 e atal.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

213. 203. 215. 16 147.237.72.166  |Ger many aka.idf.il QA Injection - Select From 28
184. 168. 46. 74 147.237.72.166 |lhited Sates aka.idf.il QA Injection - Select From 20
59. 120. 255. 127 147.237.77.233 |Taiwan atal.idf.il S Injection - Select From 18
37.228.93.70 147.237.72.166 |Russian Federation |aka.idf.il SQ Injection - Select From 18
95.211. 70. 193 147.237.72.166  |Nether| ands aka.idf.il QA Injection - Select From 9
45. 32. 253. 192 147. 237. 0. 200 Japan mdu. i df il ET SCAN Potential VNC Scan 5900- 5920 1
45.32. 253. 192 147.237.0. 16 Japan ny- kosher -kravi .i df.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 50 147.237.0.35 Lkr ai ne akavs. i df il ET SCAN NVAP -sS w ndow 1024 1
54.72.0.55 147.237.77.216 |[Ireland dover.idf.il portscan: TCP D stributed Portscan 1
47.89.177. 157 147.237.77.19 Canada lawforumidf.il ET SCAN NVAP -sS wi ndow 2048 1
45.32.253.192 147.237.76.201  |Japan eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
45.32.253.192 147. 237.76. 30 Japan hi nush. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
193. 201.225. 138  |147.237.77.226 |Wkrai ne waw chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
45.32.253.192 147.237.0.19 Japan nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 128. 144. 131  |147. 237. 8. 45 Canada eeitanidf.il ET SCAN NVAP -sS wi ndow 3072 1
91. 201. 236. 50 147.237.0.35 Wkrai ne akaws. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
66. 249. 66. 19 147.237.77.233 |lhited Sates aal.idf.il ET SCAN NVAP -sA (2) 1
54. 166. 82. 60 147.237.0. 15 Lhited Sates kosher-kravi .idf .il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
47.89.177. 157 147.237.77.19 Canada lawforumidf.il ET SCAN NMVAP -sS wi ndow 3072 1
47.89.177. 157 147.237.77.19 Canada lawforumidf.il ET SCAN NVAP -f -sS 1
45.32.253.192 147. 237.76. 39 Japan nobi | e. nei tav. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
110.92.98.1 S ngapor e 147.237.77. 216 dover.idf.il drop First packet isn't drop 124
78.188.197. 49 Tur key 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 20
93. 169. 147. 145 Saudi Arabia 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
46.117.182. 13 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 3
216.243.31. 2 Lhited Sates 147.237. 76. 148 gacenter.aka. i df .i | drop drop 1
141.212.122. 82 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
186. 208. 218. 44 Brazil 147.237.76. 34 yohal an.idf.il dr op drop 1
109. 253. 156. 19 | srael 147.237. 77. 243 nobi | e.idf.il drop First packet isn't drop 1
141.212.122. 83 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
61.150. 12. 33 Chi na 147.237.0. 33 idf.il dr op drop 1
109. 253. 192. 251 | srael 147.237. 72. 156 anan.idf.il drop First packet isn't drop 1
176. 13. 8. 209 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
216. 218. 206. 108 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
109. 253. 216. 134 | srael 147.237. 72. 166 aka.idf.il drop First packet isn't drop 1
176.13. 12. 219 | srael 147.237. 72. 156 anan.idf.il drop First packet isn't drop 1
92.114. 163. 92 Ml dova, Republic of 147.237. 76. 86 navy.idf.il dr op Frst packet isn't drop 1
216. 218. 206. 111 Lhited Sates 147.237. 76. 148 gacenter.aka. i df .i | drop drop 1
31.168.195. 119 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
176. 13. 228. 246 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

wan i df il /atal 1/i zkor/ vi ew i ng. asp

Count ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 71 | srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 14
46.19.86.198 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
. . D stributed Whaut horized Method for Known URL on
77.139.87.52 |France 147.237.72. 166 |aka. i df . i | wv aka. i df i1/ i n sachar B ock 5
66.249.76.83 |Israel 147.237.77.216|dover.idf .il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 3
80. 246. 130. 97 |Israel 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 3
77.42.193.79 |Lebanon 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on wwidf.il/error.htm B ock 3
68. 43. 61. 146 Lhited Sates 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed Method for Known URL from 68. 43. 61. 146 B ock 3
87. 68. 40. 43 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
46. 19. 86. 23 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
68.43.61.146 |United Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCBT for www aka. i df.il/main/ kapat z/ B ock 3
94.187. 23. 238 |Lebanon 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock 3
193. 186. 163. 3 |G eece 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wawv aka. i df .il/nai n/ sachar B ock 2
178.36.14.12 |Pol and 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.i|/894-en/ dover. aspx/ B ock 2
46.19.85.128 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
RuUssi an . . D stributed Whaut hori zed Met hod for Known URL on
5.228.253.248 Federati on 147.237.72.166 [aka. i df . i | waw aka. i df . i |/ mai n/ hone/ def aul t. aspx Bl ock 2
207.46.13.90 |Uited Sates 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock
37.26.149. 137 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock
68.180.228.29 |Uhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/mai n/giyus/undefined/ B ock
46.121.37.58 |israel 147.237.72. 166 |aka. i df . i | Wnknown Par anet er ct|00$ct | 00$cphiai n$ephSachar $ctl 13 in None 1
wn aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
109. 65. 129. 245 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code Bl ock 1
. i Unknown Paraneter _ VI EASTATEENCRYPTED i n
37.46.38.158 I sr ael 147.237.72. 166 [aka. i df . i | wwy aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx None !
77.138.238.98 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co Bl ock 1
213.57.33.122 |[Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized URL Access from 213.57. 33. 122 B ock 1
46.19.86.229 |lIsrael 147.237.76.42 |refuah.idf.il Mal formed URL B ock 1
2.53.147.112 |lsrael 147.237.77. 216 |dover.idf .l SSL Untraceabl e Connection - Cpen Mde None 1
207.46.13.64 |Uited Sates 147.237.77. 216 |dover.i df . il Distributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
) . . D stributed Whaut horized Met hod for Known URL on
66.102.9.2 Lhited Sates 147.237.72. 166 |aka. i df . i | vow aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
109. 67. 109. 145 |I srael 147.237.72. 166 |aka. i df . i | thaut hori zed Method POST for . B ock 1
wwn aka. i df . i |/ mai n/ sachar/ newsar chi ve. aspx
. . Unaut hori zed Met hod PCST for
77.138. 245. 180 |France 147.237.72. 166 |aka. i df . i | vanw aka. i o . i |/ nai n/ sachar / popups/ nar ki vsachar . aspx B ock 1
66.249.76.83 |lIsrael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v i df . il/1294-en/wan i df.il/english Bl ock 1
46. 19. 86. 229 | srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method 468 in URL B ock 1
180. 76. 15. 9 Chi na 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
85. 65. 139. 130 |l srael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to ww i df.il/anan B ock 1
. . Paraneter Read Qnly Molation in
2.55.43.80 I sr ael 147.237.72. 166 aka. i df . i | waw aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx None !
. . D stributed Unaut hori zed LRL Access on
77.125.46.251 |Israel 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
207.46.13.77 |Uited Sates 147.237.77.216|dover.i df . il Distributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . . D stributed Whaut horized Met hod for Known URL on
66.102.9.118 Lhited Sates 147.237.72. 166 |aka. i df . i | o aka. i df . i | / nai v/ hore/ def aul t . aspx B ock 1
. . Unaut hori zed Met hod HEAD for
136. 243. 11. 18 |Ger nany 147.237.72. 166 [aka. i df . i | v aka. i o i |/ brot her s/ ski ra/ def aul t . asp B ock 1
. . D stributed Unaut hori zed LRL Access on
46.117. 248. 238 || srael 147.237.77.234|hal ag.i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
192. 243.55. 131 [Lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/defaul t.aspx B ock 1
77.127.0.156  |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 240. 236. 119 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to 147.237.76. 147/ robot s. t xt Bl ock 1
136. 243. 67. 234 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
. . . Paraneter Type Mol ati on NewPassword in
2.53.12.141 I srael 147.237.77.243|nobi l e.i df . i | mobi | e. i df i | / sachar/ changepassvor d B ock 1
79.181. 191. 140 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code Bl ock 1
) ; . Unaut hori zed URL Access to
192.243. 55. 134 |United Sates 147.237.72. 166 aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/ gener al . aspx?doci d=64966 Bl ock !
46.120.38.133 [Israel 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code Bl ock
77.138.238.98 |France 147.237.76.42 |refuah.idf.il Unaut hori zed Met hod PCST for 147.237. 76. 42/ 894- he/ r ef uah. aspx B ock
213.8.204.51 |[lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Code B ock 1
66.249.76.83  |Israel 147. 237.77. 216 |dover . i df . i | Distributed Uhaut hori zed LRL Access on Bl ock 1
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