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Attacker Address |Attacker Country Target Address Signature Device Action Count
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 202 e.halag.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ack List drop 2
204, 42. 253. 2 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 200 eitan. aka.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 201 eatal.idf.il B ack List drop 2
163. 172. 216. 36 Uni ted Ki ngdom 147.237.76. 44 e.refuah.idf.il B ack List drop 1
91.230. 107. 174 Russi an Federation 147.237. 76. 202 e halag.idf.il B ack List drop 1
141. 212.122. 164 Lhited Sates 147.237.76. 38 e.eneitav.idf.il B ack List drop 1
141.212.122. 165 Lhited Sates 147.237.76. 38 e.enetav.idf.il B ack List drop 1
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Attacker Address
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Attacker Qountry

Signature

91. 201. 236. 50 147.237.77. 233 krai ne atal.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147.237.77. 233 krai ne atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.77. 243 Net her | ands nobi | e. i df il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.77. 179 Net her | ands e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 147.237.76. 30 Lhited Sates hi mush. i df i | ET SCAN NVAP -sS wi ndow 1024 1
104. 232. 98. 38 147.237.76. 31 Lhited Sates nakchal . i df.il ET SCAN NMAP -sS wi ndow 4096 1
94. 102. 48. 195 147. 237.72. 167 Net her | ands i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.77. 233 krai ne atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
91. 201. 236. 50 147.237.77. 233 krai ne atal.idf.il ET SCAN NVAP -f -sS 1
5. 255. 90. 133 147.237.77. 226 Net her | ands wiw chanat z. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 147. 237. 76. 199 Lhited Sates e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
168. 235. 197. 231 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
104. 232. 98. 38 147.237.76. 31 Lhited Sates nakchal . i df il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
46. 19. 86. 119 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 9
46. 19. 85. 45 | srael 147.237.76. 42 refuah.idf.il drop First packet isn't drop 7
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
62. 16. 79. 175 Russi an Federation 147.237.77.216 dover.idf.il drop First packet isn't drop 4
62.16.79. 175 Russi an Federation 147.237.77.176 nat pash. i df . il dr op Frst packet isn't drop 3
109. 253. 193. 219 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
176. 13. 12. 219 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 2
37.26. 146. 189 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 2
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il drop drop 1
184. 105. 247. 240 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
216.243.31. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
185. 65. 252. 10 Iragq 147.237.76. 34 yohal an. i df .il drop First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.76. 30 hi nush. i df.il dr op SAMrul e drop 1
74.82.47.7 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.76. 31 nakchal .idf.il drop SAMrul e drop 1
216. 218. 206. 84 Lhited Sates 147.237.0.35 akavs.idf.il dr op drop 1
74.82.47. 46 Lhited Sates 147.237.0. 200 mu.idf.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il drop SAMrul e drop 1
46.119. 127. 129 Wkr ai ne 147.237.77.176 nat pash. i df .i | drop SAMrul e drop 1
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217.132.63.199 |lsrael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 73
213.57.158.186 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 55
37.26.146.195 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code Bl ock 5
207. 46. 13. 77 Lhited Sates 147.237.77. 216 |dover. i df . i | Distributed Waut horized LRL Access on waw idf.il/error.htm B ock 3
46. 19. 85. 36 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13. 226. 216 |l srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code Bl ock 3
46. 19. 85. 116 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13.237. 219 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
87.69. 39. 95 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 87. 69. 39. 95 Bl ock 2
176.13. 20. 253 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
131. 253. 25. 232 |lhited Sates 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 2
131.253.27.168 |Uhited Sates 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
109. 253. 129. 2391 srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
68.180.230.47 |[wnited Sates  |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1779-he/ dover.aspx |B ock 1
46.19. 86. 25 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
. . Unaut hori zed Met hod HEAD f or
148.251.2.180 |Ger nany 147.237.72. 166 [aka. i df . i | v aka i o i |/ brot her s/ ski ra/ def aul t . asp B ock 1
. . - Unaut hori zed URL Access to
66.249.76.9 | srael 147.237.0.34  [tikshuv.idf.il wa ti kshuv. i df.i1/tenpl at es/ opr ol escat egor y/ opr ol escat egory. i n. aspx Bl ock !
. . . Unaut hori zed URL Access to
176. 13. 237. 219 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1677 B ock 1
131. 253. 25. 150 |Uited Sates 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
77.127.19.196 |[Israel 147.237.72. 156 [anan. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
] ; ; D stributed Unaut hori zed Method for Known URL on
66.102. 9. 24 Lhited Sates 147.237.72. 166 |aka. i df . i | waw aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
. . Unaut hori zed Met hod HEAD for
87. 69. 39. 95 I srael 147.237.72. 166 |aka. i df . i | voww aka. i f i |/ nai 1V sachar/ def aul t . aspx B ock 1
66.249. 76. 81 I 'srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
176. 228. 163. 67 |l srael 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock
77.138.249. 140 |France 147.237.72. 166 |aka. i df . i | tnknown Paraneter __Vi EVETATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx
213.151.47.80 |Israel 147.237.77.216|dover. i df . i | Paraneter Type M ol ation SearchText in vwwidf.il/1065-he/ dover.aspx [B ock 1
66.102.9. 118 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for v aka. i df . i|/mai n/ hone/ def aul t. aspx Bl ock 1
104. 148. 120. 134|United Sates 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 104. 148. 120. 134 B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wxidf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
. . Unaut hori zed Met hod CPTI ONS for
185.27.105. 131 |l srael 147.237.72.166 |aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
131.253.27.84 |Uited Sates 147.237.77. 216 |dover. i df . i | Dstributed Waut horized LRL Access on waw idf.il/error.htm B ock 1
. . Unaut hori zed Met hod PCBT for
77.139.254.99 |France 147.237.72. 166 [aka. i df . i | v aka. | df i |/ mai v i yus/ bookl et s. aspx B ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 994-9067- he/ at al . aspx |B ock 1
104. 148. 120. 134|thited Sates  [147.237. 76. 147 |chi nuch. aka. i df . i|tnaut hori zed URL Access to 147.237.76. 147/ user/| ogin B ock
66.249.76.121 |[Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat.idf.il/tenpl ates/fag/fag. aspx |B ock
. . O stributed Uhaut hori zed URL Access on
46. 19. 86. 6 I srael 147.237.77.234|hal ag. i df . il 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
Russi an . . D stributed Unaut hori zed Method for Known URL on
188. 186. 76. 62 eration 147.237.72. 166 [aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
79.177.160. 156 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. . Distributed Lhaut hori zed URL Access on
66. 249. 69. 14 I srael 147.237.77. 216 |dover. i df .i | v i df i 1/ at al 1/ zkor/ vi ew i . asp B ock 1
176. 13.237. 219 |Israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unauthorized URL Access from 176. 13. 237. 219 Bl ock 1
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