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Attacker
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Attacker Countr Signature

Address y Address g

204. 42. 253. 2 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il B ack List drop 2
93. 115. 28. 125 Ronani a 147.237.76.176 test.ncore.idf.il B ack List dr op 1
93. 115. 28. 125 Ronmani a 147.237.76. 177 ncore.idf.il B ack List drop 1
185. 89. 217. 234 Net her | ands 147.237.77.226  |wwn chanatz. aka. i df . ;?: handshake viol ation, first packet not |, 1
5 233 249 192 Lfran, I'slamc Republic 147.237. 77. 216 dover idf.il 'SI')(/J: handshake viol ation, first packet not drop 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Ki ngdom

59.46.193. 114  |147.237.72. 156 |Chi na aman.idf.il GPL SCAN nmap TCP 2
218.24.171. 223 |147.237.72. 156 |Chi na aman.idf.il GPL SCAN nmap TCP 2
62.210. 124. 129 |147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
93.174.93.220 |147.237.77. 179 |Net her| ands e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
186. 170. 127 1821147 237 0.35  |col onbi & akave. i il ET SI‘ﬁN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
109. 67. 159. 197 |147.237. 77. 233 |Israel atal.idf.il ET SCAN NVAP -sA (2) 1
46.227.67.172  |147.237.76. 147 |Sweden chinuch. aka. i of .i I[ET SCAN NMAP -sS wi ndow 1024 1
192, 223.90. 236 |147.237.76.44 |Bolivia e.refush.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
163. 172. 169. 150[147. 237.8,50 [ ted e.tikshuv.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature |Message Devi ce Action |Oount
185. 89. 217. 235 Net her | ands 147.237.77. 226 wawn chanat z. aka. i df . i | drop Frst packet isn't drop 15
185. 120. 126. 26 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 13
185. 89. 217. 228 Net her | ands 147.237.77. 226 W chanat z. aka. i df . i | drop First packet isn't drop 6
185. 89. 217. 233 Net her | ands 147.237.77. 226 wawn chanat z. aka. i df . i | drop Frst packet isn't drop 6
185. 89. 217. 225 Net her | ands 147.237.77. 226 wan chanat z. aka. i df . i | dr op Frst packet isn't drop 6
80. 178.218. 176 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 6
185. 89. 217. 227 Net her | ands 147.237.77. 226 wawn chanat z. aka. i df . i | drop Frst packet isn't drop 6
185. 89. 217. 229 Net her | ands 147.237.77. 226 wan chanat z. aka. i df . i | dr op Frst packet isn't drop 4
46.19. 86. 78 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
185. 89. 217. 234 Net her | ands 147.237.77. 226 wawn chanat z. aka. i df . i | drop Frst packet isn't drop 4
185. 89. 217. 230 Net her | ands 147.237.77. 226 wan chanat z. aka. i df . i | dr op Frst packet isn't drop 4
185. 89. 217. 226 Net her | ands 147.237.77. 226 W chanat z. aka. i df . i | drop First packet isn't drop 4
185. 89. 217. 231 Net her | ands 147.237.77. 226 wawn chanat z. aka. i df . i | drop Frst packet isn't drop 4
185. 89. 217. 232 Net her | ands 147.237.77. 226 wan chanat z. aka. i df . i | dr op Frst packet isn't drop 4
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
79.178. 46. 178 | srael 147.237.0. 34 tikshuv.idf.il drop Frst packet isn't drop 3
82.81.17. 144 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
169. 229. 3. 91 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il drop First packet isn't drop 1
31.13.113.64 Irel and 147.237.77. 176 nat pash. i df .i | drop Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77. 233 atal .idf.il dr op SAMrul e drop 1
104. 148. 120. 134 Lhited Sates 147.237.0. 35 akaws. i df.il drop drop 1
216. 218. 206. 110 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
169. 229.3.91 Lhited Sates 147.237.76. 199 e.nakchal .idf.il drop Frst packet isn't drop 1
104. 148. 120. 134 Lhited Sates 147.237.76.34 yohal an.idf.il drop drop 1
216.218. 206. 118 Lhited Sates 147.237.76. 148 gacenter. aka. i df . il drop drop 1
169.229.3.91 Lhited Sates 147.237.77. 235 sviva.idf.il dr op Frst packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.0. 200 ndu.idf.il dr op First packet isn't drop 1
176. 13. 236. 3 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
5. 233. 249. 192 Iran, Islanic Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 247. 133 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.117.2. 110 | srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 86
46. 19. 86. 57 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 83
84.108. 166. 194 |lIsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 10
84.108. 166. 194 |l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/sip_storage/files/4/ Bl ock 10
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . i | Mil tiple Unhaut hori zed URL Access from 66. 249. 76. 83 B ock 5
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 4
79 179. 210. 180 |1 srael 147.237.0.19 |madimatal .idf il I%rgmet er Type \/1 ol ation ctl 00$Cont ent Pl aceHbl der 1$t xt Last Nane i n B ock 4

nadi matal .idf.il/1088-he/ neret z. aspx
46.19. 85. 235 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
46.117.17. 41 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46.117.17. 41 B ock 3
213.151. 37. 161 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 3
2.53.17.179 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
2.53.46. 38 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 2

. . Unaut hori zed URL Access to
66.249.79. 122 | srael 147.237.72.156 [anan. i df . i | wwy anan. i df . i | /. wel | - known/ appl e- app- si t e- associ ati on Bl ock !
. . Paraneter Read Qnly Molation in

213.151.39. 226 |l srael 147.237.72. 166 |aka. i df . i | vaw aka i dff . i 1/ mai n/ sachar /£ or got passwor d. aspx None 1

NULL Character in Method
94.230.84.180 |[lsrael 147.237.77.216|dover . i df . i | +B3gQ=EG f [ [ #0] ] [[#19] 1 aUB 1\ =} «>—i g[ [ #25] ] | GEE£i x[ [ #23] ] p[ [ #25] ] ~E|B ock 1

< 3A[ [ #4]] a060f [ #25] ] A+»zi &E
46.121.157.93 |Israel 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1

Illegal Byte Gode Character in Header Nane

. . [ [#28]]1 €[ [#6]]2\ L' <k8§a+0" $| ¥m Avae(B«i GQIVADhCY[ [#3]] 0+ [#27] ] EF[ [#2

94.230.84.180 |Israel 147.237.77. 216 |dover. i df . il 1] apd AM[[#15]] T2 of 1 [ [ #4]] M-CIIL[#5]] < [#2]] [[ #0]] - MR i * A |2 0K 1

B' zABY[ [ #4]1S, 2-c+ ", [ [ #1]] A $4ap«l \ +h
5.102.218.9 I srael 147.237.77. 216 |dover.i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
79.178.46.178 |[Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1

. . . Unaut hori zed URL Access to
66.249.76. 2 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1748 Bl ock !
128. 232. 110. 28 LK*i"rfgegom 147.237.72. 156 |anan. i df . i | Unaut hor i zed Method HEAD for 147.237. 72. 156/ Bock |1
46. 19. 86. 128 I srael 147.237.77.243|nobi [ e.i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
94.230.84.180 |Israel 147.237.77. 216 |dover.i df . i | Mal formed HTTP Header Line 23 B ock 1
2.53. 149. 189 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspi ci ous Response Code B ock 1
66.249. 88. 154 |l srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to wawidf.il/error. htm B ock 1
- . S Whtraceabl e Gonnection - Protocol violation
94.230.84.180 |[Israel 147.237.77. 216 |dover . i df .i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
46.121.157.93 |[Israel 147.237.77.216|dover.i df .i | Distributed Unhaut hori zed URL Access on ww i df.il/wp-1ogin. php Bl ock
94.230.84.180 |[Israel 147.237.77. 216 |dover . i df . i | Illegal Byte Qode Character in Header \al ue B ock
37.26.147.158 |[Israel 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None
. . . D stributed Uhauthorized URL Access on

79.179.210. 180 |Israel 147.237.0.19 |nadimatal .idf.il madi matal i df .|/ shar ed/ aj ax/ updat enakat Gaunt i ty. aspx B ock 1
141. 226. 162. 133]I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman.idf.il/ B ock
94.230.84.180 [Israel 147.237.77. 216 |dover . i df .i | Mal formed URL nniv fuB)f[#5] ] £a—qy~ !t ni [#31]] 92 B ock
2.53.153.101 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
68. 180. 230. 47 ;h;:ee: 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to v i df.il/894-en/i df gdover. aspx B ock 1
94.230.84.180 |Israel 147.237.77.216|dover. i df .i | Too Many Headers per Request - 29 Headers B ock 1
66. 249. 66. 100 I srael 147.237.0.15  |kosher-kravi . i df . j|0 St"iPuted Lhaut hori zed UL Access on Bock |1

kosher-kravi . i df.il/tenpl at es/ depart nent sl obby/ depart nent sl obby. aspx
Illegal Byte de Character in Mt hod
94.230.84.180 |[lIsrael 147.237.77.216|dover. i df . i | +BOgQ=EG f [ [#0] ] [ [#19] ] AU 1\ =! «>—=i g[ [ #25] ] | GE£i X[ [ #23] ] p[ [ #25] ] ~E|B ock 1
< 8A[ [ #4]] aU60f [ #25] ] A+»zi &E
Paraneter Type M ol ation ct| 00$Cont ent P acetbl der 1%t xt Gapt cha i n

79.179.210. 180 |Israel 147.237.0.19 |nadimatal .idf.il nadi matal i df i 1/10gin. aspx B ock 1
194. 72. 238. 241 LKTI;gegom 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to / Bock |1
. . Mil tiple Untraceabl e SS. Sessi ons from94. 230. 84. 180 (Protocol viol ation
94.230.84.180 |Israel 147.237.77. 216 |dover.i df . i | (SSL._CONN_APPL| CATI ON_DATA EXCHANGE) ) None 1
94.230.84.180 [Israel 147.237.77. 216 |dover.i df .i | Abnornal |y Long Header Line request header nane B ock 1
5.28.149. 128 I srael 147.237.77. 216 |dover . i df . i | PHP Att enpt B ock
77.126.75.237 |lsrael 147.237.77.74 |lawidf.il Unhaut hori zed LRL Access to www | aw idf.il/inages/ 1. he/infocenteritent B ock
Unknown HTTP Request Met hod
94.230.84.180 |[lIsrael 147.237.77.216|dover . i df .i | +BOgQ=EG f [ [#0] ] [[#19]] AU 1\ =! «>—=i g[ [ #25] ]! EE£i x[ [#23]] p[ [ #25] ] ~CE|B ock 1
< SA[ [ #4]] aU60f [ #25] ] A+»zi 8E
- .|Uhaut hori zed URL Access to
66. 249. 66. 102 I srael 147.237.0.15  kosher-kravi . idf.i kosher -kravi . i df.il/tenpl at es/ depart nent sl obby/ depar t nent sl obby. aspx Bl ock !
46. 19. 85. 239 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
94.230.84.180 [Israel 147.237.77. 216 |dover.i df .i | Illegal Byte Code Character in URL nnuvfu6)[[#5]]£2—qy~'tni[#31]] 9z B ock 1
66.249.79.118 [Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to vww anan. i df.il/appl e-app-site-association  |B ock 1
NULL Character in Header Nane at
. . }#0114Bag[ [#26] ] =EA [ #15] ], &[ [ [#6] ] yt=-WSI r="[[#21]]i N-[[#14]] o£] 7, E
94.230. 84.180 |l srael 147.237.77. 216 |dover . i df . i | O [ #3]] VA BOUL [ #20] | =S¥ [ #22]] G [ #29]] CBADK [ 5] ] SC =g, [ [ #0]] [ [ B ock 1
#27] ]
46.117.17. 41 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df . i1/ nmai n/ sachar/ B ock 1
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