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|Top Attackers | n DDoS- Def ence |
Attacker Address

|Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack forward 2
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ack Li st drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
87.114. 42. 176 147. 237.77. 216 Uni ted Ki ngdom dover.idf.il Tehila - Perl LWP wth fake user agent 2
163. 172. 169. 150 147. 237.76. 86 Uni ted Ki ngdom navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 186. 20. 183 147. 237.77. 234 Japan hal ag.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 147. 237.77. 216 Canada dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
66. 249. 64. 240 147.237.76. 86 Lhited Sates navy. i df .il ET SCAN NVAP -sA (2) 1
163. 172. 169. 150 147. 237.77. 233 Uni ted Ki ngdom atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
163. 172. 169. 150 147.237.76. 31 Uni ted Ki ngdom nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 186. 20. 183 147.237.0.33 Japan idf.il ET SCAN Potential SSH Scan 1
103. 207. 39. 11 147. 237.72. 156 M et nam anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
87.114. 42. 176 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LWP with fake user agent 1
45. 56. 98. 154 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
81. 218. 66. 211 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
141.212.122. 35 Lhited Sates 147.237.0. 200 nu.idf.il dr op drop 1
169. 229.3.91 Lhited Sates 147.237.77.234 hal ag.idf.il dr op First packet isn't SYN drop 1
169. 229. 3. 91 Lhited Sates 147.237.8. 28 e.nobi | e-ks.idf.il drop First packet isn't SN drop 1
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
87. 69. 200. 86 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 170 naar achot . i df .il drop First packet isn't SN drop 1
216. 218. 206. 118 Lhited Sates 147.237.0. 35 akaws. idf.il dr op drop 1
109. 253. 217. 235 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 226 wawn chanat z. aka. i df . i | drop First packet isn't SN drop 1
141.212.122. 34 Lhited Sates 147.237.0. 200 nu.idf.il dr op drop 1
169. 229.3.91 Lhited Sates 147.237.77. 227 e hamaz. idf.il dr op First packet isn't SYN drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Count ry Target Address |Site Sgnature Action ‘Count
37.26.147. 244 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 43
85. 250. 135. 97 |Israel 147.237.77.243|nobi | e.i df . i | Ml tiple Uhauthorized URL Access from 85. 250. 135. 97 B ock 4
84.111. 224. 175 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.76.35 |[lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 76. 35 Bl ock 2
73.22.155.10 |Lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/nevsitelenglish/ B ock 2
77.124.14.82  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
85.250. 135.97 |Israel 147.237.77. 243 |nobi | €. i df . i | ﬁ;ﬂtgﬁr(;le??/g‘eggfytesem e/ sthi | ddocunent s 1071 Bl ock 2
157.55.39.14 |lnited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed URL Access to aka.idf.il/main/smal i nidefault.asp B ock 1
84.95.208.20 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to vwwnidf.il/defaul t.aspx B ock 1
66.249.76.30 I srael 147.237.77. 243 |nobi 1 e. i df . i | ﬁ;”lt : ?rd'fz‘f? , gegpgrcy‘ismj s/ 1 st chi | cdocument s/ 164 Bl ock 1
87.69.123.135 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1

Uhaut hori zed URL Access to waw idf.il/newsite/english/1113-2. st

68.180.230.47 |lhited Sates [147.237.77.216|dover.idf.il . B ock 1
target="_bhl ank
40.77.167. 2 Lhited Sates |147.237.77.176|mat pash. i df.il |Uhauthorized URL Access to 147.237.77.176/robots. txt Bl ock 1
157.55.39.97 |Whited Sates [147.237.72.166|aka. i df.il Uhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
93.172.195.64 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 93.172.195. 64 Bl ock 1
66.249.64.99 |Israel 147.237.76.30 |hi nush.idf.il Uhaut hori zed URL Access to ww tech. atal.idf.il/tenpl ates/ news/ nul | B ock 1
199. 30. 24. 223 |lnited Sates |147.237.77.216|dover.idf.il D stributed Unhaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
66.249.76.35 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/.well-knowy assetlinks.json B ock 1
. - Unaut hori zed Met hod HEAD for
136. 243. 67. 234 |Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp B ock 1
. . Unaut hori zed URL Access to
66.249.69.67 |[Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p_storagel {1 | es/ 4/ 2424. | pg B ock 1
207.46.13.64 |Lnited Sates |147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to aka.idf.il/val taninai n/ procedure. asp B ock
66.249.76.70 |Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wwuidf.il/appl e-app-site-association Bl ock
. P Unaut hori zed Met hod HEAD for
148.251. 2180 |Ger many 147.237.72.166 [aka. i df . i | vy aka. i df . i1 /i turindasp/ di spl ayonesol di er. asp Bl ock !
78.46.23.198  |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/rights/asp/info.asp B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 127 [l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p_storagel {1 | es/ 3/ 2973. | pg B ock 1
87.69.123.135 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SS. Sessions from87.69. 123. 135 ((pen Mode) None 1
68.180.228.87 |lhited Sates |147. 237.76.200|ei tan. aka. i df . j | |Shauthori zed URL Access to Bl ock 1

Wy ei tan. aka. i df. i |/ shared/ user cont r ol s/ header upper/
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