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W 93.172. 195. 64
169. 229. 3. 91

I 176. 50. 135. 159
74.86. 132. 133

Il 66. 249. 88. 157

W 2.54.192.173

I 66. 249. 88. 151

M 66. 249. 88. 154
104. 197. 206. 193

M 77.138.52.97
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
91. 230. 107. 174 Russi an Federation 147.237.76. 196 e.sviva.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

201. 238. 202. 219|147. 237.8.45 |Giile eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
88.249.106.23 |[147.237.76. 177 [Turkey ncore.idf.il ET SCAN NMAP -sS wi ndow 1024
176.50. 135. 159 |147. 237. 77. 176 23::;'}0'1 nat pash. i df . i | ET SCAN Potential SSH Scan
74.86.132.133 [147.237.76.86 |Lhited Sates navy.idf.il ET SCAN Potential VNC Scan 5900- 5920
176.50. 135. 159 |147. 237. 76. 197 ?éj::;’}m e hinush.idf.il ET SCAN Potential SSH Scan
74.86.132.133 |147.237.72.217|hited Sates eidf.il ET SCAN Potential VNC Scan 5900- 5920
176.50. 135. 159 |147. 237. 72. 156 |¥SSI &0 anan. i df i ET SCAN Potential SSH Scan

Federati on
74.86.132.133 |147.237.0.16 |lhited Sates ny- kosher -kravi .i df . il ET SCAN Potential VWNC Scan 5900- 5920
122.72.53.188 |147.237.0.35 |China akaws. i df il ET SCAN Potential SSH Scan
45.56. 98. 154 147. 237.76. 202 |Lnited Sates e halag.idf.il ET SCAN Potential SSH Scan
122.72.53.188 |147.237.0.17 [China mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan
104. 197. 206. 193|147. 237. 77. 121 |Uhited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 2048
104. 197. 206. 193|147.237.8.46 |Lhited Sates e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024
208.73.143.36 |147.237.8.24 |lhited Sates elifestyleidf.il ET SCAN NVAP -sS w ndow 1024

104. 128. 144. 131

147.237.72. 217

Canada

eidf.il

ET SCAN NVAP -f -sS

NN A I EEE AR EEES TS aEEss

176.50. 135. 159 |147. 237. 77. 226 ?éj::;’}m viw chanat z. aka. i df i1 |ET SCAN Potential SSH Scan

74.86.132.133 |147.237.77.216|lhited Sates dover.idf.il ET SCAN Potential VNC Scan 5900- 5920

176.50. 135. 159 |147. 237. 76. 201 XSS &0 eatal.idf.il ET SCAN Potential SSH Scan

Federati on

74.86.132.133 |147.237.76.39 |Lhited Sates nobi | e. nei tav.idf.il ET SCAN Potential VNC Scan 5900- 5920

176.50. 135. 159 |147. 237. 76. 148 ?;Z:;;”im gocenter. aka. i df i | ET SCAN Potential SSH Scan

74.86.132.133 |147.237.72.156|lhited Sates anan.idf.il ET SCAN Potential VNC Scan 5900- 5920

163. 172. 169. 150|147. 237. 72. 167 |Uhi t ed Ki ngdom |i shuri maka.idf . il ET SCAN NVAP -sS w ndow 1024

66.249.83.242 [147.237.77.216|lnited Sates dover.idf.il ET SCAN NVAP -sA (2)

122.72.53.188 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan

45.33.116.208 |[147.237.8.28 |Uited Sates e nobil e-ks.idf.il ET SCAN Potential SSH Scan

. o ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,

116.55.226.30 [147.237.0.15 |China kosher-kravi .idf.il . . 1
Potential Scan or |nfection

104. 197. 206. 193|147. 237. 77. 121 |Lhited Sates e.navy.idf.il ET SCAN NVAP -f -sS 1

219.87.191. 219 [147.237.76.42 |Taiwan refuah.idf.il ET SCAN Potential SSH Scan 1

104. 128. 144. 131|147. 237. 72. 217 |Canada eidf.il ET SCAN NVAP -sS wi ndow 2048 1




|Top Attackers In FW |
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Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
2.54.192. 173 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
66. 249. 88. 157 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
213.57.181. 237 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
66. 249. 88. 151 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
183. 129. 160. 229 Chi na 147.237.0. 35 akaws.idf.il dr op SAMrul e drop 1
141. 212. 122. 156 Lhited Sates 147.237.76. 148 gacenter. aka. i df . i dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237.8.50 e.tikshuv.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237. 0. 200 ndu.idf.il dr op SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.8. 24 elifestyle.idf.il dr op Frst packet isn't drop 1
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.72.14 dover.idf.il (ol d) dr op First packet isn't drop 1
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147. 237. 8. 27 e.nadi matal .idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 176 test.ncore.idf.il dr op First packet isn't drop 1
112. 210. 121. 226 Phi | i ppi nes 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 8. 45 eeitanidf.il dr op First packet isn't drop 1
52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 1
141. 212. 122. 155 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
93.172.195.64 |lsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 93.172.195.64 |[B ock 11
79.180.17.1 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
66. 249. 88. 154 |l srael 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 3
66. 249. 88. 157 |l srael 147.237.77.216|dover.i df .i | Distributed Whaut horized LRL Access on waw idf.il/error.htm B ock 2
46. 118. 157. 136 |Wkrai ne 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to ww i df.il/1519-en/ Bl ock 2
66. 249. 88. 151 |l srael 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
66. 249 66. 19 L srael 147.237.77. 233 |atal i df il Uhaut hori zed LR Access to waww atal . idf.il/1130-he/ nabmon =X B ock 1
aspx. NP'VOANI
207.46.13.176 |Lhited Sates [147.237.72.156 |anan.idf.il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
87.71.29. 74 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
66.249.76.116 |lIsrael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/min/sachar/tfasimaspx |B ock 1
. . Unhaut hori zed Met hod PCST for
24.68.6.134 Canada 147.237.72. 166 [aka. i df . i | vow aka. i df i 1/ mai n/ home/ def aul t . aspx Bl ock 1
157.55.39.150 |[Lhited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
70.72.138.204 [Canada 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to 147.237.77.216/favi con.ico Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 203 || srael 147.237.76.31 [nakchal . i df . il wan nakhal . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
66. 249. 83. 248 |l srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
www. chanmat z. aka. i d i
157.55.39.175 |Wnited Sates |[147.237.77.226], . Wnauit hori zed LR Access to B ock 1
flil wawv chanat z. aka. i df . i 1/t enpl at es/ honepage/
. . Uhaut hori zed URL Access to
66.249.69. 72 |Israel 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ si p_st or age/ fi | es/ 1/ 3251. pef Bl ock 1
. . Unaut hori zed Met hod HEAD f or
93.172.195.64 |lsrael 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai v/ sachar / vi ewpaysl i p. aspx Bl ock 1
Uhaut hori zed URL Access to
66. 249. 64. 112 |Israel 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i |/ useful i nformation/i dkoni nf pages/ 24112010usai d. as |Bl ock 1
px
204.79.180.0 Lhited Sates |[147.237.72.166aka.idf.il Uhaut hori zed Method PCST for wawn aka. i df.il/ishurindmai n/ Bl ock 1
84.95.208.20 |[Israel 147.237.77.216|dover.idf .i | Dstributed PHP At tenpt B ock 1
66.249.76.70 |Israel 147.237.77. 216 |dover . i df . i | thauthori zed LR Access to : o Bock |1
wan i df . i | /. wel | - known/ appl e- app- si t e-associ at i on
i m ny- kosher - kravi . i
128. 232, 110. 28 | t&d 147.237.0.17 ny Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
Ki ngdom df.il
Uhaut hori zed LRL Access to aka.idf.il/kantar/news/ 2wm oNg ax Sy
66. 249. 64. 150 |l srael 147.237.72. 166 [aka. i df . i | 5 M nwpa wanb NN |, 9 neb NNNpn NIKIN YA ™D Yy 0ITIVD B ock 1
.0'n
204.79.180.233 |Wited Sates [147.237.72. 166 |aka. i df . i | Whaut hori zed Method PCST for B ock 1
ww aka. i df . i |/ mai n/ kapat z/ def aul t. aspx
84.95.208.20 |[Israel 147.237.77.216|dover.idf .i | Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock
66.249. 76. 115 [l srael 147.237.0.34 |tikshuv.idf.il Ml tiple Unauthorized URL Access from 66. 249. 76. 115 B ock
Russi an ; ; Unaut hori zed Met hod PCST for
5.164.77.229 Federation 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ ki osk/ pri nt abl eki osk. aspx B ock !
128. 232. 110. 28 E?lr:g]ec(ijom 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237. 77. 176/ Bl ock 1
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