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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
5. 189. 186. 243 Cer many 147.237.76. 44 e.refuah.idf.il B ack List drop 3
5.189. 186. 243 Ger many 147.237.76. 42 refuah.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List dr op 2
5. 189. 186. 243 Cer many 147.237.76. 38 e.eneitav.idf.il B ack List drop 1
62. 48. 35. 159 Italy 147.237. 0. 200 . i off i | JLMPurple Gon Linit Htp drop 1
5. 189. 186. 243 Cer many 147.237.76. 39 nobi l e.neitav.idf.il |Back List drop 1
93. 158. 200. 97 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1
94.156. 128. 101 Bul gari a 147.237.76. 196 e.svivaidf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

93. 174. 93. 220 147. 237. 76. 39 Net her | ands nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
65.183. 101. 8 147.237.77.235 |lhited Sates svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
45, 56. 74. 212 147.237.76.197 |Wited Sates e. hinush.idf.il ET SCAN Potential SSH Scan 1
45, 33. 116. 208 147. 237. 8. 50 Lhited Sates e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
198.52. 97. 89 147.237.77.74  |lhited Qates lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
176. 50. 135. 159 147.237.0. 17 Russi an Federation |mny-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
146. 185. 146. 112  |147.237.76.176 |Netherl ands test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 232. 98. 38 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
65.183. 101. 8 147.237.77.235 |Wited Sates sviva.idf.il ET SCAN NMAP -sS wi ndow 4096 1
45.56. 74. 212 147.237.77.234 |lLhited Sates hal ag.idf.il ET SCAN Potential SSH Scan 1
45.56. 74. 212 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.76.196 [Netherl ands esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
201. 38. 68. 132 147.237.77.226 |Bazil ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
198.12. 74. 76 147.237.0. 19 Lhited Sates madi matal .idf.il VEB- O3 redirect access 1
176. 50. 135. 159 147.237.0. 15 Russi an Federation |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
104. 232. 98. 38 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
189. 159. 233. 141 Mexi co 147.237.77. 216 dover.idf.il dr op First packet isn't drop 103
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
169. 229. 3. 91 Lhited Sates 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 121 e.navy.idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 34 yohal an.idf.il drop First packet isn't drop 1
184. 105. 139. 67 Lhited Sates 147.237. 76. 197 e.hinush.idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 44 e.refuah.idf.il drop First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.76. 197 e hinush.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 202 e.halag.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

Devi ce

At acker

count ry ‘Target Address |Site Sgnature Acti on ‘Count
106. 4. 212. 131 |Cni na 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 106. 4. 212, 131 Bl ock 17
106. 4.212. 131 [China 147.237.77. 216 |dover . i df . i | PHP At enpt Bl ock
106. 4. 212. 131 |Chi na 147.237.77. 216 |dover.idf . il Dstributed Wnhaut hori zed LRL Access on waw i df . i |/ def aul t. aspx Bl ock
. . Uhaut hori zed URL Access to
66. 249. 66. 250 I srael 147.237.77. 234 [hal ag. i df . i | wwy | ogi stics.atal.idf.il/tenpl ates/ shared/ usercontrol s/ navnenu/ Bl ock !
. . . D stributed Whaut hori zed Method for Known URL on
187. 169. 188. 44 |Mexi co 147.237.72. 166 [aka. i df . i | v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 1
66.249.76. 121 |lsrael 147.237.77. 176 |mat pash. i df .i|  |[Waut hori zed URL Access to www cogat . i df.il/1392-en/ cogat . asp Bl ock 1
66.249.76.67 [Israel 147.237.0.19 |madi matal .idf. i |Wauthorized URL Access to nadimatal .idf.il/robots. txt Bl ock
: . . Unaut hori zed Met hod PCST for
204.79.180.5 |Wited Sates [147.237.72.166|aka.idf.il v aka i of i1/l ui it enpl at es/ hone. asp B ock 1
73.22.155.10 |Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/newsite/english/ Bl ock 1
66.249.76.83 |lIsrael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to v idf.il/1294-ar/wwidf.il/ar B ock 1
207.46.13.64 |lnited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/kamar/klali/default.asp None 1
77.138. 240. 165 |France 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 77.138. 240. 165 Bl ock 1
106. 4. 212. 131 |Chi na 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/index. asp Bl ock 1
66.249. 76. 115 |l srael 147.237.0.34 [tikshuv.idf.il [Wauthorized URL Access to tikshuv.idf.il/894-en Bl ock 1
. ; Unaut hori zed URL Access to
84.95.208. 20 | sr ael 147.237.77. 216 dover . i df . i vwwy i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . . Unaut hori zed URL Access to
66. 249. 64. 253 |l srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i o i 1/t enpl at es/ news/ news. i n. aspx B ock 1
157. 55. 39. 97 Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66.249.76. 116 |l srael 147.237.0.34 |tikshuv.idf.j| [Wauthorized UR Access to B ock 1

tikshuv.idf.il/nodul es/foruns. frnifrnprint nessage. aspx
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