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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
204. 42. 253. 2 Lhited Sates 147.237. 76. 38 eeneitav.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi le.neitav.idf.il |Back List drop 2
5. 189. 186. 243 Ger nany 147.237.76. 201 e atal.idf.il B ack List drop 1
5. 189. 186. 243 Cer many 147, 237.76. 202 e halag.idf.il B ack List drop 1
123. 151. 42. 61 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Udp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

50. 63. 196. 229  [147.237.77.233|lhited Sates |atal.idf.il QA Injection - Select From 20
62.149.132. 252 |147.237.76.42 |italy refuah.idf.il SQ Injection - Select From 20
59. 120. 255. 127 |[147.237.77. 74 |Taiwan lawidf.il S Injection - Select From 18
153. 149. 195. 77 |147.237.77. 74 |Jdapan lawidf.il Tehila - Perl LWP with fake user agent 16
184. 168. 152. 45 |147.237.77.74 |Lhited Sates |lawidf.il SQ Injection - Select From 8
46.120. 122. 219 |147.237.77. 176 |l srael mat pash. i df . i | Xenu Link Seuth User Agent 6
209. 15. 196. 171 |147.237. 77. 233 |Canada aal.idf.il S Injection - Select From 4
46.120.122.219 |147.237.77. 216 I srael dover.idf.il Xenu Link Seuth Wser Agent 2
71.36. 27. 214 147.237.76.30 |Whited Sates  |hirush.idf.il ET SCAN NVAP -sS wi ndow 3072 1
61. 164. 248. 240 |147.237.77.235|Chi na svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 164. 248. 240 |[147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 164. 248. 240 |[147.237.77.179|Chi na e nazi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
163. 172. 169. 150(147. 237. 8. 14 E?i;;gom e.orchot.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
139. 162. 247. 40 |147.237.8.14 |[Wited Sates |e. orchot.idf.il ET SCAN Potential SSH Scan 1
45.33.116.208 |[147.237.76.34 |Uhited Sates [yohal an.idf.il ET SCAN Potential SSH Scan 1
116. 12. 175. 233 |147. 237. 72. 166 | ngapor e aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
103, 28. 61. 32 147 237, 77, 21 |FOrEa Republic o ET SDAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
61. 164. 248. 240 [147.237.77.233|Chi na atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.164. 248. 240 |147.237.77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
910,50 240.96  |147. 237 0.15  |Tai vn I(Osher_kravi.idf.”EI' SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45. 56. 98. 154 147.237.0.33 [lhited Sates |idf.il ET SCAN Potential SSH Scan 1
139. 162. 179. 166|147. 237. 77. 176 [Lhited Sates  |matpash.idf.il ET SCAN Potential SSH Scan 1
116. 12. 175. 233 |147. 237. 72. 166 |S ngapore aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6
177.185.194. 45 Bazil 147.237.77. 233 atal.idf.il dr op SAMrul e drop 5
46. 19. 86. 170 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't SYN drop 2
89. 242. 97. 154 United Ki ngdom 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
169.229.3.91 Lhited Sates 147.237.0. 35 akavs.idf.il dr op Frst packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147. 237. 76. 202 e halag.idf.il dr op First packet isn't SYN drop 1
183. 129. 160. 229 Chi na 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il dr op Frst packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147.237.77.170 naar achot . i df . i | dr op First packet isn't SYN drop 1
183. 129. 160. 229 Chi na 147.237.0.16 ny-kosher-kravi.idf.il drop SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.76.176 test.ncore.idf.il dr op Frst packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147.237.77. 205 prisha.idf.il dr op First packet isn't SYN drop 1
183. 129. 160. 229 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il drop SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237. 76. 197 e hinush.idf.il dr op Frst packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147.237.77. 227 e hanaz.idf.il dr op First packet isn't SYN drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237.76. 34 yohal an. i df .il drop drop 1
183. 129. 160. 229 Chi na 147.237.0. 35 akavs.idf.il dr op SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237. 76. 201 e atal.idf.il dr op First packet isn't SYN drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
153. 149. 195. 77 |Japan 147.237.77.74 |law i df.il Mil ti pl e Uhaut hori zed URL Access from 153. 149. 195. 77 Bl ock 6
153, 149. 195. 77 |Japan 147.237.77. 74 |lawidf.il PHP Att enpt B ock 3
54.165.230. 219 [Lhited Sates [147.237.77.176 [nat pash. i df . i | Suspi ci ous Response Code B ock 2
54.173.35.122 |[nited Sates |147.237.77.176 |mat pash. i df . i | Distributed Suspici ous Response Code Bl ock 2
157.55.39.56 |Lhited Sates |147.237.72. 156 |anan. i df . il Uhaut hori zed URL Access to vwwy anan. idf.il/scripts. asnx/getjs B ock 2
128. 232. 110. 28 Ei“'rfgegom 147. 237.72. 166 |aka. i df . i | Uhaut hor i zed URL Access to 147.237.72. 166/ B ock 1
. . Uhaut hori zed URL Access to
153. 149. 195. 77 |Japan 147.237.77.74 [lawidf.il v | aw i df i 1/i nages/ st ori es/ nagi c. php. png Bl ock 1
67.245.1.115 |Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed HTTP Met hod B ock 1
128. 232. 110. 28 E?';;gom 147.237.76.30 |hi nush.idf.il Unaut hori zed Met hod HEAD for 147.237.76. 30/ B ock 1
67.245.1.115 |Lhited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/1133-he/ B ock 1
i -kosher-kravi .idf.i
5. 255. 253. 75 E;(Si:’;nl on 147.237.0. 16 Iny Uhaut hori zed URL Access to wwu ny-kosher-kravi.idf.il/robots.txt |B ock 1
128.232.110. 28 LKJ?'ntgegom 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ Bl ock 1
. . Uhaut hori zed URL Access to waw aka.idf.il/niluindtenplates/
66. 249. 64. 124 |l srael 147.237.72. 166 [aka. i df . i | http: /ww aka. i df.i1/si p storagelfil es/ 6/ 66556 pof B ock 1
. . . D stributed Unhaut hori zed Met hod for Known URL on
187. 169. 188. 44 |Mexi co 147.237.72.166 |aka. i df . i | vaw aka i df . i 1/ mai v home/ def aul t . aspx B ock 1
77.138. 240. 165 |France 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method PCST for B ock 1
wan aka. i df . i |/ mai n/ sachar/ f ag. aspx
. . . Unhaut hori zed Met hod PCST for
50.242.158.11 |Lhited Sates |[147.237.72.166|aka.idf.il v aka. i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
m ny- kosher - kravi . i i i
66.249.76.35 | srael 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
84.95.208.20 |[lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v i df . i1/ defaul t.aspx B ock
54.165. 230. 219 |Lhited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwy | aw i df.il/163-7247- B ock
66.249.76.77 |lsrael 147.237.72.166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
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