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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
93. 158. 200. 97 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
5.189. 186. 243 Ger many 147.237.76. 196 e.svivaidf.il B ack List dr op 1
5. 189. 186. 243 Ger nany 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 147 chinuch. aka.idf.il B ack List dr op 1
5. 189. 186. 243 Ger nany 147.237. 76. 197 e hinush.idf.il B ack Li st drop 1
5. 189. 186. 243 Ger nany 147. 237. 76. 201 eatal.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76.176 test.ncore.idf.il B ack List drop 1
5.189. 186. 243 Ger many 147.237.76. 198 e.yohal an.idf.il B ack List dr op 1
5. 189. 186. 243 Ger nany 147.237. 76. 202 e halag.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 177 ncore.idf.il B ack List dr op 1
5. 189. 186. 243 Ger nany 147.237. 76. 199 e.nakchal .idf.il B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

184. 168. 152. 58 [147.237.72.166|Wited Sates |aka idf.il S Injection - Select From 26
50. 63.197. 9 147.237.72. 166 |Lhited Sates [akaidf.il SQ Injection - Select From 20
83.168.250.50 |147.237.77. 233 |Sweden atal.idf.il S Injection - Select From 8
137.117.8.203 [147.237.77.74 |Wited Sates |lawidf.il S Injection - Select From 2
208. 100. 26. 228 [147.237.8.50 |Wited Sates |e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
163. 172, 220. 201|147 237, 0.34 | ted Cikshov. i i1 ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Ki ngdom Scan or Infection
71.36.27. 214 147.237.8.14 |hited Sates [e.orchot.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
66.249.76. 117 |147.237.72.166|W0ited Sates |aka idf.il SER_VER—APAO—E.Apache mod_ssl non-SSL. connection to S8 port 1
deni al of service attenpt
66.249. 64. 139  |147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN NVAP -sA (2) 1
208.73.143.36 |147.237.72.156|W0ited Sates |aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
178. 220. 165. 231|147. 237.8. 24 elifestyle.idf.il|[ET SCAN NMVAP -sS w ndow 4096 1
146. 185. 146. 112(147. 237.8.27  |Nether| ands e.madimatal .idf.i[ET SCAN NVAP -sS w ndow 1024 1
71.36. 27. 214 147.237.8.14 |Wnited Sates [e.orchot.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
66.249.76.112 |147.237.72.166|Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
89. 108. 144. 115 Lebanon 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 9
87.106. 184. 160 Cer many 147.237.72. 166 aka.idf.il dr op SAMrul e drop 6
212. 143.142. 56 I srael 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 6
192. 243. 55. 131 Lhited Sates 147.237.77. 74 lawidf.il dr op First packet isn't SN drop 2
184.105. 139. 119 Lhited Sates 147.237.0. 35 akavs. idf.il drop drop 1
141. 212. 122. 165 Lhited Sates 147.237.0. 35 akavs. i df.il dr op drop 1
141. 212.122. 166 Lhited Sates 147.237.0.35 akaws. i df . il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
213.8.204.19 |[Israel 147.237.0.19 |nmadimatal .idf.il [Suspicious Response Code B ock 3
85. 65. 71. 23 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock
128. 232. 110. 28 LK?';:gom 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147. 237. 77. 234/ Bl ock 1
66.249.64.41 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
192.174.3.200 |thited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for v aka. i df.il/nain/smalinisnal i maspx |B ock
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock
. . Unaut hori zed Met hod HEAD for
148.251. 2. 180 |Ger nany 147.237.72.166 [aka. i df . i | vy aka. i df . il/iturindasp/ di spl ayonesol di er. asp Bl ock !
66.249. 76. 112 |Israel 147.237.72.166 |aka. i df . i | llegal Byte Qe Character in R /mai 1 kapat2//resf012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
192.243.55. 133 |Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/giyus/kadat z B ock 1
157.55.39. 206 |Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock
. . S Whtraceabl e Gonnection - Protocol violation
66.249. 76. 117 [l srael 147.237.72. 166 |aka. i df . i | (SSL CONN CLI ENT FELLO) None 1
207.46.13.64 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
91.197.61.250 |[lsrael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
187. 169. 188. 44 |Mexi co 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df.il/mai n/hone/ defaul t.aspx |B ock 1
66.249. 88. 151 |l srael 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
128. 232. 110. 28 LK?';:gom 147.237.0.15 |kosher-kravi.idf.i|Mitipl e Unauthorized URL Access from 128.232. 110, 28 B ock 1
191.96.249. 42 |Ghile 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to /phpnyadnin/ scri pts/ set up. php B ock
68.180.229. 153 |Lhited Sates |147.237.76.31 |nakchal .idf.il Paraneter Type M ol ati on PageNumin nakhal .idf.il/1073-he/ nakhal . aspx  |B ock 1
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