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|Top Attackers | n DDoS- Def ence |

09-01-2016-23:04:09 to 09-02-2016-00:04:09

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 4
5.189. 186. 243 Ger many 147.237.76. 31 nakchal .idf.il B ack List drop 2
79. 180. 69. 87 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
94.102. 56. 233 Net her | ands 147.237.76. 197 e hinush.idf.il B ack List drop 1
5. 189. 186. 243 Cer many 147.237. 76. 148 gacenter.aka. i df il B ack List drop 1
185. 128. 40. 162 Sii t zerl and 147.237.76. 31 nakchal .idf.il B ack List drop 1
5. 189. 186. 243 Cer many 147.237.76. 34 yohal an.idf.il B ack List drop 1
5.189. 186. 243 Ger many 147.237.76.176 test.ncore.idf.il B ack List drop 1
185. 128. 40. 162 St zerl and 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
5. 189. 186. 243 Cer many 147.237.76. 44 e.refuah.idf.il B ack List drop 1
5. 189. 186. 243 Cer many 147.237.76. 30 hi nush. i df.il B ack List drop 1
185. 128. 40. 162 Sii t zerl and 147.237. 76. 201 e atal.idf.il B ack List drop 1
5. 189. 186. 243 Cer many 147.237.76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 2
193. 201. 225. 149(147. 237.0.35  |Ukrai ne akavs. i df . il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 169. 150|147. 237. 77. 205 LKJ?ir:;gom prisha idf.il ET SCAN Potential WNC Scan 5900- 5920 1
104. 214. 118. 150|147. 237. 76. 202 [Lhited Sates |e.halag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
97.74.232.35 147.237.8.27 |Wited Sates |enadimatal.idf.il|ET SCAN Potential SSH Scan 1
212.116.72.226 |[147.237.0.15 |Sweden kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
208. 100. 26. 228 |[147.237.77.233|Wited Sates |atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 149(147. 237. 8. 28 |lkrai ne e.nobile-ks.idf.il [ET SCAN Potential SSH Scan 1
193. 201. 225. 149(147. 237. 8. 27 |krai ne e.madimatal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
180. 97. 106. 37  |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
104. 214. 118. 150|147. 237. 76. 202 |Lhited Sates |e halag.idf.il ET SCAN NMAP -sS wi ndow 4096 1
97.74.232.35 147.237.77.121 |thited Sates |e. navy.idf.il ET SCAN Potential SSH Scan 1
212.116.72.226 |[147.237.0.15 |Sweden kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
66.249.66.209 |147.237.76.31 |Wited Sates [nakchal .idf.il ET SCAN NVAP -sA (2) 1
010, 126, 104. 83 |147 237 76,39 |FOr€® Republic .. o ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
202.170.80.40 |147.237.77.205|Mngol i a prisha idf.il ET SCAN Potential SSH Scan 1
193. 201. 225. 149(147. 237.8.27 |kraine e.nadimatal .idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
100. 92. 238. 221 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
115. 251. 19. 125 Indi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
201. 202. 186. 58 (osta Rca 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.72. 217 e.idf.il dr op Frst packet isn't drop 1
178. 146. 220. 96 G eece 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
141. 212.122. 154 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
169.229.3.91 Lhited Sates 147.237. 76. 38 eeneitav.idf.il dr op Frst packet isn't drop 1
179. 85. 53. 127 Brazil 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
141. 212. 122. 155 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
169. 229.3.91 Lhited Sates 147. 237. 76. 42 refuah.idf.il dr op First packet isn't drop 1
179. 243. 142. 66 Brazil 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
141. 226. 162. 156 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an.idf.il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 148 gacenter. aka. i df il drop First packet isn't drop 1
109. 253. 192. 141 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
188. 140. 12. 57 Por t ugal 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.0.16 ny-kosher-kravi .idf .il drop First packet isn't drop 1
217.132. 15. 143 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 198 e.yohal an.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

wan ti kshuv. idf.il/sip storagel/fil es/ 8/ si ze220x0/ 2098. j pg

ount ry Target Address |Site Sgnature Acti on ‘Count
77.127.69.88 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 99
79.179.21.160 |[lsrael 147.237.72. 156 |aman. i df . i | Distributed Suspicious Response Code B ock 25
79. 178. 145. 214 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for www aka. i df.il/ B ock 5
85. 64.234. 103 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
176. 13. 231. 103 |I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 2
77.138.43.198 |France 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.26.149.184 |lIsrael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Gode B ock 2
37.26.149. 232 |[lIsrael 147.237.72. 156 |aman. i df . i | Distributed Suspicious Response Code B ock 2
91.210. 237.66 |Pol and 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
. . . Unaut hori zed URL Access to
66. 249. 64. 122 |l srael 147.237.0.34 [tikshuv.idf.il tikshuv. i df i 1/ modul es/ for uns. £ i r nuser det ai | 5. asp Bl ock 1
. - Unhaut hori zed URL Access to
95. 86. 86. 3 | srael 147.237.72. 156 |aman. i df . i | - Jidf. i1/ https: / w idfil/ B ock 1
207.46.13.77 |Wited Sates |147.237.77.216|dover. i df.i| z%u,tmpg_' zed R, Access to www idf.il/1133-15858-he/dover. aspx. g o\ 1
79.183.1.53 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
m ny- kosher - kravi . i i i
66.249.76.37 |i1srael 147.237.0. 17 "]/ osne a Illegal Paranet er _Encgdl ng 82Q0 3ebf[@}u@'l‘l @8l nprOin None 1
df.il mny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
. . Unaut hori zed Met hod HEAD for
109. 65. 95. 49 | srael 147.237.72. 166 |aka. i df . i | wa aka, i df . i |/ i 1V gi yus/ ki osk/ ki osk. aspx B ock 1
31.154.81.34 |israel 147.237. 72. 156 |anan. i df . i | Distributed haut hori zed LR Access on B ock 1
wan anan. i df i |/ https:/ww anan.idf.il/
. . . Unhaut hori zed URL Access to
66.249. 76. 115 |l srael 147.237.0.34 |tikshuv.idf.il tikshuv. i df i1/ modul es/ for uns. f i f r nsendnessage. aspx B ock 1
128. 232. 110. 28 LK’?';;gom 147.237.76.86 |navy.idf.il Unaut hor i zed Met hod HEAD for 147. 237. 76. 86/ B ock 1
. . D stributed Lhaut hori zed URL Access on
89.138.170. 91 |[lsrael 147.237.77.216|dover.i df .|l ww i of i1/t tps: /v df i1/ B ock 1
. . Unaut hori zed URL Access to
66.249.76. 117 |Israel 147.237.77. 216 (dover. i df . il 147. 237. 77. 216/ 1133- 20387- he/ dover . aspx B ock 1
128. 232. 110. 28 z‘;;gom 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ Bl ock 1
79.178. 145. 214 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/ 4/ B ock 1
66. 249, 93. 138 |Israel 147.237.0.34 |tikshuv.idf.il tnaut hor| zed URL Access to B ock 1
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