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182. 212. 63. 82 Korea, Republic of 147.237.76. 148 ggcenter. aka.idf.il B ack List drop 2
141. 226. 218. 59 | srael 147.237.77.216 dover.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 34 yohal an.idf.il B ack List dr op 1
5. 189. 186. 243 Ger nany 147.237.76. 38 e.e.neitav.idf.il B ack List drop 1
185. 128. 40. 162 Swi t zerl and 147.237.76. 44 e.refuah.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 39 nobi | e.nei tav.idf.il B ack List drop 1
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109. 65. 148. 144 |147.237. 72. 166 |I srael akaidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
146. 200. 66. 247 |147.237.77.74 |United Ki ngdom|lawidf.il Tehila - Perl LWP with fake user agent 2
109. 60. 153. 178 |147. 237. 76. 198 23::;'}0'1 e.yohal an.idf .l ET SCAN NVAP -sS wi ndow 1024 1
208. 100. 26. 228 [147.237.0.34 |lnited Sates  |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106.51.226.59 |147.237.8.50 |india e tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
185. 93 185. 10 |147 237 76. 86 |Wkraine vy, i df i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
97.74.232.35 147.237.77.226 |Whited Sates  |vwwu chamatz. aka.idf.il |[ET SCAN Potential SSH Scan 1
180. 97. 106. 161 |147. 237. 76. 197 |Chi na e. himush. i df . il ET SCAN Potential SSH Scan 1
97.74.232.35 147.237.76. 199 [Lhited Sates e. nakchal .idf.il ET SCAN Potential SSH Scan 1
180.97.106. 37  [147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.77. 178 |Net her| ands e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
119. 160. 223. 115|147. 237. 76. 148 |Thai | and gacenter. aka.idf. il ET SCAN Potential SSH Scan 1
61.240.144. 65 |147.237.77.176|hi na nat pash. i df i | ET SCAN Potential VNC Scan 5800- 5820 1
119. 160. 223. 115|147. 237. 72. 156 |Thai | and aman. i df .l ET SCAN Potential SSH Scan 1
61.240.144.65 |[147.237.72.14 |China dover.idf.il(old) ET SCAN Potential VWNC Scan 5800- 5820 1
116. 12. 175. 233 |147.237.77. 74 |9 ngapore lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
106.51.226.59 |147.237.8.50 |india e tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
193. 201. 225. 149|147.237.0. 15 |Wkrai ne kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
97.74.232.35 147.237.77. 234 |Whited Sates  |halag.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 161 |147. 237. 77. 170 |Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
97.74.232.35 147.237.77.61 |Lhited Sates e.cogat.idf.il ET SCAN Potential SSH Scan 1
180.97.106. 37  [147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
97.74.232.35 147.237.76.38 |Lited Sates e.eneitav.idf.il ET SCAN Potential SSH Scan 1
61.240.144. 65 |147.237.77.235|Chi na sviva.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
119. 160. 223. 115|147. 237. 76. 86 |Thai | and navy. i df.il ET SCAN Potential SSH Scan 1
61.240.144.65 |147.237.72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
119. 160. 223. 115(147.237.0. 19  |Thai | and nadi matal .idf.il ET SCAN Potential SSH Scan 1
116. 12. 175. 233 |147.237.77. 74 |9 ngapore lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
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41. 46. 137. 232 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
46.19. 85. 101 | srael 147.237.77.176 nat pash. i df . i | dr op First packet isn't drop 3
176. 228. 43. 77 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
80. 246. 130. 124 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
1.22.102. 195 Indi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
146. 185. 56. 162 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
187.90. 50. 116 Brazil 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
94.77.196. 82 Saudi Arabia 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
39. 113. 34. 49 Korea, Republic of 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
77.209. 104. 59 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
191. 206. 17. 73 Brazil 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
1.108. 192. 54 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
61. 240. 144. 65 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
128. 232.110. 28 Uni ted Ki ngdom 147.237.0. 35 akaws. idf.il dr op drop 1
188. 69. 225. 24 Li t huani a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
47.59. 163. 96 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
116. 120.65.1 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.0. 15 kosher-kravi .idf.il dr op SAMrul e drop 1
221.138.177.104 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
77.210. 151. 32 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
178.139. 78. 26 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
31.4.36.54 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
77.208. 254. 80 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.77.74 lawidf.il drop Frst packet isn't drop 1
191. 195. 7. 103 Brazil 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
58.124. 212. 65 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
121.124.241.7 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.8. 45 eeitanidf.il dr op SAMrul e drop 1
47.59.44.70 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
179.112.190. 71 Brazil 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
218. 237.125. 85 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
39. 116. 83. 96 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
77.209. 184. 93 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
177.196. 123. 87 Brazil 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
205. 155. 38. 213 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
1.108.194. 104 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
189. 66. 78. 12 Brazil 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
47.59.169. 4 pai n 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
117. 233. 168. 55 Indi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il dr op SAMrul e drop 1
45.210.171. 14 Ghana 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
77.210.172. 116 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
178. 139. 84. 103 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akaws. idf.il dr op drop 1
31. 216. 208. 86 Qoatia 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
77.209. 18. 81 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.77. 243 nobi le.idf.il dr op First packet isn't drop 1
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.146.203 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 7
P . Unaut hori zed Met hod PCBT for
213.151. 35. 218 |[Israel 147.237.72.166 |aka. i df . i | Wi aka. i o i |/ rai r sachar/ vi ewpays! i p. aspx B ock 5
84. 94. 66. 226 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 4
2.53.14.87 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
213.151. 55. 238 [Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 3
2.53.142. 45 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
77.127.69. 88 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw idf.il/error. htm B ock 3
2.55.36. 86 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.53.23. 169 I srael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wanidf.il/error.htm B ock 3
46.19. 86. 123 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.147.5 I srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to www i df.il/894-he B ock 2
79.182.1.224 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 2
212.199.57.193 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
. . Unaut hori zed Met hod PCST for
81.218.207.47 |[lIsrael 147.237.72.166 |aka. i df . i | v aka. i of i |/ rai v har edi ndnas! ul i nhi st. aspx B ock 2
109. 253. 208. 106|l sr ael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wwidf.il/nivtza B ock 1
66.249.64.234 [Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/1/112981. pdf  |B ock 1
176. 58. 92. 217 E?';;gom 147.237.77.243|nobi | e. i df . i | Unaut hori zed URL Access to 147.237. 77. 243/ i ndex. php B ock 1
46.19. 86. 115 I srael 147.237.77. 216 |dover.idf .il Abnormal |y Long Request net hod B ock 1
. . Unaut hori zed URL Access to
46.117.69.104 |israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar e/ bul | et 1. gi f B ock 1
217.132.99.86 |israel 147.237.76. 200 lei tan. aka. i df . i | Unhaut hori zed URL Access to www eitan. aka.idf.il/1093-7963- he/ "\n B ock 1
aspx. Inny
109. 253. 208. 187|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df.il/matash/| ogi n/ B ock 1
79.180.37.240 |[lIsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
66.249. 64.240 I srael 147.237.76.86 |navy.idf.il thaut hori zed LRL Access to Bock |1
Vi navy. i df . i1/ navy/ navy/ wat ercraf t s. aspx
185. 3. 147. 141 |Israel 147.237.77.243|mobi | e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 1
46.19. 86. 115 I srael 147.237.77. 216 |dover . i df . i | I1egal HITP Version _pk_ses. 20. 8af c=* B ock 1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct | 55 in
84.108.213.61 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 1
. - Unhaut hori zed URL Access to
66.249.76.115  |Israel 147.237.77. 216 |dover.idf . il 147. 237.77. 216/ 1133- 19754- he/ dover . aspx Bock |1
46. 120. 220. 229 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
128. 232. 110. 28 E?';;gom 147.237.77.235|sviva.i df . i | Unaut hori zed Method HEAD for 147.237.77. 235/ B ock 1
66. 249. 69. 14 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewingtop.asp  |B ock 1
Mal formed URL
46.19. 86. 115 I srael 147.237.77. 216 |dover.i df .i | _pk_i d. 20. 8af c=10d686b9451d0c1b. 1472756945. 1. 1472756945. 147 |B ock 1
2756945. ;
95. 86. 102. 196 | srael 147.237.77.216|dover. i df . i | Lhaut horized URL Access to www idf.il/https: /v idf.il/ B ock 1
68.180.230. 47 |Wnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw idf.il/1153-he/ dover.aspx |B ock 1
] - . Unaut hori zed Met hod PCST for
66.102. 9. 2 Wited Sates [147.237.72.166|aka.idf.il v aka. i df i |/ nai 1/ gi yus/ pni of ansver . aspx B ock 1
] . . Unknown Par aneter 4f9c0c80 in
157.55.39. 252 [wnited Sates |147.237.72. 166 |aka.idf.il v aka. i df . i 1/ mai n/ hore/ def aul t . aspx None 1
Russi an - . DO stributed Unauthorized Method for Known URL on
5.189. 103. 54 Fedor at i on 147.237.72.166 |aka. i df . i | v aka. i df . i 1/ mai v hore/ def aul t . aspx B ock 1
. - Unhaut hori zed URL Access to
66.249.75.64  |Israel 147.237.77. 216 |dover.idf . il 147. 237.77. 216/ 1133- 19163- he/ dover . aspx Bock |1
Unknown HTTP Request Met hod
. 8af c=9%6BWR2YR292CWR2Y229R2C1472756945%2CY¥22andr oi d- app%3
46.19. 86. 115 I srael 147.237.77. 216 |dover.idf .il AYRFYRFcom googl e. andr oi d. googl equi cksear chbox%2296D;, in URL B ock 1
_pk_i d. 20. 8af c=10d686b9451d0c1b. 1472756945. 1. 1472756945. 147
2756945.
2.53.49. 100 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
- . Unaut hori zed Met hod HEAD for
109. 65. 95. 49 | srael 147.237.72. 166 |aka. i df . i | i aka, i df . i |/ i n/ gi yus/ ki osk/ ki osk. aspx B ock 1
77.125.8.9 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode Bl ock 1
66.102.9. 13 Lhited Sates |147.237.72.166|aka.idf .il Uhaut hor i zed Method POST for waw aka. i df . i/ mai n/ home/ def aul t. aspx |B ock 1
Lhi ted m ny- kosher - kr avi . , _
176. 58. 92. 217 ) 147.237.0.17 |. . Unaut hori zed URL Access to 147.237.0. 17/ i ndex. php B ock 1
Ki ngdom idf.il
83.130.76.197 |[lsrael 147.237.77. 216 |dover. i df .i | D stributed Wnaut hori zed URL Access on v idf.il/https:/wawidf.il/ |B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 1
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