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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
5.29.23.214 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12
82. 81. 46. 231 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
5. 189. 186. 243 Ger nany 147.237.76. 34 yohal an.i df .il B ack List drop 3
79.181. 139. 157 | srael 147.237.72. 166 aka.idf.il B ack List dr op 3
5. 189. 186. 243 Ger nany 147.237.76. 31 nakchal . i df. il B ack List drop 3
123. 59. 59. 52 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
5. 189. 186. 243 Ger nany 147.237.76. 30 hi nush. i df . i | B ack List drop 2
93. 174. 93. 156 Net her | ands 147.237.76. 148 gacenter.aka. idf.il |B ack List drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 197 e. hinush.idf.il B ack List drop 1
79.176.27.218 | srael 147.237.72. 166 aka.idf.il B ack Li st drop 1
5. 189. 186. 243 Ger nany 147. 237. 76. 147 chinuch.aka.idf.il |B ack List drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 198 e.yohal an.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 38 eeneitav.idf.il B ack List drop 1
5.189. 186. 243 Ger many 147.237.76. 148 gacenter.aka. idf.il |B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 196 e.svivaidf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

62.210. 226. 9 147.237.77.216 |France dover.idf.il SQ Injection - Select From 54
103. 3. 173. 97 147.237.77.233  |Milaysia atal.idf.il QA Injection - Select From 54
213. 180. 89. 124 147. 237. 76. 42 Sweden refuah.idf.il S Injection - Select From 20
72.167.131.75 147. 237. 76. 86 Lhited Sates navy.idf.il QA Injection - Select From 20
81.223.238. 42 147.237.77.74  |Austria lawidf.il QA Injection - Select From 18
62. 210. 226. 9 147.237.77. 74 France lawidf.il S Injection - Select From 18
46. 236. 115. 84 147.237.77. 74 Sweden lawidf.il SQ Injection - Select From 18
66. 29. 219. 61 147.237.77.233 |Wnited Sates atal.idf.il QA Injection - Select From 15
83. 168. 250. 50 147.237.77.233 |Sweden atal.idf.il S Injection - Select From 8
50. 63. 197. 208 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
187.188.169. 247 |147.237.77.74 Mexi co lawidf.il QA Injection - Select From 8
84. 245, 33. 104 147.237.77. 74 Net her | ands lawidf.il S Injection - Select From 8
83. 168. 250. 50 147.237.77. 74 Sweden lawidf.il S Injection - Select From 8
178. 20. 235. 164 147.237.77. 74 Russi an Federation lawidf.il QA Injection - Select From 8
205. 144. 171. 34 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 8
91.219.122. 4 147.237.77.74  |Poland lawidf.il SQ Injection - Select From 8
216.119. 125. 57 147.237.77.233 |Wnited Sates atal.idf.il QA Injection - Select From 3
201. 235. 215. 254  |147.237.76.202 |Argentina e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 255. 90. 133 147.237.8. 28 Net her | ands emobile-ks.idf.il |ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 50 147.237.77. 74 Lkr ai ne lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
190. 83. 141. 192 147.237.76.197 [Trinidad and Tobago |e. hinush.idf.il ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 50 147.237.77. 74 Wkrai ne lawidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
180. 213. 5. 204 147.237.77.227 |China e. hanaz. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
180. 97. 106. 162 147.237.76.176  |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
220.181.167.182 |147.237.76.176 |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37 147.237.72. 14 Chi na dover.idf.il(old) ET SCAN Potential SSH Scan 1
220.181.167.182 |147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
163.172.169. 150 [147.237.72.156 |United Ki ngdom anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
220.181.167.182 |147.237.0.15 Chi na kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
108. 29. 54. 177 147.237.72.166 |Whited Sates akaidf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147.237.77.176  |Netherl ands nmat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
201. 235. 215. 254  |147.237.76.202 |Argentina e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
46.120. 122. 219 147.237.72.166 |Israel aka.idf.il Xenu Link S euth User Agent 1
91. 201. 236. 50 147.237.77. 74 krai ne lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
201. 235. 215. 254  |147.237.76.202 |Argentina e halag.idf.il ET SCAN NVAP -f -sS 1
91. 201. 236. 50 147.237.77. 74 Wkrai ne lawidf.il ET SCAN NVAP -f -sS 1
180. 97. 106. 162 147.237.77.212 |China e. dover.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 161 147.237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
220.181.167. 182 |147.237.76.86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
220.181.167.182 |147.237.76.34 Chi na yohal an. i df . i ET SCAN Potential SSH Scan 1
146.185. 146. 112  |147.237.0. 15 Net her | ands kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
50. 84. 213. 146 147.237.77.179 |Wnited Sates e nazi.idf.il ET SCAN NMAP -sS w ndow 3072 1




09-01-2016-19:04:03 to 09-01-2016-20:04:03

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
77.67.47.7 France 147.237.77. 176 nat pash. i df .i | dr op SAMrul e drop 24
87.117. 203. 23 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 18
158. 85. 253. 245 Lhited Sates 147.237.76. 86 navy.idf.il dr op SAMrul e drop 18
166. 62. 42. 29 Lhited Sates 147.237. 76. 86 navy.idf.il dr op SAMrul e drop 18
109. 186. 86. 197 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 13
37.231.103. 10 Kuwai t 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 12
176. 13. 3. 47 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
185. 86. 6. 139 Tur key 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
87.242.112. 45 Russi an Federation 147.237.72. 166 aka.idf.il dr op SAMrul e drop 6
213.174.55.11 Ger many 147.237.77. 74 lawidf.il dr op SAMrul e drop 6
95. 110. 142. 198 Italy 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 6
50. 21. 187. 203 Lhited Sates 147.237.77. 74 lawidf.il dr op SAMrul e drop 6
5.29.23.214 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
79.177.221.194 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 4
213.8.182.90 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
157.55. 39. 177 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 132. 6 | srael 147.237.77. 243 nobi le.idf.il dr op Frst packet isn't drop 1
141. 212. 122. 104 Lhited Sates 147. 237. 0. 200 mu. i df . il dr op drop 1
123.59. 54. 189 Chi na 147.237.0. 33 idf.il dr op drop 1
141. 212.122. 115 Lhited Sates 147.237.0. 200 ndu.idf.il dr op drop 1
89. 139. 129. 54 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
128. 232.110. 28 Uni ted Ki ngdom 147.237.0. 33 idf.il dr op drop 1
141. 212.122. 116 Lhited Sates 147.237.0. 200 ndu.idf.il dr op drop 1
84.110.179. 121 | srael 147.237.76. 31 nakchal .idf.il dr op First packet isn't drop 1
151. 33. 123. 153 Italy 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
66. 240. 219. 146 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
141. 212. 122. 103 Lhited Sates 147. 237. 0. 200 mu. i df . il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
77.125.83.243 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 77.125. 83. 243 B ock 12
93.172.195.64 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from93.172.195.64  |[B ock

5.29. 14. 215 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Qode B ock

207. 46. 13. 64 Uhited Sates |147.237.77.216|dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock

176. 13. 241. 205 |l srael 147.237.77. 243 |nobi | e. i df . i | r?mzti:'et."i’td? I?g’;&g /I{gig\g;;i\;gf dogaranm o Qrrent Passuord Bl ock 4
77.125.83.243 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for www aka. i df .il/ B ock 4
93.172.195.64 | srael 147.237.72. 166 |aka. i df . i | m;:fd‘i‘.’iwi;? :/Oééczr?;r/m hod for Known LR on B ock 3
46.19. 85. 192 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
77.125.80.123 |lsrael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 3
46.19. 85. 91 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 2
79.183.78.113 [Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Qode B ock 2
2.53.149. 81 I'srael 147.237.76.42 |refuah.idf.il \;Pjrwaﬁ; o aTty;e' i\Adfo" iall /' fglgég?g’u”;}frg;xacem' deriStxtLasthame in g 2
80.246.138.90 | srael 147.237.77. 243 |nobi | e. i df . i | S:Lﬂtt ?Lgﬁ’?s\;cﬂaft/icﬂ;ncglgazr:ﬁ?mrd in Bl ock 2
157.55.39.177 |Uiited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www idf.il/error.htm B ock 2
79. 180. 54. 16 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
176.228.40.92 |Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi .idf.i|Miltipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
84. 108. 70. 53 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 2
46.210.139.30 |[Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Qode B ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df.i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewingtop.asp |B ock 1
207. 46.13. 77 Lhited Sates |147.237.77.216|dover.idf .il Abnormal |y Long Request URL B ock 1
66. 249. 64.59 I srael 147.237.77.233(atal . i df .| .;Ih zlu.tihc?fr.liZI?(tjeLnﬁl_atAgsC/esshswte(c)i/ user cont r ol s/ navnenu/ undef i ned Bl ock !
157.55.39.175 |Uited Sates |147.237.72.166|aka. i df .il Uhaut hori zed LRL Access to aka.idf.il/kanhar/ml ui nday. asp Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
77.125.83.243 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storage/files/1 B ock 1
176.58.92.217 |United Kingdom|147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ i ndex. php B ock 1
66. 249. 75. 53 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mlui m/nai nd9ea. ht m B ock 1
66.249.76.106 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df . il /yoman/ yoman. asp Bl ock 1
213. 8.204.76 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
66.249.64.91  |Israel 147.237.76.30 |hi nush. i df .i| m“tt::g_'aii‘lj_ﬂ‘_ mcf;nssotl o corel doo /| Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwy aka. i df.i|/mai n/ sachar/ pi wi k. php Bl ock

66. 249. 76. 30 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 1
46.116. 93. 93 I srael 147.237.77. 216 |dover.idf .il SSL Untraceabl e Connection - Cpen Mde None 1
93.172.195.64 | srael 147. 237.72. 166 |aka. i df . i | mu;:;riid?? Iﬁﬁ?ﬁ%:ﬁ;ﬁgm asp B ock 1
176.13.9. 51 I srael 147.237.76.42 |refuah.idf.il O stributed Suspicious Response Code B ock 1
66.249. 64.228 |lIsrael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nilluimindex B ock 1
84.95.208. 20 | sr ael 147.237.77. 216 dover . i df . i1 mu:gf?rillzliinﬁtzgf:;:r (tec?/ user cont r ol s/ header upper / B ock !
5.29. 169. 123 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df.i|/mai n/ sachar/ B ock 1
79.181.200.51 |[lIsrael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to www i df.il/anan Bl ock 1
195. 96. 78. 48 gz:;;”i o 147.237.72. 166 |aka. i df . i | m“;;;ri';‘f? I"ﬁ:;i'cr’: h';gz/T dfefO;ul (. aspx Bl ock 1
66.249.76.46  |Israel 147.237.72. 166 |aka. i df . i | auiz:‘fdfhorl il /ngmf;n:\gfmﬁ;ael b org. i | Bl ock 1
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 46.120.122.219 |B ock

109. 65. 39. 41 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock

84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi .idf.i[PHP Attenpt B ock 1
66.249. 64.236 | srael 147.237.77. 243 |nobi | e. i df . i | n%;ﬂteh?:j'f.sz/;{eggf;eszlta?es/Iistchil dsuboat egor | s/ 1423 Bl ock 1
37.142.208.219 |israel 147.237.72. 166 |aka. i df . i | m”;rglz"f” f‘lnlertmer m;?hmTwED in None 1
79.183.15. 78 I srael 147.237.72. 156 |anman. i df . i | DO stributed Suspicious Response CQode B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock

109. 253. 207. 177|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
84.95.208.20  |Israel 147.237.0.15  |kosher-kravi . i df  j[1authori zed LR Access to Bl ock 1

kosher - kravi . i df .il/tenpl at es/ honepage/ pi w k. php
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