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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
49. 207. 53. 206 I ndi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 24
79.179. 54. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
85. 64. 129. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
84.108. 166. 194 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
115. 230. 125. 146 Chi na 147.237.76. 197 e. hinush.idf.il JLM Under Attack _Con_Tcp drop 2
93. 174. 93. 156 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
69. 94. 160. 10 Lhited Sates 147.237.77.216 dover.idf.il Invalid TP H ags dr op 1
5.189. 186. 243 Ger many 147.237.76.176 test.ncore.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 201 e atal.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 38 e.e.neitav.idf.il B ack List drop 1
69. 94. 160. 11 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
5. 189. 186. 243 Ger nany 147.237.76. 177 ncore.idf.il B ack List drop 1
46. 19. 85. 37 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
5.189. 186. 243 Ger many 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
69. 94. 160. 12 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
5. 189. 186. 243 Ger nany 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
85. 64. 129. 10 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
5. 189. 186. 243 Ger nany 147.237.76. 44 e.refuah.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 200 eitan. aka. idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




09-01-2016-18:04:02 to 09-01-2016-19:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

108. 166. 190. 139(147. 237. 77. 74 |Wited Sates lawidf.il S Injection - Select From 20
144.76.70.248 [147.237.76.31 |Ger many nakchal . i df.il SQ Injection - Select From 20
40. 85. 96. 77 147.237.77.74 |ireland lawidf.il S Injection - Select From 12
195. 154. 235. 88 [147. 237. 77. 233 |France atal.idf.il S Injection - Select From 8
23.91. 70. 94 147.237.72.166|Whited Sates  |akaidf.il SQ Injection - Select From 8
46.120.122.219 |147.237.77. 74 |[Israel lawidf.il Xenu Link S euth Wser Agent 2
46.120.122.219 |147.237.72. 166 I srael akaidf.il Xenu Link Seuth User Agent 2
2.53.22.7 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
180.213.5.204 |147.237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85.94. 76. 17 147.237.77.233|CQoatia atal.idf.il S Injection - Select From 1
66.249.81. 215  [147.237.77. 216 ?éZSia”. dover i df il ET SCAN NVAP -sA (2) 1
eration
213.8.204. 33 147.237.76.86 |Israel navy.idf.il ET SCAN NVAP -sA (2) 1
46.20.206. 132  |147.237.76. 177 |T4ji ki stan ncore.idf.il ET SCAN Potential SSH Scan 1
185. 3.147. 148  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
180.213.5.204 |147.237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
95. 86. 127. 43 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
79. 180. 61. 32 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
66.249.76.117 |147.237.72.166|Whited Sates  [aka.idf.il SER\/ER-APAO—E.Apache nod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
208. 100. 26. 228 |[147.237.8.28 |Wited Sates  |e.nobile-ks.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.20.206. 132 |147.237.76.39 |[Tagjikistan nobi | e. nei tav.idf.i |[ET SCAN Potential SSH Scan 1
191. 96. 249. 189 [147.237.77.170|Qiile mearachot.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
31.210.187. 105 |[147.237.72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 1
180.213.5.204 |147.237.77.19 |China lawforumidf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 43. 127. 248 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 20
87.242.112. 35 Russi an Federation 147.237.77. 233 atal.idf.il dr op SAMrul e drop 18
2.53.3.109 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 12
180. 169. 20. 5 Chi na 147.237.76. 42 refuah.idf.il drop SAMrul e drop 6
84.108. 166. 194 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
195. 76. 149. 15 Spai n 147.237.77. 233 atal .idf.il drop SAMrul e drop 6
184. 168. 46. 74 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 5
85. 64.129. 10 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
46. 43. 127. 248 Pal estinian Territory, Qcupi ed 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 3
109. 186. 86. 197 | srael 147.237.72. 167 ishurimakaidf.il [drop First packet isn't drop 3
77.138.71. 243 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
38. 111. 147. 86 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 64. 22. 201 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
31.13.113.78 Ireland 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
62.90. 161. 188 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
31.13.113.85 Irel and 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
176. 228. 22. 190 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
31.13.113.94 Irel and 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
109. 253. 147. 65 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 1
37.142.243. 113 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
141. 212. 122. 83 Lhited Sates 147.237.0. 35 akaws. idf.il drop drop 1
109. 253. 218. 171 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 1
213.186. 175. 91 Jor dan 147.237.77.176  |natpash.idf.il drop First packet isn't drop 1
141. 212. 122. 54 Lhited Sates 147.237.76. 34 yohal an.idf .il drop drop 1
84.110.178. 184 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
40.77.167. 29 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
216. 218. 206. 110 Lhited Sates 147. 237. 0. 200 mu. i df .| drop drop 1
176.13. 2. 154 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
198. 20. 69. 74 Wited Sates 147.237.0.35 akavs. i df i drop drop 1
141. 212. 122. 55 Lhited Sates 147.237.76. 34 yohal an.idf .il drop drop 1
216.243.31.2 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
46.32.127. 186 Jor dan 147.237.77.176  |natpash.idf.il drop First packet isn't drop 1
109. 253. 134. 14 | srael 147.237.72. 167 ishurimakaidf.il [drop First packet isn't drop 1
66. 249. 76. 37 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
200. 196. 153. 16 Brazil 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
141, 212. 122. 82 Lhited Sates 147.237.0. 35 akaws. idf.il drop drop 1
87.203.111. 218 G eece 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
46.19.85.253 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 78
176. 13. 232. 212 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 40
46.116.81.189 |[Israel 147.237.72. 156 [aman. i df . i | Dstributed Suspicious Response Code B ock 11
87.71.29.74 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 9
2.53.26.122 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
77.139. 225. 109 |France 147.237.72. 156 [aman. i df . i | Dstributed Suspicious Response Code B ock 5
46. 19. 86. 18 | srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 4
46. 19. 85. 29 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.229.38.190 |lsrael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
37.26.149. 252 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13.229. 68 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
87.71.34.4 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code B ock 2
217.76. 202. 155 |lkrai ne 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df .il/matash/| ogi n/ B ock 2
2.55. 20. 68 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
85. 64. 230. 110 |l srael 147.237.72. 156 [aman. i df . i | Dstributed Suspicious Response Code B ock 2
. . Lhaut hori zed URL Access to
80. 246. 130. 121 [l srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31 si p, st or age/ f | es/ 8/ 1668. doc Bl ock 1
213.57. 154. 155 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249.76.83 |lIsrael 147.237.77. 216 |dover.i df . il Ml tipl e Unauthorized URL Access from 66.249. 76. 83 B ock 1
109. 67. 110. 173 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df . i |/ mai n/ sachar/ f aq. aspx |B ock 1
. . Unaut hori zed URL Access to
46.116.81.189 |[lIsrael 147.237.72. 156 [aman. i df . i | N Lo i1/ modiin aut henti cat i onservi ce. asmx Bl ock 1
84. 111. 244. 113 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df.il/mai n/snal i ndundefined |B ock 1
. . D stributed Whaut hori zed Method for Known URL on
77.138.173.21 |Fance 147.237.72. 166 [aka. i df . i | v aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
61.8.202.103 |9 ngapore 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.i|/mai n/ sachar B ock 1
80. 246.138. 14 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 1
66.249.76.83  |Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/1294-ar/wwidf.il/ar B ock 1
128. 232. 110. 28 LKJ?';gegom 147.237.76.39 |nobile. neitav.idf.il |Uauthorized URL Access to 147.237.76. 39/ B ock 1
. . Mul tipl e Whaut hori zed Method for Known URL from
46.120. 122. 219 [l srael 147.237.72. 166 |aka. i df . i | 46. 120. 122, 219 B ock 1
2.53.180. 25 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Whaut horized Method for Known URL on
77.139.116.8 Fance 147.237.72.166|aka. i df . i | ww aka. i df . i | / nai 1/ sachar/ vi ewpaysl i p. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.30 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 4/ 2294. | pg Bl ock 1
184. 164. 146. 16 |Lhited Sates |147.237.72. 156 |anan. i df . i | Distributed thauthori zed LR Access on B ock 1
vy anan. i df . i1/ favicon.ico
94.224.93. 140 |Bel gi um 147.237.77.216|dover.i df . il Unhaut hori zed URL Access to ww i df . il /nederl ands/ B ock
84.95.208.20 |Israel 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock
. . S Uhtraceabl e Gonnection - Protocol violation
66.249. 76. 117 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
157.55.39. 150 |Uhited Sates [147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock
46.120. 122. 219 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for wwn aka. i df .il/mai n/ gi yus B ock
. . Unaut hori zed URL Access to
66.249.64.33 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 3 3493.| pg Bl ock 1
185.32.179.42 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
109. 65. 185. 202 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
46.19.86.153 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl f shar ed/ dat epi cker . css Bl ock 1
84.95.208.20 |lsrael 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to v idf.il/tenpl ates/article/piw k. php |B ock 1
77.125.11. 142 |israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
46.121.72.22  |Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to waw arman.idf.il/favicon.ico B ock 1
www. chamat z. aka. i df i
176. 13. 224. 252 |Israel 147.237.77. 226 . Wnaut hori zed UR. Access to B ock 1
il wawv chamat z. aka. i df . i 1/t enpl at es/ honepage/ honepage. aspx
85. 65. 149. 150 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/mai n/sachar/undefined |B ock 1
. . Uhaut hori zed Met hod PCST for
79.178.17. 185 |l srael 147.237.72. 166 |aka. i df . i | v aka. | df i 1/ mai r sachar / regi st rat i onwi zar df st epd. aspx Bl ock 1
66. 249. 66. 197 [l srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77.216/ B ock 1
199. 30. 24. 243 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
. . D stributed Unaut hori zed URL Access on
109. 66. 4. 57 I srael 147.237.72. 156 [aman. i df . i | N Cidh i1/ https: /waw Y Bl ock 1
. . Unaut hori zed Met hod PCST for
84.111.39.77 |[lIsrael 147.237.72. 166 [aka. i df . i | v aka i dff i |/ mai v sachar / nevsar chi ve. aspx Bl ock 1

09-01-2016-18:04:02

to 09-01-2016-19:04:02




