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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
5. 189. 186. 243 Ger many 147.237.76. 30 hi nush. i df .i | B ack List drop 3
5.189. 186. 243 Ger many 147.237.76. 199 e.nakchal .idf.il B ack List dr op 2
5. 189. 186. 243 Ger nany 147.237.76. 39 nobi | e.neitav.idf.il |Back List drop 2
1.10.242.194 Thai | and 147.237.72. 167 i shurimaka.idf.il Frk_Under Attack Con Tcp drop 2
5. 189. 186. 243 Ger nany 147.237. 76. 197 e hinush.idf.il B ack List drop 2
5. 189. 186. 243 Ger many 147.237.76. 198 e.yohal an.i df .il B ack List drop 2
5. 189. 186. 243 Ger many 147.237.76. 196 e.sviva.idf.il B ack List drop 1
5.189. 186. 243 Ger many 147.237. 76. 200 eitan aka idf.il B ack List dr op 1
5. 189. 186. 243 Ger nany 147.237. 76. 42 refuah.idf.il B ack List drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 197 e hinush.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147. 237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
5. 189. 186. 243 Ger many 147.237.76. 31 nakchal .idf.il B ack List drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
5.189. 186. 243 Ger many 147.237.76. 148 ggcenter.aka.idf.il B ack List dr op 1
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187.61.50.197 |147.237.77.233|Brazil atal.idf.il SQ Injection - Select From 40
5.196. 22. 55 147.237.76. 42 |France refuah.idf.il SQ Injection - Select From 26
213.180. 89. 124 |147.237.77. 233 |Sweden atal.idf.il A Injection - Select From 8
84.245.33.104 |147.237.77. 233 |Net her| ands atal.idf.il S Injection - Select From 8
46.120. 122. 219 |(147.237.77. 216 |l srael dover . idf.il Xenu Link Seuth User Agent 4
46.120. 122. 219 (147.237.77.74 |lIsrael lawidf.il Xenu Link Seuth User Agent 2
178. 220. 165. 231|147. 237. 72. 14 dover.idf.il(old) [ET SCAN NVAP -f -sS 1
163. 172. 238. 40 [147.237.8.50 LKJ?i;:gom e.tikshuv.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
116. 12. 175. 233 |147.237.76. 30 |S ngapore hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.72.166 |Netherlands  |aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108.82.140 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249.93.215 |147.237.72. 166 |Eur ope aka.idf.il portscan: TCP DO stributed Portscan 1
193. 201. 225. 149|147. 237. 76. 86 |lkrai ne navy. i df.il ET SCAN Potential SSH Scan 1
190. 69.222.20 |147.237.0.34 |Col onbi a ti kshuv. i df il gt ZDmAiN alBeg:;LOQ?I BLSSZUSO: zef ast inbound Tel net Qonnecti ons, 1
46.19. 86. 71 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
178. 220. 165. 231|147. 237. 72. 14 dover.idf.il(od [ET SCAN NMAP -sS w ndow 2048 1
176.228. 210. 16 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
116. 12. 175. 233 |147.237.76.30 |S ngapore hi nush. i df .i | ET SCAN NVAP -sS w ndow 3072 1
115. 134. 189. 178|147. 237.76. 30 |Ml aysi a hi nush.idf.il Egt iﬁf\la]Beg:;l’]ngl B’UJ'[UZUEIO: Zef ast inbound Tel net Connecti ons, 1
77.138.193.208 |147.237.72. 156 |France aman.idf.il portscan: TCP D stributed Portscan 1
201. 238. 202. 219147. 237. 76. 39 |Grile nobi | e.nei tav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
191. 109. 213. 60 |147. 237. 77. 234 |Col onbi a hal ag. i df .il gt ZDmAiN alBeg:;LOQ?I BLSSZUSO: zef ast inbound Tel net Qonnecti ons, 1
46.120.122.219 |147.237.76.42 |(Israel refuah.idf.il Xenu Link Seuth User Agent 1
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Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
134. 191. 232. 69 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 10
89.237.78.14 France 147.237.77. 226 wan chanat z. aka. i df . i | dr op Frst packet isn't drop 8
109. 253. 215. 30 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 7
62. 140. 132. 212 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
209.17.114.79 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 6
89. 237.78. 14 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
212.143. 142. 56 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
212.179. 155. 2 | srael 147.237.77.216 dover.idf.il dr op Frst packet isn't drop 5
100. 92. 207. 162 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
2.55.50. 148 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
5.15.78.224 Rorani a 147.237.77.216 dover.idf.il dr op Frst packet isn't drop 3
79.181. 226. 179 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
31.151.79. 241 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
176.13.9. 77 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 157. 28 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
5.90.141. 74 Itay 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
194. 218. 27. 162 Sweden 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 2
216.243.31.2 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
183. 129. 160. 229 Chi na 147.237. 8. 27 e.nadi matal .idf.il drop SAMrul e drop 1
207.46.13.8 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 129. 251 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
66. 249. 93. 111 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
2.53.2.126 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237. 8. 46 e.chinuch.idf.il drop SAMrul e drop 1
141.212.122. 53 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 11. 84 | srael 147.237.0. 19 nadi matal .idf.il dr op Frst packet isn't drop 1
109. 253. 130. 139 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
68. 180. 228. 231 Lhited Sates 147.237.77.176 nat pash. i df .i | dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.8.50 e.tikshuv.idf.il dr op SAMrul e drop 1
141, 212. 122. 54 Lhited Sates 147.237.0. 33 idf.il drop drop 1
95. 35.197.9 I srael 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 1
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 19. 199 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
191. 96. 249. 189 Gile 147.237.76. 34 yohal an.idf.il dr op drop 1
141.212.122. 80 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 225. 95 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
141.212.122. 81 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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84.229.38.190 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 156
176.13.11. 84 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 98
84.109.101.42 [israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 20
2.53.181. 28 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock
91.182.231.46 |Bel gium 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df .il/ishuri i mai n/ B ock
46.19.85.9 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
10.100. 35. 67 147.237.72. 166 |aka. i df .i | Dstri bgt ed_Unau_t horized Method for Known URL on B ock 3
wwy aka. i df . i1/ nai n/ sachar
93.172.195.64 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df . il /mai n/ sachar/ B ock 3
176.13.23.237 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
87.71.29.74 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 2
109. 67.20. 190 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
2.55.157. 133 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
77.138.26.134 |France 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 2
. . - Unaut hori zed URL Access to
84.229.38.190 |[Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 2
86. 141. 155. 221 | t&d 147.237.72. 166 |aka. i df . i | Distributed thauthori zed Method for Known LR on B ock 2
Ki ngdom ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
31.154. 9. 62 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock
84. 95. 208. 20 I srael 147.237.72.167|i shuri maka. i df . il PHP At t enpt B ock
. - Unaut hori zed URL Access to
31.168.79.187 |[Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
77.138.167.78  |France 147.237.72. 166 |aka. i df . i | Wnaut hori zed et hod POST for . B ock 1
wwy aka. i df . i | / mai n/ sachar/ vi enpaysl i p. aspx
www. chamat z. aka. i df i
109. 66. 81. 153 I srael 147.237.77.226| Wnaut hori zed URL Access to B ock 1
il wwn chanat z. aka. i df . i1/t enpl at es/ homepage/
66.249. 66. 177 [Israel 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
46.19. 85. 24 I srael 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Method e.png in URL waw idf.ilhttp/1.1 |B ock 1
85. 64.99. 171 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
213.57.212.108 [lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx |B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mul ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
] . - Paraneter Type M ol ati on PageNumin
68.180.230.47 [Wited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1362- he/ dover . aspx B ock 1
- . Unaut hori zed Met hod HEAD for
148. 251. 179. 145|Ger many 147.237.72. 166 |aka. i df . i | ww aka. i o .11/ br ot her s/ ski ral def aul t. asp Bl ock 1
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for v aka. i df . il/giyus/ general / B ock 1
31.168. 107. 163 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undefined |B ock 1
176.13.227.62 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
77.138.211.63 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw aman. i df.il/scripts. asnx/getjs  [B ock 1
66.249. 69. 122 |Israel 147.237.0.34 |tikshuv.idf.il thautt hori zed LRL /ecess to : B ock 1
wn ti kshuv. i df.il/tenpl at es/ news/ news. i n. aspx
46.19. 86. 38 I srael 147.237.77.216|dover.idf .il Aonornal |y Long Request request version B ock 1
85. 64.248. 138 |Israel 147.237.72. 156 |anan. i df . i | Wnauthori zed UL Access to B ock 1
vy anan. i df . il /https:/ww anan. idf.il/
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP At enpt B ock 1
74. 6. 53. 160 Uited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wp-admin/ B ock 1
] . . Unaut hori zed URL Access to
157.55.39. 177 |Uited Sates |147.237.77.216|dover.idf.il waw i df i 1/1133- 13606- hel dover . aspX™ s 'x % Bl ock 1
] - . D stributed Unaut hori zed Method for Known URL on
66. 102. 6. 21 Wited Sates [147.237.72.166|aka.idf.il v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 1
185. 106. 100. 5 Cyprus 147.237.77.216|dover. i df . i | Lhaut horized URL Access to waww idf.il/https:/wnidf.il/ B ock 1
- . Unaut hori zed Met hod PCBT for
77.139. 253. 131 |France 147.237.72.166 |aka. i df . i | wiw aka. i df i |/ mai v har edi i gener al . aspx B ock 1
120. 27. 37. 74 Chi na 147.237.77. 216 |dover . i df .i | Distributed PHP Attenpt B ock 1
66. 249. 76. 73 I srael 147.237.0.19 |[madi matal .idf.il Lhaut hori zed URL Access to madi matal .idf.il/robots. txt Bl ock 1
46.19. 86. 38 I srael 147.237.77. 216 |dover.idf .il Dstributed I11egal HITP \ersion B ock 1
85. 65.165. 192  [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 1
84.95.208.20  |Israel 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
- . Unaut hori zed URL Access to
66. 249. 64. 193 | srael 147.237.77. 233 (atal . i df i wan atal . idf.il/tenpl ates/tenpl atecontrol s/ news/ wan googl e. com Bl ock !
46. 19. 85. 24 | srael 147.237.77.216|dover. i df . i | I1l1egal HITP \ersion Bl ock 1
. . Cooki e Tanpering on cooki e wb48617274: Expect ed 4BAC5642,
192.118.10.10 |[lsrael 147.237.72.166 |aka. i df . i | Gbserved BEAFELO2 None 1
82. 80. 203. 20 I srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wwidf.il/tenpl ates/articl e/ watch B ock 1
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