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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
46. 19. 85. 17 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
109. 253. 208. 143 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
37.26.148. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
207.46.13.8 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
31.168. 81. 160 | srael 147.237. 72. 166 aka.idf.il B ack List drop 4
217.132.59. 245 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
62.90. 182. 154 | srael 147.237.77.216 dover.idf.il bl ock-sp-traf 1 forward 3
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
159. 104. 163. 19 Lhited Sates 147.237.77. 216 dover.idf.il Inval i d TP H ags drop 1
40.77. 167. 29 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 199 e. nakchal .idf.il |B ack List drop 1
31.154.81. 17 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
159. 104. 163. 20 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
5. 189. 186. 243 Ger nany 147.237.76. 200 eitan aka. idf.il |Back List drop 1
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
93. 174. 95. 106 Net her | ands 147.237.76. 176 test.ncore.idf.i|B ack List drop 1
5. 189. 186. 243 Ger many 147.237. 76. 197 e hinush.idf.il |Back List drop 1
159. 104. 163. 21 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 201 e atal.idf.il B ack List drop 1
216.243.31. 2 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 198 e.yohal an.idf.il |B ack List drop 1
159. 104. 163. 22 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
5. 189. 186. 243 Ger many 147. 237. 76. 202 e halag.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 64. 230 147.237.77. 170 Lhited Sates naar achot . i of . i | ET SCAN NVAP -sA (2) 37
177.185.192. 85 147.237.77. 233 Brazil atal.idf.il QA Injection - Select From 20
209. 222. 4. 188 147.237. 72. 166 Lhited Sates aka.idf.il QA Injection - Select From 8
109. 67. 48. 82 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
89. 138. 123. 186 147.237.77. 216 I 'srael dover.idf.il portscan: TCQP D stributed Portscan 1
197. 14. 48. 62 147.237.77. 216 Tuni si a dover.idf.il portscan: TCP D stributed Portscan 1
79.179. 32. 191 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
193. 201. 225. 149 147.237. 8. 45 Wkrai ne eeitanidf.il ET SCAN Potential SSH Scan 1
185. 120. 124. 8 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
185. 27. 106. 116 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
146. 185. 146. 112 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 186. 83. 92 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
212.199. 143. 202 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 50 147.237. 76. 197 Wkrai ne e. hinush. i df .il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228 147.237.8.50 Lhited Sates e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108. 61. 179 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 225. 149 147.237. 8. 46 Wkrai ne e. chinuch. i df .il ET SCAN NVAP -sS w ndow 1024 1
79.176. 99. 188 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 225. 149 147.237.0. 19 Wkrai ne medi matal .idf.il ET SCAN Potential SSH Scan 1
185. 32. 179. 107 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
185. 3. 147. 234 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
176. 13. 248. 229 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
109. 253. 135. 143 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
213.57.12.53 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
141.0.12.129 Nor way 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 80
Sreaning Engine: TP Invalid i i ssi
217.132.99.86 | srael 147.237.76. 200 |6 tan. aka.i of . il 9 =9 Invalid segnent retransmssion. o 36
Ret ransni ssi on Packet dropped.
185.125.4.216  |Pol and 147.237.72.167 |ishurimaka i f il |Header Rej ection :‘:ﬂz;re‘ ection pattern found in 1 ooivor |31
Sreanming Engine: TCP Invalid i i ssi
164.138. 117. 69 |Israel 147.237.76. 200 |6 tan. aka.i of . il 9 =9 Invalid segnent retransmssion. g 30
Ret ransni ssi on Packet dr opped.
31.210.188.21 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |22
Sreaning Engine: TCP Invalid i i ssi
77.127.55.3 I srael 147. 237.77. 243 |robile. i f . | 9 =g Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dropped.
109. 67.33.195 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 15
31.210.188.21 |Israel 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST noni t or 14
Sreanming Engine: TCP Invalid i i ssi
109. 253. 240. 101|i srael 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dr opped.
109. 67.33. 195 |l srael 147.237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 11
5.102.195.127 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 11
185.3.147.195 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |10
70.214. 100. 252 |[Lhited Sates [147. 237. 77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |9
46.19. 85.91 I'srael 147.237.77. 226 | "}|" chanatz.aka.1df |paq TOP sequence Inval i d ACK number monitor |8
. . R SYN+ACK retransmt wth .
37.26.147.242 |Israel 147.237.72. 167 |i shuri maka.i of .i | Bad TCP sequence di fferent window scal e moni tor |6
158. 85. 253. 245 |lhited Sates |147.237.77.74 [lawidf.il drop SAMrule drop 6
195. 76.149. 15 |Sain 147.237.77. 233 |atal .idf.il dr op SAMrul e drop 6
5.22.135. 117 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
46. 19. 85. 190 I srael 147.237.72. 156 |anan.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 6
) s SWNretransmit wth different .
84.108. 227. 3 I srael 147.237.0.19 |nadi matal .idf.il Bad TCP sequence wi ndow scal e rmoni t or 5
89.139.151.92 |Israel 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rmoni t or 5
141. 226. 218. 109! srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |5
46. 19. 85. 157 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
188. 120. 154. 208! srael 147.237.72. 156 |aman. i df .i drop First packet isn't SWN drop 4
46. 19. 85. 182 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber aert 4
46. 19. 85. 195 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
46.19.85.115  |[israel 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFAK retransnit i th monitor |4
di fferent w ndow scal e
46. 19. 85. 182 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 85. 195 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
197.15.130.82 |Tunisia 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
s SYNretransmit wth different .
79.179. 103. 206 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence wi ndow scal e rmoni t or 4
5.22.135. 242 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber rmoni t or 3
2.55.172. 72 I 'srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 3
80. 178. 203. 247 |l srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid sequence nunber nonitor |3
172.58.153.12 |wnited Sates |147. 237. 77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rmoni t or 3
. S SYNWACK retransmt with .
197.15.130.82 [Tunisia 147.237.77. 216 |dover. i df .il Bad TCP sequence gifferent vi ndow scal @ rmoni t or 3
192.116.53. 240 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransnit with different monitor |3
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
109. 253. 130. 1391 sr ael 147.237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. o 3
Ret ransn ssi on Packet dropped.
109. 253. 199. 201 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi
66.249.81. 198  |Eur ope 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
197.15.130.82 |Tunisia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 253. 137. 10 | srael 147. 237. 77. 243 |nobi | e. i of . | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
R SYN+ACK retransmt with .
185. 32. 179. 143 |lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence di fferent vi ndow scal e rmoni t or 3
109. 253. 215. 30 |l srael 147. 237. 72. 167 |i shurimaka. i df . il dr op First packet isn't SN drop 3
37.46.38.85 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |2
109. 64. 142. 207 |l srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
176.13.16.9 I srael 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST noni t or 2
207.46.13.8 Lhited Sates [147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |2
109. 253. 206. 191 |l sr ael 147. 237.77. 176 |mat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
195.43.67.42  |Poland 147.237.77. 121 |e. navy. i df . Geo- | ocati on enf or cenent Sﬁ?o'rggi:]?n I nbound drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 130. 139l srael 147.237.0.19 |nadimatal .idf. i[O stributed Suspicious Response Code B ock 92
87.71.29.74 I srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Qode B ock 9
80.138. 115. 213 |Israel 147.237.77. 243|mobi L e. i dff i1 TR :_?'C:fz_??/t‘:;egpgrcyetzm 0 oo/ <t chi | delocument o/ 1302 Bl ock 6
81.218.70.243 |[Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 4
77.138.43.198 |France 147.237.0.19 |[madi matal .idf.il|Dstributed Suspicious Response Code B ock 4
84.108. 70. 53 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
81.218.70.243 |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v |l awidf.il/sip_storage/files/1/ Bl ock 3
86. 141. 155, 221 LK”i‘i;gegom 147.237.72.166 |aka. i df . i | m;’(:”f ;’fd_ ilf}art’;ihn(;r}ioznic/j d'\e‘f*tasz_ ;;’LXK”O"‘” WL on Bl ock 3
37.26.149.198 |Israel 147.237.0.19 |nadimatal .idf. i[O stributed Suspicious Response Code B ock 3
2.55.38. 221 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19.85.9 I srael 147.237.0.19 |[madi matal .idf.il|0stributed Suspicious Response Code B ock 3
77.126.9. 238 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 2
79.176.43.194 [israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.249.81.218 |[Israel 147.237.77. 216 |dover.i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 2
77.126.75.237 |Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | awidf.il/inages/ 1. he/infocenteritent |Bl ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
66.249.93.103 |[lIsrael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 2
2.53.182.12 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 2
82.80.192. 52 I srael 147.237.72. 166 [aka. i df . i | DOstributed I11egal Bite Qode Character in LR B ock 2
66.249.81.215 |[Israel 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 2
84.111.39. 77 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/nai n/sachar/fag. aspx B ock 2
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
66.249.64.48  |[Israel 147.237.76.31 |nakchal .idf.il ﬂ?ggggf;ggﬁ?pfgfgf:g;ofi | o5/ 8 1665, doc Bl ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover .i df . i | Uhaut hori zed URL Access to vwwnidf.il/defaul t.aspx B ock 1
2.55. 155. 217 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207.46.13.64  [Uited Sates |147.237.77.216|dover.idf.il /u;?:)txhori zed LR Access to wwidf.i1/1283-16782-en/ dover. a<br Bl ock 1
89.139.164.71 |lsrael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
84.111.39.77  |israel 147.237.72.166 |aka. i df . i | mna?(‘f:i zfrﬁﬁa?rn/;x]mﬁsfmm in None 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 1
46. 19. 85. 154 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
2.53.8.123 I srael 147.237.76.42 |refuah.idf.il 1D4;t ;'Sg_uggzélh;“;hé’;s'ﬁ:rdeﬁe :e‘;cissss on Bl ock 1
89.138.33.233 | srael 147. 237.72. 166 |aka. i df . i | L'ulrigei]/ i?age%ng:a;:g;fgoljgc%i/ fm’j W kapat 2/ r esi012 Bl ock 1
66. 249. 69. 83 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
31.168. 82. 94 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for v aka. i df . i |/ mai n/ sachar/ B ock 1
212.235.9.229 |[lIsrael 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Qpen Mbde None 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
79. 180. 10. 37 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
93.127.120. 133 |krai ne 147.237.72. 166 [aka. i df . i | Unhaut hori zed Method PCST for v aka. i df.il/mai n/ hone/ defaul t.aspx  |B ock 1
84.111.39.77  |israel 147.237.72.166 |aka. i df . i | m”;’k":isz"f ?Ff;;rnlg\:hgﬂﬁﬁm?a;pz None 1
84.95.208.20 | srael 147.237.77.74 |lawidf.il mult qurii S]Sdi Ilﬁ‘e::lcaisjs /th%nepage/ B vi k. php Bl ock 1
46.19. 86. 232 I srael 147.237.77.243|nobi [ e.i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.11. 231 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
132.66.174.23 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Request Content Type text/pi ng Bl ock 1
89.138.33.233 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from89.138. 33. 233 B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover . i df .i | Mil tipl e Unauthorized URL Access from 66.249. 76. 83 Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 156 |anan. i df . i | PHP At t enpt B ock 1
37.26.147.251 | srael 147.237.76.42 |refuah.idf.il 1D4§t ;isg_‘”?g_d&h;“;hg;siﬁ:rdeﬁe :e‘;cissss on Bl ock 1
217.132.42. 249 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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