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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
79.182. 106. 235 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
5.189. 186. 243 Ger many 147.237.76. 86 navy.idf.il B ack List dr op 2
5. 189. 186. 243 CGer many 147.237.76. 34 yohal an.i df.il B ack List drop 2
5. 189. 186. 243 CGer many 147.237. 76. 38 e.eneitav.idf.il B ack List dr op 2
5. 189. 186. 243 Ger many 147.237.76. 148 gacenter. aka. i df .i | B ack List drop 2
117. 21. 227. 62 Chi na 147.237. 76. 30 hi nush. i df .i | JLM Under Attack_Con_Tcp drop 2
5. 189. 186. 243 Ger many 147.237. 76. 39 nobi le.neitav.idf.il |Back List drop 1
87.106. 189. 34 Ger many 147.237.77. 234 hal ag.i df .il JLMPurple Con Limt_Tcp dr op 1
5. 189. 186. 243 CGer many 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
5. 189. 186. 243 CGer many 147.237.76. 31 nakchal .i df . il B ack List dr op 1
117. 144. 202. 195 Chi na 147.237.76. 196 e.sviva.idf.il B ack List drop 1
61.172.176. 242 Chi na 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237. 76. 38 eeneitav.idf.il B ack List drop 1
5.189. 186. 243 Ger many 147.237. 76. 200 eitan aka.idf.il B ack List dr op 1
175.179.114. 100 Japan 147.237.76. 176 test.ncore.idf.il B ack List drop 1
5. 189. 186. 243 CGer many 147.237.76. 147 chinuch. aka.idf.il B ack List dr op 1
93. 158. 200. 97 Net her | ands 147.237.76. 148 gacenter. aka. i df .i | B ack List drop 1
5. 189. 186. 243 Ger many 147.237.76. 201 eatal.idf.il B ack List drop 1
222.69. 159. 254 Chi na 147.237.76. 196 e.sviva.idf.il B ack List drop 1
82.221.105.7 | cel and 147.237.76. 177 ncore.idf.il B ack List dr op 1
5. 189. 186. 243 CGer many 147.237. 76. 30 hi nush. i df . i | B ack List drop 1
5. 189. 186. 243 CGer many 147.237.76. 202 e.halag.idf.il B ack List dr op 1
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79.178.15.247 |147.237.0.34 |lIsrael tikshuv.idf.il ET SCAN NVAP -sA (2) 4
79.182. 106. 235 |[147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 2
183. 60. 48. 25 147.237.0.19 |China nedi matal .idf.il ET SCAN Potential SSH Scan 1
46.116.144. 77  (147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
180.213.5.204 [147.237.8.46 |China e.chinuch. i df .i | ET SCAN NVAP -sS w ndow 1024 1
5.22.135. 242 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
117.21.227.62 |147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
117.21.227.62 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
88.206. 207. 85  [147.237.77. 216 |Sweden dover.idf.il portscan: TCP D stributed Portscan 1
82. 81. 50. 228 147.237.77. 216 (I srael dover.idf.il portscan: TCP Distributed Portscan 1
213.8.204. 33 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
80. 178. 204. 222 |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
192. 117. 182. 186|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.179. 200. 213 |147. 237. 72. 166 || srael aka.idf.il portscan: TP Dstributed Portscan 1
183. 60. 48. 25 147.237.0. 200 |China . i df il ET SCAN Potential SSH Scan 1
79.178. 15. 49 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
182, 203167 71 |147. 237 72. 14 |chi na dover i df.i1 (0l ) ET SI:AN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
41.142.213.178 |147.237.77. 216 [Mor occo dover.idf.il portscan: TCP DO stri buted Portscan 1
176.13. 5. 234 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.47. 149 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
117.21.227.62 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
117.21.227.62 |147.237.0.15 |China kosher-kravi.idf .il ET SCAN Potential SSH Scan 1
84.108.192.58 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
213.57.54.183 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
82.80.139.230 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
212.25.69.210 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
185.130. 6. 226  |147.237. 72. 156 |Li t huani a anman. i of .i | ET SCAN Potential SSH Scan 1
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89.249. 107. 248 |Qoatia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 148
82.166.94. 121 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 39
62.128.35.91  |Israel 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence f;-y':drcﬁ‘v;a;j”lt wth different moni tor (39
80.178.20.30 [l srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Vﬂdzirsac':rit Wth different monitor (17
46.19.86.180  [Israel 147. 237. 77. 216 |dover . i df .il SYN At t ack noni t or 17
46.19.85.240 |israel 147.237.76.200|eitan. aka.idf.il |[Bad TCP sequence VSUYEZﬁSrCZI rea”sm't wehdifferent | opnitor |15
46. 19. 85. 240 | srael 147.237.76. 200 |eitan. aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
46.19.86.180  |[israel 147. 237.77. 216 |dover i of .1 Bad TCP sequence ﬁgﬁ‘sg rea”S”“ wthdifterent Joonitor |14
41.102. 43. 36 Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
193. 191. 219. 80 |Bel gi um 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
2.53.3.201 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
188.120. 148. 14 |l srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 99 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
89.139. 111. 192 |Israel 147. 237, 76. 200 |ei tan aka i i1 | SN NG Engine: TP Invalid —invalid segnent retransmssi on. drop 8
Ret ransni ssi on Packet dr opped.
89. 139. 151. 92 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 7
156.194.70. 75  |Egypt 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |7
185. 86. 6. 139 Tur key 147.237.72. 166 |aka.idf .il drop SAMrul e drop 7
91.135. 102. 163 [lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.148.224 |israel 147.237.77. 23 |mmbit i1 | M NG Engine: TP Invalid —invalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
77.125.71.215  |israel 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
156.194.70.75 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
85.130.160.21 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
31.154.9.242  [israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence mdze\:,rsaé;”gt Wth different monitor |5
85. 130. 160. 21 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
2.53.14.200  [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence S et ranem Wth different monitor |5
85.130.160.21 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 86. 180 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 84 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 4
2.55.61. 34 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
109.186.77. 210 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence S et ranem Wth different moni tor |4
212.179. 146. 106|i srael 147. 237. 77. 216 |dover i df . Bad TCP sequence V?':J;ﬁﬁj”lt wth different moni tor |4
46.19.86.180 | srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent | onitor |
109. 67. 124. 224 |Israel 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |4
84.111.32.27  |israel 147.237.77. 243 it et [ S NG Engine: TP Tnvalid - imvalid segnent retransnissi on. drop 4
Ret ransni ssi on Packet dr opped.
109. 253. 134. 236l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 180 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
109. 67. 216. 249 |l srael 147.237.72. 166 |aka. i of . i SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |4
41.102. 43. 36 Ageria 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 3
46.19.86.180  [Israel 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout monitor |3
100. 92. 43. 120 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46. 19. 85. 169 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
41.102.43.36  |AMgeria 147. 237. 77. 216 |dover . i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |3
37.46.41.118  [Israel 147.237. 77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |3
46. 19. 85. 169 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
173.255.211.75 |Whited Sates [147.237.72. 156 |anen.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |3
91.151.139.73 |Georgia 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |3
5.102.242. 114 [Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 3
79.176.76.218 [Israel 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |3
108.29.54.177 |Wited Sates [147.237.72. 166 |aka. i of .i Bad TCP sequence Vﬂdzirsac':rit Wth different monitor |3
46.117.25.1 I srael 147. 237.72. 167 |i shuri maka.i of . i [SYN At t ack SYN -> SYN-ACK -> RST mnitor |3
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46.19. 85.253  |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 60
46.19.86.166 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 25
47.16.86.41  |United Sates [147. 237.72. 166 |aka. i df . i | m;l'(;"’ltjfd iLIh/arlrﬁihn(;rr:ozrri(/j d'\e‘:;zf? ;‘S’LXK”O"‘” R on Bl ock 4
37.26.148.224 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
62. 200. 229. 135 |Eur ope 147.237.72. 166 |aka. i df . i | m;&;‘ftdiéiﬁ’?gmﬂr:ﬁg n')‘at hod for Known LRL on B ock 3
66.249. 81. 212 |[Israel 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
178. 210. 146. 51 [krai ne 147.237.77. 176 |mat pash. i df . i|  |Wauthorized URL Access to ww cogat . idf.il/robots. txt B ock 3
2.53.133. 89 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.180. 104. 41 |Israel 147.237.72. 156 [aman. i df . i | Mitiple I11egal Byte Gode Character in Header Nane from 79. 180. 104. 41 Bl ock 2
199. 30. 16. 185 |Lhited Sates [147.237.77.216|dover.idf . il Distributed Unaut hori zed URL Access on wawidf.il/error. htm Bl ock 2
185.27.106.3 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/nazi B ock 2
79.180. 104. 41 |Israel 147.237.72. 156 [aman. i df . i | Mitiple Illegal Byte Qode Character in Mthod from 79.180. 104. 41 Bl ock 2
199.30.25.21 |lLhited Sates [147.237.77.216|dover.idf. il Distributed Unaut hori zed URL Access on wawidf.il/error. htm Bl ock 2
176.13.14.87 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19.85.221 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
84.111.64.59 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/nai n/ sachar/ newsar chi ve. aspx B ock 2
199.30.25.34 |lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
199.30.25.40 |lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 2
79.180. 104. 41 |l srael 147. 237.72. 156 |anman. i df . i | Ml tipl e Unknown HTTP Request Method from 79. 180. 104. 41 B ock 2
79.180. 104. 41 |Israel 147.237.72. 156 [aman. i df . i | Mil tiple Abnormal |y Long Request from 79.180. 104. 41 B ock 2
79.180. 104. 41 |Israel 147.237.72. 156 [aman. i df . i | Mil tiple Il1egal HITP Version from79. 180. 104. 41 Bl ock 2
80.178.20.37 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
77.127.51. 224 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
206. 71.242. 130 |Lhited Sates |147.237.72.166|aka. i df .i | Mil tipl e Unaut hori zed Method for Known URL from 206. 71. 242. 130 Bl ock 1
79.180. 104. 41 |Israel 147. 237. 72. 156 |aman. i df . i | ?ﬂ;g&ﬂiﬁfgﬁ'&ﬁiﬁiﬂi&°:|m57|93' 518())' 104.41 (Protocol violation |\ o 1
62.128.35.91 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
185. 3. 147. 235 |lsrael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39.14 |lLhited Sates [147.237.72.166|aka.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.109. 118. 200 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.180. 104. 41 |l srael 147.237.72. 156 |anan. i df . i | Illegal Byte Gode Character in Header VAl ue B ock 1
213.8.41.250 |Israel 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
66.249.76.83 |Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ mai n. asp Bl ock 1
79.181. 179. 152 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.180. 104. 41 |Israel 147.237.72. 156 [aman. i df . i | Mil tiple Mal formed URL from 79.180. 104. 41 B ock 1
176.13.10. 111 |[Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.180. 104. 41 |l srael 147.237.72. 156 |anan. i df . i | Illegal Byte Qode Character in URL o[[#5]]s%" B ock 1
2.55.61.34 I srael 147.237.76.31 |nakchal .idf.il [Unhauthorized URL Access to 147.237.76. 31/ sip_storage/fil es/ 8/ 1668.doc |B ock 1
109. 67. 216. 249 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
80. 178. 204. 222 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
77.138. 234. 212 |France 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw arman. i df.il/favicon.ico B ock 1
206. 71.242. 130 |Lhited Sates |147.237.72.166|aka. i df . il Unaut hori zed Method PCST for waw aka. i df . il/nai n/ sachar/ vi ewpaysl i p. aspx [B ock 1
79.180. 104. 41 |Israel 147.237.72. 156 [aman. i df . i | NLL Character in Header Nane at Bl ock 1
46. 19. 85. 98 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39. 104 |Uhited Sates [147.237.77. 243 |nobi l e.i df .i | Distributed Suspicious Response Code B ock 1
213.57.178. 120 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
84.111.32.27 |Israel 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 1
79.180.104. 41 |Israel 147.237. 72. 156 [anan. i df . i | Ic-|.||e§16E [?goe] ]@%Aglar{ag;r d[i)g[ '[\itzhﬁd] i . Bl ock 1
79.183.98.95 |Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None

79.180. 104. 41 |l srael 147.237.72. 156 |arman. i df . i | Mil tiple NILL Character in Header Nane from 79. 180. 104. 41 B ock 1
46.116.81. 189 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
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