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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
195. 160. 242. 40 | srael 147.237. 76. 42 refuah.idf.il JLM Under _Attack Con_Htp drop 3
5.189. 186. 243 Ger many 147.237.76. 44 e.refuah.idf.il B ack List dr op 2
5. 189. 186. 243 CGer many 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 2
5. 189. 186. 243 CGer many 147.237.76. 148 ggcenter.aka.idf.il |Back List dr op 2
5. 189. 186. 243 Ger many 147.237.76. 176 test.ncore.idf.il B ack Li st drop 1
5. 189. 186. 243 Ger many 147. 237. 76. 200 eitan. aka.idf.il B ack List drop 1
5. 189. 186. 243 Ger many 147.237.76. 197 e. hinush.idf.il B ack Li st drop 1
5.189. 186. 243 Ger many 147.237. 76. 201 e atal.idf.il B ack List dr op 1
5. 189. 186. 243 CGer many 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237. 76. 44 e.refuah.idf.il B ack Li st dr op 1
5. 189. 186. 243 Ger many 147.237.76. 199 e.nakchal .idf.il B ack Li st drop 1
5. 189. 186. 243 Ger many 147.237. 76. 42 refuah.idf.il B ack List drop 1




09-01-2016-14:04:08 to 09-01-2016-15:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount |
87.242.112. 45 Russi an Federation |147.237.76. 42 refuah.idf.il 3808 HITP SQ Injection Variabl e Decl aration Evasion Bl ock 6
87.242.112. 45 Russi an Federation |147.237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Declaration BEvasion B ock 6
83. 168. 250. 50 Sweden 147.237.77.216 |dover.idf.il |5670: HITP. SQ Injection (SALECT) B ock 6
87.242.112. 45 Russi an Federation |147.237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) Bl ock 4
87.242.112. 45 Russi an Federation |147.237.76.42 refuah.idf.il [9785 HITP. SQ Injection (Referer Header) Bl ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess

Attacker Qountry

|Signature
87.242.112. 45 147. 237. 76. 42 Russi an Federation refuah.idf.il SQ Injection - Select From 13
83. 168. 250. 50 147.237.77. 216 Sweden dover.idf.il QA Injection - Select From 6
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Devi ce

Country

Action

‘Count

Ret r ansm ssi on

Packet dropped.

Sreaming Engine: TGP Invalid i i ssi
109. 253. 231. 39 |Israel 147.237.77. 243 |nobi 1 e. i df . i1 9 =g Inval i d segnent retransmssi on. dr op 36
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi
2.55.153.191  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.207. 33 I'srael 147.237.77. 243 |nobi L e. i df . i | 9 59 Invalid segent retransmssion. drop 24
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi
109.65. 171. 24 |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 21
Ret r ansmi ssi on Packet dr opped.
80.246.130.12 I srael 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransmt with i fferent moni tor |21
w ndow scal e
37.26.147.246 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 19
192.114.1.131 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 16
. . SYNPAXK retransmit with different .
46.19. 86. 13 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 15
80. 246. 137. 138 |l srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 14
Sreaming Engine: TGP Invalid i i ssi
89.237. 114. 119 |France 147. 237. 77. 243 |robi | e. i of . i | g =g nvalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
. . SWretransmit wth different .
81.218.196.9 I srael 147. 237.77. 234 |hal ag.i of .i | Bad TCP sequence wi ndow scal e noni t or 12
46. 19. 86. 13 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
Sreaning BEngine: TGP Invalid i i ssi
2.53.29. 137 | srael 147.237.72. 167 |i shuri maka. i df . i g _g nval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
46. 19. 86. 135 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 9
46.19. 86. 135 I srael 147.237.77. 233 |atal .i of .il Bad TCP sequence Invalid ACK nunber alert 8
37.26.147.246 |lsrael 147. 237. 72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 8
2.53.42.76 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST moni t or 8
46. 19. 86. 13 I srael 147. 237.77. 216 |dover. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8
37.26.149.131 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 7
46. 19. 86. 193 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
37.26.149.131 |[Israel 147. 237. 72. 156 |anan. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 7
37.26.147.246 |lsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence noni t or 6
r ing BEngine: TCP Invali i i ssi
109. 253. 158. 254|| srael 147.237.77. 23 |mmbit i1 | S2M NG Engine: TP Invalid —invalid segnent retransmssion drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi
176. 13. 230. 100 |Isr el 147.237. 77. 243 |nobi L e. i of . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 86. 146 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning BEngine: TGP Invalid i i ssi
80. 246. 138. 124 i srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi
82.81.12. 31 I'srael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
176.13.12.196 |l srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 86. 193 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 86. 146 I srael 147. 237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning BEngine: TP Invalid i i ssi
176.13.22.222  |israel 147.237. 77. 243 |nobi L e. i of . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i ssi
2.53.101.142  [israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
. . SYNPAXK retransmit with different .
37.26.147.246 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence vi ndow scal 6 noni t or 6
Sreaning Engine: TAP Invalid i i ssi
2.55.180.106 | srael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
100. 92. 43. 120 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
37.26.147.246 |Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 5
46. 19. 85. 67 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
37.26.147.246 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5
185.32.179.30 |Israel 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence SINHA retransmt with different oo o g
w ndow scal e
177.12.172. 43  |Rrazil 147. 237.72. 166 |aka. i df .i | drop SAMrule drop 4
176.13. 6. 186 I srael 147. 237. 72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
46.19.85.7 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST moni t or 4
199. 203. 108. 153|l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 4
. . SYNPAXK retransmit with different .
46. 19. 86. 13 I srael 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence wi ndow scal noni t or 4
46. 185. 204. 63  |Jordan 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 4
89.139.151. 92 |lIsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
46. 210. 174. 59 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
37.26.147.211 |lsrael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
62.0.222.10 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 4
Sreanming BEngine: TP Invalid i i ssi
109.66.136.2  |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segent retransmssion. drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
46. 19. 85. 253 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 47
46. 19. 85. 221 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 10
80. 246. 137. 113 |[Israel 147.237.0.19 |madi matal .idf.il|DOstributed Suspicious Response Code B ock 8
109. 253. 231. 39 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 6
46. 19. 85. 127 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 6
2.54.207.33 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
2.55.153. 191 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 6
213.57. 48. 83 | sr ael 147.237.76.31 |nakchal .idf.il |Uhauthorized HTTP Met hod B ock 5
213.57. 48. 83 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip storagelfiles/2/ B ock 4
77.139.171. 248 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/ishurim B ock 3
46.19.86.13 | srael 147.287.77. 176 |nat pash. idf.il muigg;tl .Zie(;jf .Lijzla;t'zcn:)?:et;shar ed/ user cont r ol s/ pronot i oncube/ Bl ock 3
89.237.114. 119 |France 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 3
65.55.210. 110 |lhited Sates 147.237.77.216|dover. i df . il D stributed Unaut horized URL Access on waidf.il/error. htm B ock 2
37.26.148.156 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mde None 2
199.30.25. 142 |wnited Sates 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed URL Access on wwidf.il/error. htm B ock 2
65.55.210.122 [lhited Sates 147.237.77.216|dover. i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
84.111.152.19 [israel 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 2
77.138.43.198 |France 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 2
199. 30. 24. 29 Lhited Sates 147.237.77.216|dover. i df .i | D stributed Unaut horized URL Access on wawidf.il/error. htm B ock 2
65. 55. 210. 201 |lhited Sates 147.237.77. 216 |dover.idf . il D stributed Unauthori zed URL Access on waw idf.il/error.htm B ock 2
212. 179. 245. 224/l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/undef i ned B ock 2
80. 246. 138. 124 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
199.30.24.201 |lLhited States 147.237.77. 216 |dover.idf . il O stributed Unaut hori zed URL Access on waw idf.il/error.htm B ock 2
87.71.63.6 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 2
65. 55. 210. 88 Lhited Sates 147.237.77.216|dover. i df .i | D stributed Unaut horized URL Access on wawidf.il/error. htm B ock 2
2. 55.189. 106 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
199.30.24.224 |wnited Sates 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed URL Access on wwidf.il/error. htm B ock 2
176.13.1. 68 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.53.55. 190 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mvde None 2
77.139.102.129 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 77.139. 102. 129 B ock 1
180.76.15. 141 |China 147.237.76.42 |refuah.idf.il ﬂ?.u;g;).r;é?ﬂl;:_argfilsfe:]toscri pts/jquery/jquery.nyronodal -1.6.2.j s Bl ock !
82.81.12.31 I srael 147.237.77. 243 |nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
68.180.230.47 |lhited Sates 147.237.77.216|dover . i df .i | Paraneter Type M ol ation PageNumin vww idf.il/1283-en/dover.aspx |B ock 1
46.19. 86. 135 I srael 147.237.77.233|atal .idf.il Il1egal HITP \ersion B ock 1
176.13.12.196 |l srael 147.237.77. 243 |nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
95.221. 223. 11 :Zg::t”i o 147. 237.72. 166 |aka. i df . i | m;:(zuit;d' i?}a#;wrioﬁ‘/’ dﬁ;:??.;;):)xmom L on B ock 1
2.53.191. 142 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
185.89.217. 234 |Netherlands  [147.237.76.31 |nakchal .idf.il |\ 1S fbove Foot /D".r/eicrtr:égs/share 4 home. prg B ock 1
141. 226. 162. 230! srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/sacar B ock 1
199.203.215.1 [Israel 147.237.72. 166 |aka. i df . i | mn;l": iZ?T ?Ff;;rnlg\:hiﬁ’iim@a;pz None 1
46. 19. 86. 135 | srael 147.237.77.233|atal .idf.il Mal formed URL safari/601. 1 B ock 1
176.13.22.222 |israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
105. 104. 20. 184 |Ageria 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/894-ar B ock 1
216. 244.66. 241 |Lited Sates 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
141. 226. 217. 243|I srael 147.237.72. 167 |i shuri maka. i df . ijUntraceabl e SSL Sessi ons: Cpen Mde None 1
85. 65. 150. 128 | srael 147.237.77. 216 |dover.idf . il O stributed Uhauthori zed URL Access on waw idf.il/error.htm B ock 1
77.138.246. 255 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wwy aka. i df.il/edi myorman/ yonan. asp |B ock 1
46.19. 86. 135 I srael 147.237.77.233|atal .idf.il Unknown HTTP Request Method E238 in URL safari/601. 1 B ock 1
176. 13. 230. 100 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
109. 65. 171. 24 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
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