09-01-2016-13:04:07 to 09-01-2016-14:04:07

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

M dover.idf.il
M nobi le.idf.il
M aka.idf.il

M nadi matal .idf.il
Wiawid.il

M ishurimaka.idf.i
I aman. i df . il

M navy.idf.il

. . . . . ' . . : atal.idf.il
N A N I I N M refuah.idf il
&> ,\9‘&

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

W 109. 253. 131. 94
77.139. 79. 40

I 66. 96. 128. 60
89. 119. 251. 40

N”'éber H 213. 203. 204. 143
At t acks M 46. 19. 86. 247

I 46. 19. 85. 68

Il 109. 253. 246. 98
196. 132. 163. 222

M 81.218. 172. 197

Top Attackers



09-01-2016-13:04:07 to 09-01-2016-14:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
109. 253. 136. 59 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
141. 226. 161. 211 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
2.53.168. 167 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
212.25.74. 130 | srael 147.237.77. 233 atal.idf.il B ack List drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
5. 189. 186. 243 Ger nany 147.237.76. 176 test.ncore.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
212.179. 64. 162 | srael 147.237.77. 176 nat pash. i df . i | B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 177 ncore.idf.il B ack List drop 1
185. 93. 185. 10 Lkrai ne 147.237. 76. 200 eitan. aka.idf.il \¢b- et c/ passwd- D r - Tr aver sal dest - r eset 1
5. 189. 186. 243 Ger nany 147.237.76. 42 refuah.idf.il B ack List drop 1
37. 26. 146. 206 | srael 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1
5. 189. 186. 243 Ger nany 147.237.76. 30 hi nush. i df . i | B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 44 e.refuah.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 31 nakchal .i df.il B ack List drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address ’Site ’S’ gnature

66. 96. 128. 60 Lhited Sates 147.237.77.74 [law i df.il [5670: HITP. SQ Injection (SELECT) B ock 7
95.211.70.193  |Netherl ands 147.237.77.74 [lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
213. 203. 204. 143|Ger many 147.237.77.74 [law i df.il [5670: HITP. SQ Injection (SELECT) Bl ock 6
213. 203. 204. 143|Ger many 147.237.77.74 [lawidf.il [6134 HITP. SQ Injection Variable Declaration Evasion B ock 5
66. 96. 128. 60 Lhited Sates 147.237.77.74 |law i df.il |6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 5
40. 85.96. 77 Irel and 147.237.77.74 |law i df.il |[5670: HTTP. SQ Injection (SELECT) B ock 4
5.9.88.103 Ger many 147.237.77. 216 |dover . i df . i|C1000074: HTTP. naj estic bot Per it 2
213. 203. 204. 143|Ger many 147.237.77.74 [lawidf.il [9785 HITP. SQ Injection (Referer Header) B ock 1
27 251. 116. 34 Indi a 147.237.77.74 |lawidf.il \1A21|3;1;ab||-|1|':1t3y PH>-G3 Query Sring Paraneter Infornation DO scl osure 8 ock 1
83.168.250.50 |Sweden 147.237.77.74 [lawidf.il [5670: HITP. SQ Injection (SELECT) B ock

40. 85. 96. 77 Irel and 147.237.77.74 [lawidf.il [9785: HITP. SQ Injection (Referer Header) Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

109. 253. 131. 94 |147.237. 77. 243 |I srael nobi | e.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 40
66. 96. 128. 60 147.237.77.74 |United Sates [lawidf.il SQ Injection - Select Fom 35
213. 203. 204. 143|147. 237. 77. 74 |Ger many lawidf.il SQ Injection - Select Fom 19
84. 93. 100. 67 147.237.77. 74 LKJ?ir:;gom lawidf.il Tehila - Perl LWP wth fake user agent 1
79.181.23.206 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.178.86.188 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
208.170. 171. 141|147.237. 77. 216 |Wited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 200 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
179.32.14.110 [147.237. 77. 226 |Col onbi a v chanat z. aka. i df . i | ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connecti ons, 1

Potential Scan or Brute Force
46. 19. 85. 109 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 65. 63. 204  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.229.32.110 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
81.218.101.66 [147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
79.180.31. 243  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
217.132.92.109 |147.237.77.216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178.3. 118 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
212.150.1.248 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
58. 65. 240. 98 147.237.8.50 |l ndonesi a e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 27. 106. 218 |147.237.77. 216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 242 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
115. 47.12. 162  |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
8.37.237. 159 147.237.77.216|Wnited Sates |[dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 120. 217 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
101, 250, 183. 95 |147. 237 77, 297 |KOr€R Republicf o . o ET SOAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
109. 253. 131. 94 |l srael 147.237.77. 243 |nobil e.idf .il dr op First packet isn't SN drop 50
89.119.251.40 |ltaly 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 35
196. 132. 163. 222 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 19
Sreaning BEngine: TQP Invalid i i ssi
46. 19. 85. 68 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval id segnent retransmssion. |, 18
Ret ransni ssi on Packet dr opped.
2.53.10. 37 | srael 147.237.72. 167 |i shurimaka.idf.i [SYN At t ack SYN -> SYN-ACK -> RST noni t or 15
Sreaning Engine: TQP Invalid i i ssi
31.154.101. 212 | srael 147.237. 72. 167 |i shuri maka. i f . i g =g Invalid segnent retransmssion. |y, 12
Ret ransm ssi on Packet dr opped.
66. 96. 128. 60 Lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i sSi
93.172.60.79  |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
46. 19. 86. 247 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence Invalid ACK nunber moni tor |10
62.0.236.1 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 9
46. 19. 86. 247 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |8
84.229.10.225 |Israel 147. 237. 77. 216 |dover i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout [monitor |8
109. 253. 246. 98 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence alert 8
84.229.10.225 [israel 147.237.77. 216 |dover.icf.il  [Bad TCP sequence SIWACK retransmt with moni tor |8
different wndow scal e
109. 253. 246. 98 |l srael 147.237.72. 166 [aka.i of .i | Bad TCP sequence Inval id AGK nunber moni tor |8
84.110.178.83 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |7
50. 63.197. 145 |lhited Sates 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
75. 56. 235. 20 Lhited Sates 147.237.72. 166 |aka.idf il drop SAMrul e drop 6
81.218.172.197 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
81.218.172.197 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 86. 247 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
89.139.151.92 |lsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
81.218.172.197 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
80.246.130.12 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
31.168. 165. 230 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
37.8.61. 110 ga:lcis;i':éa” Territory1 47, 237. 77. 216 |dover. i df .1 drop First packet isn't SN drop 5
138.246.253. 19 |Ger many 147.237.76. 199 |e. nakehal . idf .i1 |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 4
enf or cenent
109. 253. 246. 98 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid sequence nunber nonitor |4
31.168. 165. 230 |[Israel 147.237.72. 167 |i shurimaka. i df . i |dr op First packet isn't SN drop 4
46. 19. 86. 247 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber aert 4
84.110.178.83 |Israel 147.237.72. 166 |aka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST mnitor |4
82.102.168.38 |Israel 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid AGK nunber monitor |4
138.246. 253. 19 |Ger nany 147.237.8.24 |e.lifestyle.idf.i|Geo- 1 ocati on enf or cement Ceo-I ocati on i nbound drop 4
enf or cenent
Sreaning Engine: TQP Invalid i i ssi
89.138.227. 192 |israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. —q ., 4
Ret ransm ssi on Packet dr opped.
195. 60. 235. 57  |Israel 147.237.72. 166 |aka.idf il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
138. 246. 253. 19 |Ger many 147.237.76.197|e.himsh.idf.il |Geo- 1 ocati on enf or cement Geo-1 ocati on i nbound drop 4
enf or cenent
195. 60. 235.58 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
Sreaning Engine: TGP Invalid i i sSi
46.19.86.205  |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
46.19.85.89  |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNACK retransmt wth monitor |3
different w ndow scal e
Sreaning Engine: TGP Invalid i i sSi
37.26.149.153 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransmi ssi on Packet dr opped.
2.53.164. 183 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
156. 205. 199. 204 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
46.117.85.190 |Israel 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
Sreaning BEngine: TQP Invalid i i ssi
2.53.177.105  |israel 147. 237.77. 243 |nobi l e i i | 9 =g Inval id segnent retransmssion. |, . 3
Ret ransmi ssi on Packet dr opped.
185.120. 124. 20 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
37.26.147.193 |Israel 147. 237. 7. 216 |dover. i df .i Bad TCP sequence SYNACK retransmt with monitor (3
different wndow scal e
Sreaning BEngine: TCP Invalid i i ssi
46.19.86.126  |Israel 147.237.77. 243 |mbi le.i o i1 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
2.53.178. 159 I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
77.139.79. 40 France 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 86
66.249.81.215 |[Israel 147.237.77. 216 |dover.i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 6
132. 74. 145. 215 |Israel 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 5
176. 13. 245. 121 |l srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 5
66.249.81.212 |[Israel 147.237.77. 216 |dover.i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 4
109. 253. 195. 98 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 68 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 3
131.253.25. 218 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 3
176.13.233.14  |Israel 147.237.76.31 |nakchal .idf.i] ~ [-hauthorized (L /fcn;‘gse; o ert pege. png Bl ock 3
46. 19. 85. 253 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 67.20. 190 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.37.64 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 2
199. 30. 24. 115 |Uhited Sates |[147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
212.179.21.194 [israel 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 212.179. 21. 194 B ock 2
176.13.233.14 |Israel 147.237.77.74 |lawidf.il ma{gﬁ dp’?fl\;zgl_ﬁ; g’;t ';”;ft ‘:Sizbader 13uctader Search$txt Search in g o 2
109. 253. 141. 197|1 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
199.30.25. 104 |uhited Sates |147.237.77.216|dover.idf.i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
37.26.148.166 |lsrael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 2
2.53.133.99 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 111 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.138.43.198 |France 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 2
199. 30. 24. 80 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 2
79.183. 32. 48 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 2
82.135.222.210 |L thuania 147.237.77.216|dover. i df .i | Abnormal 1y Long Request URL Bl ock 1
77.138.106.94 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for www aka. i df.il/ishurimiexanpcert/ B ock 1
132.71.96.46  |Israel 147.237.72.166 |aka. i df . i | m”;(“;iﬁr_?wtn;r nf;;g?ﬁgﬁ?gficgzf;;fcphsamar$Ct' 8Lin None 1
66.249.76.116 |l srael 147.237.77. 216 |dover . i df . i | D e e et i adover . aspx Bl ock 1
98.139.14.250 |lhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Unaut horized Method for Known URL from 98.139. 14. 250 B ock 1
37.26.147.241 |lsrael 147.237.77.243|nobi | e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bl ock 1
80. 230. 216. 181 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwy aka. idf.il/main/ B ock 1
71.119.208.103 [lhited Sates [147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 1
46.117.85.190 | srael 147.237.72.166 |aka. i df . i | mng‘ﬁg r}jfr alnleltr?; nﬂ;ﬂfﬁgfgﬁé’ﬁiﬁf‘ din None 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
2.53. 45, 225 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 76. 117 |l srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt Bl ock 1
98.139.14.250 |lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar B ock 1
212.179.21.194 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to www atal .idf.il/sip_storage/ B ock 1
80. 246. 130. 12 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
71.119.208.103 [lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
65.55.210.241 |lnited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
84.108.66.183 |l srael 147.237.72. 166 |aka. i df . i | maﬁfi gf’.aidl ?‘Jﬁ‘i’n\fsoég];f?f Oirgot pessword, aspx None 1
207. 46. 13. 64 Lhited Sates |147.237.72.166|aka.idf.il Mil tiple Unaut hori zed URL Access from 207. 46. 13. 64 B ock
78.192.78.3 France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for wwy aka. idf.il/nai n/ hone/ defaul t.aspx |Bl ock

146. 198. 184. 233 zi;g’gom 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod POST for v aka. i df . il/giyus/ki osk Bl ock 1
109. 64. 122. 250 |Israel 147.237.72. 166 |aka. i df . i | m";‘: rii di?idl mih:/dgiﬁ’:?k‘; o/ ki oSk asox B ock 1
80.246.130.78 I srael 147.237.76.42 |refuah.idf.il  |D5 020 e hori zed éﬁaﬁc‘;‘zﬁ on B ock 1
77.127.8.65 I srael 147.237.72.166 |aka. i df . i | \Twa’:;: w@?f/ﬂﬁ/!a?hi'ﬁlgi'graﬂom yardlvegi ster . aspx None 1
192.169.7.223 [thited Sates [147.237.76.42 [refuah.idf.il Unaut hor i zed Method HEAD for 147.237.76. 42/ B ock 1
66. 249. 64. 240 [Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to v navy. i df . i |/ hone/ def aul t . aspx B ock
84.108.176.83 |[lIsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock
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