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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
190. 82. 85. 70 Cile 147.237. 76. 86 navy.idf.il L4 Source or Dest Port Zero drop 3
5.189. 186. 243 Ger many 147.237.76. 201 e atal.idf.il B ack List drop 1
5. 189. 186. 243 CGer many 147.237.76. 197 e hinush.idf.il |Back List drop 1
5. 189. 186. 243 Cer many 147.237.76. 202 e.halag.idf.il |Back List drop 1
5. 189. 186. 243 Ger many 147.237.76. 198 e.yohal an.i df.il|B ack List drop 1
46.19. 86. 123 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
5. 189. 186. 243 Ger many 147.237.76. 199 e. nakchal .idf.il|B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
5. 189. 186. 243 CGer many 147.237.76. 196 e.sviva.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |S gnature Devi ce Action |C0unt
176. 9. 70. 189 Ger many 147.237.76. 31 nakchal .idf.il C1000074: HITP. maj estic bot Per nit 4
176. 9. 70. 189 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Per nirt 4
162. 210. 196. 130 Lhited Sates 147. 237.72. 166 aka.idf.il C1000074: HTTP. maj estic bot Permt 2
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

|Signature

84.229. 59. 228 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 6
84.229. 59. 228 147.237.77. 170 I 'srael maar achot . i df . i | Xenu Link S euth User Agent 6
192. 115. 215. 60 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 172 147. 237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
147.236. 38. 197 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
31.168. 215. 116 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 66. 17. 64 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
23.82. 46. 210 147.237.0. 15 Lhited Sates kosher-kravi .i df .il ET SCAN NVAP -sS w ndow 1024 1
85. 250. 222. 88 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 64. 198. 187 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
81.218. 6. 122 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
79. 181. 23. 206 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
212.29. 225. 141 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
77.139. 188. 87 147.237.72. 166 France aka idf.il portscan: TCP Distributed Portscan 1
188. 120. 135. 133 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
37.46.41. 77 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
146. 200. 12. 249 147.237.77. 216 Uni ted Ki ngdom dover.idf.il Tehila - Perl LWP with fake user agent 1
23. 82. 46. 210 147. 237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
88.249. 106. 23 147. 237.77. 227 Tur key e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
2.53.7.113 147.237. 72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
85. 250. 28. 70 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 64. 62. 84 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
79.182.92. 59 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
79.177.129. 97 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address
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Signature

S reaning Engi ne: TCP

Inval i d segnent retransnission.

Republ i ¢ of

79. 180. 36. 52 | srael 147.237.77. 243 |mobi le. i df . il . .. droj 27
Inval i d Retransmission Packet dropped. P
S reaning Engi ne: TCP i i sSi
2.53.52. 90 I'srael 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 27
Inval i d Retransmi ssion Packet dr opped.
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |24
213.42.197. 201 ;il]rtaetdesﬁrab 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SWN drop 20
141. 226.217. 98 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |19
74.208.230.195 |lhited Sates 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 17
46. 19. 86. 80 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
46. 19. 86. 80 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 15
Sreaning Engi ne: TCP i i ssi
2.53.142. 42 I'sr ael 147.237.77. 243 |nobi L e. i of .| mng tngine. Invalid segnent retransmssion. | ., 12
Inval i d Retransmnission Packet dropped.
46. 19. 86. 80 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 11
46. 19. 86. 80 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
212.150.37.22 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46.19. 86. 123 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor
176. 228. 215. 236! srael 147.237.72. 166 |aka. i df .i Bad TCP sequence noni t or
Pal esti ni an Do -
46.18.21.235 Territory, Gecup ed 147.237. 77. 216 |dover.idf .i 1 drop First packet isn't SWN drop 7
46. 19. 86. 133 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
2.53.135. 100 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
Sreaning Engi ne: TCP i i ssi
176.13.237.32 [ srael 147.237.77. 243 |nobi | e. i of .| mng tngine. Invalid segnent retransmssion. | ., 6
Inval i d Retransmission Packet dropped.
185. 32.179. 181 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout |nonitor
70.193.213.2 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or
. . SYNWAXK retransnmit with .
46.19. 86. 165 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence di fferent vindow scal e noni t or 6
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
S reaning Engi ne: TCP i i sSi
109. 253. 128. 160|i srael 147.237.77. 243 |robi L e. i of . | mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dr opped.
176. 228. 215. 236 srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor
46. 19. 86. 135 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert
89.139.151.92 |lsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor
S reaning Engi ne: TCP i i ssi
109. 253. 214. 84 |Israel 147. 237.77. 243 |nobile. i f . | mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
2.53.135.100 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 6
S reaning Engi ne: TCP i i ssi
46.19.85.111  |israel 147. 237.77. 243 |mwbi l e, i f . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransmission Packet dropped.
46. 19. 86. 135 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
74.208.218.66 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop
70.193.213.2  |wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’;lﬁg:”smt wth different . o 6
46. 19. 86. 85 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 244 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
70.193.213.2  [Uited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence z':l;ee;crsnsm‘ wehdifferent ) onitor |5
. . SYNWAXK retransnmit with .
185.32.179. 181 |lIsrael 147.237.72. 166 |aka. i dof .i Bad TCP sequence different vindow scal e nonitor |5
46. 19. 86. 10 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
46.19. 86. 119 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 86. 10 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 86. 119 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
. . SYNtAXK retransmt with .
46. 19. 85. 36 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 5
46. 19. 85. 244 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert
80.178.123.202 |Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
138. 246. 253. 19 |Ger nany 147.237.8.24 |elifestyleidt.il  |Geo-location enforcement |0 ocation inbound drop 4
enf or cenent
138. 246. 253. 19 |Ger many 147.237.76. 44 |e.refuah.idf. il Geo- | ocation enforcement  |C20;!ocation inbound drop 4
enf or cenent
46.19.85.213  |israel 147.237.77. 226 Wi‘“l"“ha”atz' aka.1df Bad TOP sequence Inval i d ACK number moni tor |4
212.143. 231. 181 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Pal esti ni an . . -
46. 18. 21. 235 Territory, Ceeupi ed 147.237.77.176 [nat pash.i df . i1 dr op Frst packet isn't SN drop 4
82. 102. 168. 38 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 4
81.28.51. 108 | (& Islamc 147. 237. 77. 216 |dover. i of . Bad TCP sequence Invalid ACK nunber moni tor |4
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
85. 250. 220. 93 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 109
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 79
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 36
46. 19. 85. 76 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 34
2.53.164. 21 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
77.138.165. 114 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i/ nai n/ sachar/ undefi ned B ock 25
113.97.235.62 |China 147.237.77. 176 |nat pash. i df . i | Mil ti pl e UWnaut hori zed URL Access from 113. 97.235. 62 B ock 15
77.138.165. 114 |France 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 77.138. 165. 114 B ock 11
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 9
2.53.52.90 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
113.97.235.62 [China 147.237.77. 176 |mat pash. i df .i| |Dstributed PH Attenpt B ock 6
79. 180. 36. 52 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 6
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 4
46.210.187.45 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.55.139. 180 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
62.219.174.67  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka. i df.il/ Bl ock 3
2.55.157. 133 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 214. 65 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il PHP Att enpt B ock 3
62.219.174.67 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/4/ B ock 3
46.19. 85. 91 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.55.139. 58 | srael 147.237.77. 243|mobi | €. i df . 1 mgiult(:?r(;fz.??/ tgegpgrc);etsesl:rptl (;t es/ | i st chi | ddocunent s/ 1071 Bl ock 2
46.19. 85. 111 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
2.53.142. 42 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 2
46. 19. 86. 68 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qxde Character in LR Bl ock 2
87.69.222.244 |israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/kamar/inages/ B ock 2
212.179.22.6 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 212, 179.22. 6 B ock 2
2.53.35. 143 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 214. 84 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
212.179.22.6 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df .il/mai n/ sachar/ hone/ Bl ock 1
77.139.39.200 |France 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 77.139. 39. 200 B ock 1
176.13.237.32 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
66.249.76.106 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/5 nopws |B ock 1
84.108. 164. 195 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i |/ nai nasachar Bl ock 1
82.81.137.131 | srael 147.237.72.166 |aka. i df . i | mnai":lEfrlﬁr;e;;bgﬁmfﬁfmmas'& None 1
185. 159. 36. 12 147.237.77.233|atal .idf .il Distributed Uhaut horized URL Access on 147.237.77. 233/ Bl ock 1
128.177.161. 142|tnited Sates |147.237.72.166|aka.idf .il Distributed Whaut hori zed Method for Known LRL on aka.idf.il/giyus/ B ock 1
66.249.66.177 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
109. 66. 48. 102  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 127.0.0. 1/ cal | back. j son Bl ock 1
212.179.61.123 |[Israel 147.237.76.86 |navy.idf.il Abnormal |y Long Request et hod B ock 1
77.139.39.200 |France 147.237.72. 166 |aka. i df . i | Unhaut hor i zed Met hod PCST for aka.idf.il/nai n/ sachar B ock 1
180. 76. 15. 10 Chi na 147.237.77.233|atal .idf.il D stributed Wauthori zed URL Access on 147.237.77. 233/ robot s. t xt Bl ock 1
66. 249. 83. 45 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for ww aka. i df.il/main/ sachar/ B ock 1
46.210.187.45 |israel 147.237.0.19 |nadimatal .idf.i z;b;eatﬁigf‘_c??} i eF;"’I“oag?f: ‘:S;)XFH urnurlin B ock 1
185. 159. 36. 12 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ hnapl/ Bl ock

82.166. 180. 250 |l srael 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
141.226.217. 98 |Israel 147.237.76.42 [refuah.idf.il |25 ;;?H;gf’zlg";“;lh;rsiﬁ;dedfe ocess on Bl ock 1
66.249. 69. 251 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to vwwv aka.idf.il/sip storage/files/4 nopwa |[B ock 1
109. 253. 128. 160|I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
212.179. 61. 123 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Abnormal |y Long Request from 212.179.61. 123 B ock 1
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