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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
176. 13. 244. 54 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 19
183. 60. 48. 25 Chi na 147.237.76. 44 e.refuah.idf.il JLM Under _Attack_Con_Tcp drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 197 e. hinush.idf.il B ack List drop 1
91. 230. 121. 156 Lkrai ne 147.237.76. 196 e.sviva.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 198 e.yohal an.idf.il B ack List drop 1
114.159. 177. 231 Japan 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
91.230. 121. 156 Lkr ai ne 147.237.76. 148 gacenter.aka. idf.il |B ack List drop 1
5. 189. 186. 243 Ger nany 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
91. 230. 121. 156 Lkrai ne 147.237.76. 176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |S gnature Devi ce Action |Count
168. 1. 80. 134 Australia 147.237.77.233 atal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
184. 168. 192. 134 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8te |Signature |Count\
168. 1. 80. 134 147.237.77. 233 |Austraia atal.idf.il SQ Injection - Select Fom 14
192. 116. 96. 192 [147.237. 72. 166 |l srael aka.idf.il SERVER APAO_E Apac.he mod_ssl non- S8 connection to S8 3
port denial of service attenpt
184. 168. 192. 134|147. 237. 77. 74 |Wnited Sates lawidf.il SQ Injection - Select From 2
175.142.131. 96 |147.237.77. 216 |Ml aysi a dover.idf.il Xenu Link Seuth User Agent 2
79.176.108.97 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
77.138.9.178 147, 237. 72. 166 |France akaidf.il portscan: TCP O stributed Portscan 1
217.165. 67. 151 [147.237.77. 235 g:;d%Nab svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 230 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
5. 29. 210. 50 147.237. 77. 216 |I srael dover . i df.il portscan: TCP O stributed Portscan 1
213.57.194. 176 |147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
146. 185. 146. 112|147. 237. 76. 34 |Net her| ands yohal an. i df .i| ET SCAN NVAP -sS w ndow 1024 1
5.28.137. 212 147.237. 77. 216 |I srael dover . i df.il portscan: TCP O stributed Portscan 1
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
116. 12. 175. 233 |147. 237. 77. 216 |S ngapore dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.150. 10. 138 [147. 237. 77. 216 |l srael dover . i df.il portscan: TCP O stributed Portscan 1
109. 64. 126. 232 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
201. 238. 202. 219(147.237.0.35 |Grile akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
104.232.98.38 [147.237.8.27 |Wited Sates e.madi matal .idf.il ET SCAN NVAP -f -sS 1
192.227.171.173(147. 237.0.19 |Wited Sates nadi matal .idf.il ET SCAN Potential SSH Scan 1
80. 246. 139. 186 |[147.237. 77. 216 |l srael dover .idf.il portscan: TCP DO stributed Portscan 1
192.117.171.50 |147.237.77.216|Israel dover . i df.il portscan: TCP O stributed Portscan 1
79.176.25.113  [147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
185.32.179.86  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
66.249. 64. 226  |147.237.77.170 |Lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 1
176.13.23.224 |147.237.72.166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
213.151. 48. 2 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
37.26.147.130 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
5.29.179. 43 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.179.72.6 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
122. 164. 174. 221(147.237.76.86 |india navy. i df.il ET SCAN Behavi oral .Unusual y fast inbound Tel net 1
onnections, Potential Scan or Brute Force

212.179.21. 194 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 253. 137. 109|147. 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
208. 100. 26. 228 |147.237.76.34 |lhited Sates yohal an. i df .il ET SCAN NVAP -sS w ndow 1024 1
104.232.98.38 [147.237.8.27 |lnited Sates e.nedi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
192.227.171.173|147.237.0. 34 |Wnited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
84.92.144.27 147.237.77.74 |United Kingdom [lawidf.il Tehila - Perl LWP with fake user agent 1
192.227.171.173|147.237.0. 17 |lhited Sates mny-kosher -kravi .idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
194.90.79.80 [Israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence SNretransmt with different o, ;o (45
w ndow scal e
Iran, Islamc . . ) .
5.221.7.74 Republ i ¢ of 147. 237.77. 176 |mat pash. i df . i | Bad TCP sequence Invali d ACK nunber monitor |35
Iran, Islanic . . .
5.221.7.74 Republ i ¢ of 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 35
83.168.250.50 |Sweden 147.237.76.31 |[nakchal .idf.il drop SAMrul e drop 24
82.166. 93. 161 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 18
5.221.7.74 :éxbl :2' e 147. 237. 77. 216 |dover . i df . Bad TCP sequence Invalid ACK nunber aert 12
Iran, Islamc s . .
5.221.7.74 Republ i ¢ of 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber monitor |12
46.19.86.197  |Israel 147. 237.77. 226 “;A:"“Cha”atz'aka"df drop First packet isn't SWN drop 12
77.138.51.210 |Fance 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 9
Sreaning Engi ne: TCP i i ssi
46.19.85.84  |israel 147.237.77. 243 |nobi le.i o . i1 mng tngine: 1 Invalid segnent retransmssion. |, 9
Inval i d Retransmission Packet dropped.
89.139.151.92 [Israel 147. 237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |7
46. 19. 86. 143 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |6
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192. 115. 200. 93 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Pal esti ni an e ) .
176. 106. 46. 74 Territory, Qeeupi ed 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Tinmeout |nonitor |6
212.29.198.17 |[Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 143 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber alert
e SYNtACXK retransnmt wth .
2.53.157. 208 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence different vindow scal & monitor |5
. . SYNtAXK retransmt with .
46. 19. 86. 58 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 5
184. 168. 192. 134|lnited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |5
2.53.157.208 | srael 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 5
213.151.49.76 |lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |5
2.53. 157. 208 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[alert 5
2.53.157. 208 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |monitor |5
46. 19. 86. 133 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |4
109. 253. 218. 147l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
Sreaning Engi ne: TCP i i ssi
213.8.204.23  |Israel 147.237.77. 243 |nobi le.i o . i1 mng tngine: 1 Invalid segnent retransmssion. |, 4
Inval i d Retransmission Packet dropped.
212.29.198.17 |[Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 4
82. 81. 26. 150 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
84.229.8.103 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |[nmonitor |4
46.19. 86. 151 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
82.81. 26. 150 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
192. 115. 200. 93 |Israel 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST monitor |4
109. 253. 158. 140|l srael 147.237.77. 243 |nobil e.i df . i1 Bad TCP sequence Invali d ACK nunber monitor |4
S reaning Engi ne: TCP i i ssi
212.199.61.93 | srael 147.237.76. 200 |ei tan. aka. i of . mng Engine. Invalid segnent retransmssion. | ., 4
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
66.249. 64. 228 |United Sates 147. 237. 77. 243 |nobi | e. i of . | mng gl e Invalid segnent retransmssion. | . 3
Inval i d Retransmission Packet dropped.
212.29.198.17 |lIsrael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout |nonitor
46.19. 86. 142 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [nonitor
o SYN+tACXK retransmt wth .
212.29.198.17 |[Israel 147. 237. 72. 166 |aka.i df . i Bad TCP sequence g fferent vi ndow scal e monitor |3
5.22.135. 133 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engi ne: TCP i i ssi
79.181.127. 115 |Israel 147. 237. 77. 243 |nobi | e. i of . | mng Ehgihe. Invalid segnent retransmssion. | . 3
Inval i d Retransmnission Packet dropped.
212.29.198.17 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
109. 253. 158. 140|l srael 147.237.77. 243 |nobil e.idf . i1 Bad TCP sequence Invali d ACK nunber alert 3
176. 13.5. 137 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
176. 13. 22. 125 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 3
46.19. 86. 58 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
85.65. 11. 57 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |2
S reaning Engi ne: TCP i i ssi
157.55.39.175 |Wited Sates 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 2
Inval i d Retransmission Packet dropped.
82.81.46. 104 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 2
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At acker

Devi ce

ount ry ‘Target Address |[Site S gnature Action ‘Count

176.13.21.175 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 38
2.53.59. 11 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 23
46.19.86.201 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 23
84.111.152.19 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
37.26.147.215 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock

84. 95. 208. 20 I srael 147.237.77. 226 V\:V\:W chamat z. aka. i df Mil tiple Uhauthorized URL Access from 84. 95. 208. 20 Bl ock 5
46.19. 85. 58 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
84.95.208.20 |lIsrael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 4
84.95.208.20 |Israel 147.237.77.234|hal ag.i df . il Mil tiple Unauthorized URL Access from 84.95. 208. 20 B ock 4
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 3
2.55.167.123 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
84.95.208.20 |lIsrael 147.237.77. 216 |dover . i df .i | Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 3
46.19. 86. 99 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.95.208.20 |lIsrael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 3
84.95.208.20 |[lIsrael 147.237.77. 216 |dover . i df . i | PHP At t enpt Bl ock 3
84.95.208.20 |[lIsrael 147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 84.95. 208. 20 B ock 3
84.95.208.20 |lIsrael 147.237.0.15 |kosher-kravi.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 3
46.19.85.131 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/4/ B ock 3
79.181. 127. 115 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
94. 153, 177. 122 |krai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka.idf.il/matash/| ogi n/ B ock 2
84.95.208.20 |lIsrael 147.237.77.233|atal .idf.il Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 2
84.95.208.20 |[lIsrael 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Unaut horized URL Access from 84.95. 208. 20 B ock 2
46.19.86.75  [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ[ﬁf ?Lfoffs\;CﬂaiiC%';ncglg;;’:mﬁsimrd n B ock 2
84.95.208.20 |[lIsrael 147.237.77. 226 V\:ArN chanat z. aka. i df PHP At tenpt Bl ock 2
46.19.85.195 |[Israel 147.237.76.31 |nakchal .idf.il Abnormal |y Long Request net hod B ock

80. 246.133. 77 |lIsrael 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock

194. 90. 128. 185 |l srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/inages/ 1. hel/error.png Bl ock 1
66.249.76.70 [Israel 147. 237.72. 156 |anan. i df . i | chaut hor| zed LR Access 10 appl & app- i { - as506i a1 on Bl ock 1
176. 13. 249. 164 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
66.249.76.98 |[Israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list7.htm B ock
66.249.64.78 |Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock
84.95.208. 20 I srael 147.231.77. 226 V\:V\:W chamatz.aka. 1 d mmmjuulgglninzze.dalt?_i QCCIEIS/SI etrrc;)I at es/ horepage/ di v. i tem Bl ock !
46.19.85.195 |[Israel 147.237.76.31 |nakchal .idf.il I1legal HITP \ersion B ock 1
80. 246.133.82 |lIsrael 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
31.154.19.5 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwwidf.il/inages/ 1. he/titlecap.png |B ock 1
207.46.13.8 Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/aman B ock 1
66.249.76.72  |Israel 147. 237.72. 156 |anan. i df . i | chaut hori zed UL AS0e8S (O et k. i son Bl ock 1
46.19.86.153  [Israel 147.237.72.166 |aka. i df . i | m“;kh;rii d?‘??lj\bn;jhﬁlds;g/frgéi ot st o zar o st e, s B ock 1
46. 19. 85. 84 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Qode Bl ock 1
84.95.208.20 |lIsrael 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
192. 116. 96. 192 |I srael 147.237.72. 166 |aka. i df . | %{“&ﬁﬁ&%ﬁﬁﬁig - Protocol violation None 1
77.138. 237. 146 |France 147.237.72. 166 |aka. i df . i | mu;kh:ri id??idl /“f;:(::/fpgdéfo;m.asp B ock 1
66.249.76.30  [Israel 147.237.77. 243 |nobi | e. i df . i | Lradthort zed LR fflfr‘fos\jvtagpl o abp-si t - assocl i on Bl ock 1
46. 19. 85. 195 | srael 147.237.76.31 |nakchal .idf.il Mal fornmed URL _ at uvs=57c7¢55259867¢c82000 Bl ock 1
80. 246. 133. 174 [l srael 147.237.77. 216 |dover.i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 1
37.26.147.213 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock 1
207.46.13.64 [Wnited Sates |147.237.77.216(dover.idf.il Uhaut hori zed URL Access to waw idf.il/error. htm Bl ock 1
157.55.39.71 [tnited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.76.75 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
84.95.208.20 |Israel 147. 237.77. 216 |dover . i df . i | mult erl' szfenlﬁ‘afg;e;jné;age/ B vi k. pho B ock 1

09-01-2016-09:04:09 to 09-01-2016-10:04:09




