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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Targ et

Signature

Address Country Address

176. 13. 239, 31 I srael 147.237.77.216  |dover.idf.il ;(/]; handshake violation, first packet not . 3
5. 189. 186. 243 Ger nany 147. 237. 76. 202 e halag.idf.il B ack List drop 2
5. 189. 186. 243 Ger nany 147.237. 76. 200 eitan aka.idf.il B ack List drop 1
123. 59. 59. 52 hi na 147.237.0. 17 Im"”' kosher-kravi. idf.i |, o sptraf1 forvard 1
5.189. 186. 243 Ger many 147.237.76. 197 e hinush.idf.il B ack Li st dr op 1
5. 189. 186. 243 Ger nany 147.237. 76. 201 e atal.idf.il B ack List drop 1
2.53.189. 97 I srael 147. 237.77. 216 dover.idf.il 5’; handshake violation, first packet mot . 1
5. 189. 186. 243 Ger nany 147.237. 76. 198 e.yohal an.i df .il B ack List drop 1
5.189. 186. 243 Ger many 147.237.76.176 test.ncore.idf.il B ack Li st dr op 1
5. 189. 186. 243 Ger nany 147.237. 76. 199 e. nakchal .idf.il B ack List drop 1
82.81. 193. 202 | srael 147.237.72. 167 i shurimaka.idf.il B ack List drop 1
5. 189. 186. 243 Ger nany 147. 237. 76. 196 e.svivaidf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure Device Action |Oount
87.242.112.35 Russian Federation  |147.237.77.233 |atal .idf.il[3808 HITP. SQ Injection Variable Declaration Evasion B ock 6
87.242.112. 35 Russi an Federati on 147.237.77.233 |atal .idf.il[5670: HITP. SQ Injection (SELECT) B ock 6
87.242.112. 35 Russi an Federation 147.237.77.233 |atal .idf.il[6134 HITP. SQ Injection Variabl e Decl aration Evasi on B ock 6
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
87.242.112. 35 147.237.77.233 |Russian Federation |atal.idf.il SQ Injection - Select From 20
162. 144. 203. 82 147.237.77.216 |Lnited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 3
46.120. 122. 219 147.237.77.216 |Israel dover.idf.il Xenu Link S euth User Agent 2
91. 201. 236. 50 147.237.76.199 |Wkraine e. nakchal .idf.il ET SCAN NVAP -f -sS 1
89. 139. 105. 134 147.237.77.216 |lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
82. 201. 140. 195 147. 237.76. 42 Egypt refuah.idf.il ET SCAN Potential SSH Scan 1
212.179. 21. 194 147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
46.227.67.172 147.237. 76. 44 Sweden e.refuah. idf.il ET SCAN NVAP -sS wi ndow 1024 1
211.141.78.56 147.237.76. 38 Chi na eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
23. 82. 46. 210 147.237.76.196 [Wited Sates e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193.201. 225. 149 |147.237.77.179 |Wkraine e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
117. 149. 38. 34 147. 237.76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
109. 65. 117. 55 147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 50 147.237.76.199 |Wkraine e. nakchal .i df .i | ET SCAN NVAP -sS wi ndow 2048 1
91. 201. 236. 50 147.237.76.199 |Wkraine e. nakchal .idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
221.204.249. 157 |147.237.76.202 |China e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.181. 57. 166 147.237.72.166 |lIsrael aka idf.il portscan: TCP Distributed Portscan 1
211.141.78.56 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.12.74.76 147.237.0.19 Lhited Sates nadi matal .idf.il WEB- O3 redirect access 1
23.82. 46. 210 147.237.0.35 Lhited Sates akavs. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
117. 149. 38. 34 147.237.0. 16 Chi na ny- kosher -kravi .i df . i1 ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147.237.76.199 |Wkraine e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
62. 0. 218. 229 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 66
82. 80. 149. 93 I srael 147.237.72. 167 |i shurimaka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |52
82. 80. 149. 93 | srael 147. 237. 72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST nonitor |50
216.15.172.84 |lhited Sates |147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |16
216.15.172.84 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 16
216.15.172.84 |Lhited Sates |147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |16
216.15.172.84 |Lhited Sates |147.237.76.39 |mobile neitav.idf.il |[SYN Attack SYN -> SYN-ACK -> Tineout |monitor |16
216.15.172. 84 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
216.15.172.84 |lLhited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |16
216.15.172.84 |Uhited Sates |147.237.76.31 |nakchal.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |15
82.166.93.161 |lsrael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 15
216.15.172.84 |lLhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |15
109. 253. 218. 147|l srael 147.237.77. 216 |dover . i df i | dr op First packet isn't SWN drop 14
46.19.86.58  |Israel 147.237.77. 216 |dover. i of . Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | o 13
Ret r ansni ssi on Packet dropped.
89. 139. 151. 92 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 10
46.188.32. 37 :Z:::I”ion 147. 237. 77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 10
2.53.189. 36 I'srael 147.237.77. 243 |nobi l e, i of .1 Streamng Engine: TCP I nval i d invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 107 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or
46. 19. 86. 66 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
109. 253. 218. 147I sr ael 147. 237.77. 216 |dover i df .i | Bad TCP sequence ;ﬂ'\f;oefnrj;;j;;?c;gth moni tor |7
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 217 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
109. 253. 218. 147|l srael 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |nmonitor |6
46. 19. 85. 217 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19.86.196  |Israel 147.237.77. 243 |nobi l e i of .1 Streaming Engine: TCP I nval i d invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
82. 80. 149. 93 I srael 147.237.77. 216 [dover.i df i | Bad TCP sequence I'nvalid ACK nunber noni t or
46. 19. 85. 217 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert
2.53.43. 25 I'srael 147.237.72. 167 i shrimaka iar i1 | @M NG Engi ne: TP Invalid |invalid segnent retransmission. 6
Ret r ansni ssi on Packet dropped.
82.80. 149. 93 | srael 147.237.72. 167 |i shurimaka.i df .i | drop First packet isn't SYN drop 6
82. 80. 149. 93 | srael 147.237.77. 216 |dover.i df i SYN At tack SYN -> SYN-ACK -> RST nonitor |6
46.19. 85. 217 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni tor |6
83.168. 250.50 |Sweden 147.237.77.74 |lawidf.il dr op SAMrul e drop 6
109. 253. 218. 147|I srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 5
109. 253. 218. 147|l srael 147.237.77. 216 |dover . i df i | SYN At tack SYN -> SYN-ACK -> Tineout |[alert 5
46.19. 85. 33 I'srael 147.237.77. 226 | "}" chanatz. aka. 1df 1paq TOP sequence Inval i d AGK nunber moni tor |5
77.139.155.76  |France 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 107 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 5
109. 253. 218. 147|l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 5
176. 13. 243. 229 |Israel 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |4
85.65.27.107  |israel 147. 237.76. 200 |ei tan. aka. i f . Streaning Engine: TCP Inval id finvalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
46.19. 85. 107 | srael 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST nonitor |4
109. 253. 145. 58 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 4
212.179.93. 114 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 4
82. 80. 149. 93 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
77.139.155. 76  |France 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 4
46.116.112.20 |israel 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | o 4
Ret r ansni ssi on Packet dropped.
46. 19. 86. 205 | srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop
46. 19. 86. 66 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert
37.26.148.206 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | Streanng Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
82.80.153.174 |l srael 147. 237. 72. 166 |aka.i df .i1 Bad TCP sequence Inval i d ACK nunber monitor |3
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46. 19. 86. 86 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 178
176. 13. 245. 121 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 18
77.138.51.210  |France 147.237.72.166 |aka. i df . i | m“;g'ii jfe_di I'\ﬁtmgon‘j sﬁ;';%:)pups ) mar ki vsachar . aspx B ock 10
2.55.5.152 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
5.29. 241. 175 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
95. 35. 207. 77 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
80. 246. 139. 4 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
85.65.71. 4 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
185.32.179. 74 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
198. 100. 145. 167|Canada 147.237.77. 216 |dover. i df . i | muitg']f’.rii Izlefdﬁcﬁixssi fA;g/ i rectivel | ndex! Bl ock 2
176.13.239. 77 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
2.53.147.113 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock
109.254.49.39  |Wkraine 147.237.77.74 |law i df.il Poramster pe :Ae;’;ft ai i 'ggffolcf;t;t' ]flelng' ;‘spx Bl ock 2
77.138.43.198 |France 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
2.53.189.36 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
180.97.106.37  |hina 147.237.0.17 ;nlnly kosher-kravi. 1d 1 i ed NAL Character in hethod B ock 1
93.172.215. 211 [Israel 147.237.76.42 |refuah.idf.il e o Tere iy 2 aspx Bl ock 1
198. 100. 145. 167|Canada 147.237.77. 216 |dover.i df .i | Mil tipl e Admin Bl ocking from 198. 100. 145. 167 B ock 1
66.249. 64.228 I srael 147.237.77. 243 |nobi  e. i df . i | ﬁﬂtg‘mzfﬂaﬁ :Ca;;S:i S eciation Bl ock 1
180. 97.106. 37 [China 147.237.76.200|ei tan. aka. i df .i | Dstributed I11egal Byte Qode Character in Mthod B ock 1
157.55.39. 175 |Uhited Sates |147.237.72.166|aka.idf.i | Unknown Par anet er pagenumin aka.idf.il/chinuch/gal | ery/ None 1
77.139.6. 178 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df . il/mai n/ sachar B ock 1
192.169.7.223 |[thited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed Met hod HEAD for 147.237.76. 42/ B ock 1
180. 97. 106. 37  |Chi na 147.237.0.34 |tikshuv.idf.il Dstributed I11egal Byte Gode Character in Mthod B ock 1
66.249.66. 246 I srael 147.237.77. 234 [hal ag. i df . i | mﬁtg]g?rsltfig. ;tﬂ_al .Aicd(;(.e?lslignpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
2.53.2.48 I srael 147.237.72. 166 |aka. i df . i | \T\rwa'at;e:df%??/ﬂiﬁ/!afhjr'/?’;gi'gmiOnW. Jardl regi ster. aspe None 1
180. 97. 106. 37  |Chi na 147.237.76.200(ei tan. aka. i df . i | Oistributed NALL Character in Mthod B ock 1
194. 114. 146. 227 |1 sr ael 147.237.77. 216 |dover.i df .i | Ml tipl e Wnauthorized URL Access from 194. 114. 146. 227 B ock 1
180.97.106. 37  [Chi na 147.237.0.34 |tikshuv.idf.il Dstributed NLL Character in Mthod B ock 1
95.103. 86. 124 |Jovakia 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df .il/sachar/l ogin/ B ock 1
199. 203. 226. 21 |l srael 147.237.77. 216 |dover.i df .i | Ml tiple Unhauthorized URL Access from 199. 203. 226. 21 B ock 1
68.180.230.47  |Uhited Sates |147.237.77. 216 [dover. i df. | muit ngril Izlidenﬁtii?zinL(;/ user cont r ol s/ pronot i oncube/ Bl ock !
180. 97. 106. 162 |Chi na 147.237.77. 170 |maar achot . i df . i | Dstributed I11egal Byte Gde Character in Mthod B ock

84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Uhaut hori zed LRL Access to wan kosher-kravi.idf.il/defaul t.aspx [B ock

194. 114. 146. 227 I srael 147.237.77. 216 |dover . i df . i | mﬁté‘ﬁzif/?pﬁ;{gggﬁltec;/ 0/ 1490, prg B ock 1
46.19. 86. 196 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
180. 97. 106. 37  |Chi na 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in Mthod B ock 1
212.179.21.194 |lIsrael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
180. 97. 106. 162 |Chi na 147.237.77. 170 |nmar achot . i df . i | Dstributed NALL Character in Mthod B ock 1
180.97.106.37 |China 147.237.0.17 ;nlnly kosher-kravi.id | o e I1legal Bjte Qode Character in Mthod B ock 1
198. 100. 145. 167|Canada 147.237.77.216|dover.i df .i | Adnin Bl ocki ng B ock 1
66. 249. 64. 30 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
180.97. 106. 37  [Chi na 147.237.72. 166 |aka. i df . i | Dstributed NLL Character in Mthod B ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | Whaut hori zed Met hod HEAD f or B ock 1

wwv aka. i df . i1/ brothers/skiraldefaul t.asp
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