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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Site Signature Device Action

5. 189. 186. 243 Ger nany 147. 237. 76. 147 chi nuch. aka.idf . il B ack List drop 1
123. 59. 59. 52 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 1
91. 230. 121. 156 Lkr ai ne 147.237. 76. 147 chi nuch. aka.i df . il B ack List drop 1
91. 230. 121. 156 Lkrai ne 147.237.76. 197 e. hinush.idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237.76. 176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
94.73. 145. 50 Tur key 147.237.77. 233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
151. 80. 31. 182 France 147. 237. 72. 166 aka.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
198. 20. 69. 74 Lhited Sates 147.237.0.19 madimatal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

167.114. 17. 147 |147.237.77. 176 |Canada mat pash. i df .i | Tehila - Perl LWP wth fake user agent 81
94. 73. 145. 50 147, 237. 77. 233 | Tur key atal.idf.il SQ Injection - Select From 8
46.120. 122. 219 (147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 2
91.201. 236. 155 [147.237.0.19 |Wkraine madi matal .idf.il ET SCAN NVAP -f -sS 1
66.249. 64. 108  |147.237.77.176|Wited Sates  |natpash.idf.il ET SCAN NVAP -sA (2) 1
221.204. 249. 157|147. 237. 76. 38 |Chi na e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 149|147. 237. 76. 39 |Wkrai ne nobi le.nei tav.idf.il [ET SCAN Potential SSH Scan 1
192, 210. 167.50 |147.237.0.19 |Lhited Sates nadi matal .idf.il VEB- O3 redirect access 1
116. 12. 175. 233 |147. 237. 72. 217 |S ngapore eidf.il ET SCAN NVAP -sS w ndow 3072 1
91.201. 236. 155 [147.237.0.19 |Wkraine madi matal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
81. 149. 62. 53 147.237.8.28 |United Kingdom |e. nobile-ks.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
58. 65. 240. 98 147.237.77. 74 |Indonesi a lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 76. 196 [Net her | ands e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
221.204. 249. 157|147. 237. 76. 30 |Chi na hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
193.36.35.241 |147.237.0. 16 g{jz;;”im ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0. 200 |China . i df il ET SCAN Potential VNC Scan 5900- 5920 1
116. 12. 175. 233 |147. 237. 72. 217 |S ngapore eidf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
84.229. 5. 240 I srael 147. 237. 72. 167 |i shurimaka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout moni t or 33
. . . . SYNtAXK retransmt with .
84.229. 5. 240 I srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence di fferent vi ndow scal & noni t or 30
216.15.172.84 |lnited Sates |147. 237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or 13
216.15.172.84 |lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
216.15.172.84 |Wnited Sates [147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 12
216.15.172.84 |lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or 12
216.15.172.84 |lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
216.15.172.84 |lhited Sates [147. 237. 76. 200 |eitan. aka. i df .i| SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 12
216.15.172.84 |lnited Sates [147. 237. 76. 147 |chi nuch. aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or 11
216.15.172.84 |lhited Sates |147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
. . SYNWAXK retransmt with .
84.229. 5. 240 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 9
84.229.32.155 |lsrael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or
84.229. 5. 240 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
84. 229. 5. 240 I srael 147. 237. 72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
84.229.5.240  |israel 147. 237. 72. 166 |aka. i f . Bad TCP sequence SYNGACK retransmt with moni tor |7
different wndow scal e
46. 19. 85. 40 | srael 147.237.72. 166 |aka.i df.i| SYN Att ack SYN -> SYN-ACK -> RST noni t or
2. 55. 140. 26 | srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST moni t or
Sreaning Engine: TGP Invalid i i ssi
80. 178. 218. 108 I srael 147. 237. 77. 243 |nobi 1 e.i o i 9 =g Invalid segnent retransmssion. 6
Ret r ansm ssi on Packet dropped.
109. 253. 145. 58 |Israel 147. 237. 72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
217.132. 227. 215|lI srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
176.13.235.50 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert
Sreaming BEngine: TCP Invalid i i ssi
147.235.185. 74 |Israel 147. 237.77. 243 |robile. i f .| 9 =g Invalid segnent retransmssion. o 4
Ret ransm ssi on Packet dropped.
176.13.235.50 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
208.64.36.122 |Wited Sates |147. 237. 76. 199 |e. nakchal .i df il Geo- | ocat i on enf or cenent gﬁfolggixn  nbound drop 4
89.139.151.92 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
176.13.235.50 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
216.15.172.84 |lnited Sates |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
216.15.172.84 |Wited Sates [147.237. 72. 166 |aka.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
79.177.221.194 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 3
216.15.172.84 |lnited Sates |147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
46.19. 86. 93 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
216.15.172.84 |Wited Sates |147. 237.0. 17 ;nlnly kosher-kravi.id [N At t ack SYN -> SYNACK -> Tineout |monitor |3
37.46.41.20 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor 3
Sreaning Engine: TGP Invalid i i ssi
217.132.99. 251 |israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
216.15.172.84 |Wnited Sates |147. 237. 77. 170 |naarachot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
Streaming Engine: TCP Invalid [invalid segnent retransmission
197.48.157.2 t 147. 237. 77. 243 |nobi l e. i df . i | S ' droj 3
Fovp Ret r ansm ssi on Packet dropped. P
79.181.160.65 |lsrael 147.237.72. 167 |i shurimaka.idf .il drop First packet isn't SYN drop
216.15.172.84 |lhited Sates |147.237.77. 234 |hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or
216.15.172.84 |lhited Sates |147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
Sreanming BEngine: TCP Invalid i i ssi
66.249.93.191  |Europe 147. 237. 77. 243 |robi 1 e. i of . i 9 =g Invalid segnent retransmssion. o 3
Ret r ansmi ssi on Packet dropped.
216.15.172.84 |lhited Sates |147.237. 77. 176 |nat pash. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout nmoni t or 3
46. 19. 86. 64 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 3
216.15.172.84 |lnited Sates |147.237.77.235|sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
216.15.172.84 |Wited Sates [147.237.0.34 |[tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
81.218.201. 133 |Israel 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber monitor |3
46. 19. 86. 64 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber monitor 3
216.15.172.84 |Wited Sates [147.237. 72. 156 |aman.i df.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
216.15.172.84 |wited Sates |147. 237. 77. 226 ;“”““Cha"atz' aka.idf 1 fovn At t ack SYN -> SYN-ACK -> Timeout  |monitor |3
46. 165. 197. 141 |Ger nany 147.237. 72. 166 |aka. i df .i | dr op SAMrul e drop
5.102.242.114 |[Israel 147. 237. 72. 166 |aka. i of . i | Bad TCP sequence Inval i d ACK nunber noni t or




09-01-2016-07:04:07 to 09-01-2016-08:04:07

|Top Attackers In V\AF|

At acker

Devi ce

Country Target Address |Site S gnature Action ‘Count

62.90. 143. 206 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 21
2.55.134.158 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 7
46.19.86.225 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
77.139.57.31 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for wwy aka.idf.il/ishurim B ock 5
77.124.37.26 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod CPTI ONS for ww aka. i df . i |/ mai n/ sachar/ Bl ock 4
167. 114. 17. 147 |Canada 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unauthorized URL Access from 167.114. 17. 147 Bl ock 4
46.19.86.103 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
109. 254. 49. 39 |krai ne 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df . il/giyus/ nai n/ defaul t. asp' a=0 B ock 2
180. 97. 106. 37 |Chi na 147.237.77.235|sviva.idf . il Mitiple Illegal Byte Gode Character in Mthod from 180.97. 106. 37 B ock 1
167. 114. 17. 147 |Canada 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to waw cogat . idf.il/1c/ciel o/l ogs/xm.|og Bl ock 1
66.249.76.83 |Israel 147.237.77.216|dover . i df . i Mil ti pl e Unaut horized URL Access from 66. 249. 76. 83 B ock 1
180. 97. 106. 162 |Chi na 147.237.76.31 |nakchal .idf.il Ostributed NILL Character in Mthod B ock 1
46.19.85.113 |Israel 147. 237.72. 166 |aka. i df . i | \;:,arwar:;:ri gféidl ?‘r:a{n\fsoéij;/nf Oirgot pessvor d, aspx None |1
180. 97. 106. 37 |Chi na 147.237.77.74 [lawidf.il Dstributed Il1egal Byte Qode Character in Mthod B ock 1
84.94. 161. 218 |Israel 147.237.72. 166 |aka. i df . i | m”;’rglz?r f‘I"/ertmer N;?hmTwED in None |1
180. 97. 106. 37 [China 147.237.77.235|sviva.idf . il Mil tipl e NILL Character in Method from 180. 97. 106. 37 B ock 1
180. 97. 106. 37 |Chi na 147.237.72. 156 [aman. i df . i | Dstributed I11egal Byte Qode Character in Mthod B ock 1
66.249.76.83 |Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/print_text.asp B ock 1
46.19.85.126 |Israel 147.237.76.42 |refuah.idf.il Abnormal |y Long Request et hod B ock 1
180. 97. 106. 162 |Chi na 147.237.76.86 |navy.idf.il Dstributed Il11egal Byte Qode Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.77.74 [lawidf.il Oistributed NILL Character in Mthod B ock 1
84.95.208.20 |Israel 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to ww i df.il/defaul t.aspx B ock 1
180. 97. 106. 162 |Chi na 147.237.0.19 |nadimatal .idf.il Dstributed I11egal Byte Qode Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.72. 156 [aman. i df . i | Oistributed NILL Character in Mthod B ock 1
67.195.192. 148 ;hiatt:: 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 67.195. 192. 148 B ock 1
46.19.85.126 |Israel 147.237.76.42 |refuah.idf.il Il1egal HITP Version _pk_ses. 118. f dlc=* B ock
180. 97. 106. 162 |Chi na 147.237.76.86 |navy.idf.il Distributed NLLL Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147. 237.77. 226 WIChanﬂt 2. aka.i Dstributed I11egal Byte Gode Character in Mt hod B ock 1
180. 97. 106. 162 |Chi na 147.237.0.19 |nadimatal .idf.il Oistributed NILL Character in Mthod B ock 1
180. 97. 106. 37 [China 147.237.72.167|i shurimaka. i df.i| |Dstributed I11egal Byte Qode Character in Mthod B ock 1

Mal f ormed URL
46.19.85.126 |lsrael 147.237.76.42 |refuah.idf.il _pk_id.118. fd1c=06b311f 621792d9a. 1472706105. 1. 1472706105. 14727 |B ock 1

06105. ;
180. 97. 106. 162 |Chi na 147.237.77.234|hal ag. i df . i | Dstributed Il11egal Byte Qode Character in Mthod B ock 1
180. 97. 106. 37 |China 147. 237.77. 226 \Q:AN;LIChanat z. aka. | Dstributed NULL Character in Mt hod B ock 1
66. 102. 6. 25 g"ialt:s 147.237.72. 166 |aka. i df . i | mu;f; riid?eﬂ ;\bn;jhr?/dsaﬁ/t/?;v@aysl i p. aspx B ock 1
180. 97. 106. 162 |Chi na 147.237.76.31 |nakchal .idf.il Dstributed I11egal Byte Gode Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.72.167|i shurimaka.idf.i|l |Ostributed NILL Character in Mthod B ock 1

Unknown HTTP Request Met hod

5BYR29R29R2 CYR29R2%R2 C1472706105%R2C¥22andr oi d- app¥BAYRFYRFcom
46.19.85.126 |lsrael 147.237.76.42 |refuah.idf.il . googl e. andr oi d. googl equi cksear chbox%229%6D, in URL Bl ock 1

_pk_i d. 118. f d1c=06b311f 621792d9a. 1472706105. 1. 1472706105. 14727

06105.
180. 97. 106. 162 |Chi na 147.237.77.234|hal ag. i df . i | Distributed NILL Character in Mt hod B ock 1
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