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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country Target Address Signature Device Action Count
82.221.105.7 | cel and 147.237. 76. 197 e. hinush.idf.il B ack List drop 1
91.230. 121. 156 Lkrai ne 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

46.4.123.172 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

deni al of service attenpt

87.112.208.26 |147.237.77.74 LKJ?ir:;gom lawidf.il Tehila - Perl LWP wth fake user agent 2
20,177 118. 165 |147. 237 76.30 |5 el Hirushi b il ET DO5 Large anount of TCP ZeroVWndow - Possible Nkiller2 5
DDos attack
50. 245. 143. 138 |147.237.77.243|Wited Sates [nobile.idf.il ET SCAN NMAP -sS wi ndow 3072 1
193. 201. 225. 149(147. 237. 77. 74 |krai ne lawidf.il ET SCAN Potential SSH Scan 1
23. 82. 46. 210 147.237.77.226 |Whited Sates |ww chanatz. aka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 149|147. 237.8. 24  |krai ne elifestyleidf.il ET SCAN Potential SSH Scan 1
178. 220. 165. 231|147. 237. 77. 212 e.dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
122.72.53.188 |147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
103. 207. 36. 84  |147.237.77. 212 |\ et nam e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 158 |147.237.0.33 |lkraine idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.254.34.165 |[147.237.76. 201 [V et nam eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249.76.117  |147.237.72.166 |Lhited Sates |aka.idf.il SERVER APACHE Apache mod_ssl non-SSL connection to S8 port 1

216.81.230. 167 [147.237.0.16 |[Wited Sates [ny-kosher-kravi.idf.il [ET SCAN NMAP -sS w ndow 1024 1
50. 245. 143. 138 [147.237.77. 243 |Wnited Sates |nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 149(147. 237.8.50 |lkrai ne e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
178. 220. 165. 231|147. 237. 77. 212 e. dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
122. 224. 250. 234|147. 237. 77. 74 |Chi na lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
103. 207. 36. 84  |147.237. 77. 212 |M et nam e.dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91.201. 236. 158 |[147.237.0.33 |lkraine idf.il ET SCAN NVAP -sS w ndow 3072 1
91.201.236.50 |[147.237. 77. 235 |krai ne svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
222.254.34.165 (147.237.8.14 [Metnam e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
118. 101. 29. 205 |Mi aysia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
89. 139. 151. 92 | srael 147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 11
167. 114. 208. 110|Canada 147.237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 6
167. 114. 208. 110|Canada 147. 237. 76. 200 [ei tan. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout [monitor |6
167. 114. 208. 110|Canada 147.237.76.39 |nobile neitav.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 6
167. 114. 208. 110|Canada 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 6
167. 114. 208. 110|Canada 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [monitor |6
167. 114. 208. 110|Canada 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 6
167. 114. 208. 110|Canada 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |5
167. 114. 208. 110|Canada 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout [monitor |5
176. 13. 10. 226 | srael 147.237.77. 243 |nobi le.idf . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
101. 184. 140. 221 |Australi a 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |3
197.48.157.2  |Egypt 147.237.77. 226 ;":’W“Cha"atz' aka.tdf- 14 op First packet ism't SWN drop 3
46.19. 86. 113 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
172.56.6.136  [Lhited Sates 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
128.250.0.213 |Australia 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
68.180.228.87 |Wnited Sates 147.237.76. 200 |ei tan. aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 2
Inval id Retransm ssion Packet dropped.
89.139.151.92 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
49.231.145.50 |Thailand 147. 237. 72. 166 |aka.i f . i | SYN Att ack SYN -> SYN-ACK -> RST noni tor |2
46. 19. 86. 113 | srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SN drop 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
192.169.7.223 |[lhited Sates 147. 237. 76. 148 |gocent er . aka. i df . i | drop drop 2
207.46.13.64  |Wnited Sates 147.237.76.200 |eitan. aka i df . Streamng Engine: TCP Invalid segnent retransmssion. fq ., 2
Inval id Retransm ssion Packet dropped.
137.226. 113.7  |Ger many 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
162. 212. 253. 133|thited Sates 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
216.218.206.75 |United Sates 147.237.0.15  |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
62.138.2. 83 Ger many 147. 237. 77. 178 |e. rat pash. i f . i | Geo- | ocati on enf or cenment gﬁfolggﬁ;xn  nbound drop 1
162. 212. 253. 133|lhited Sates 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> Tinmeout [monitor |1
195.228. 75. 121 |Hungary 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.35 |[thited Sates 147. 237. 77. 176 |nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> RST monitor |1
222.254.34. 165 |V etnam 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenment Sﬁ?olr‘c)gﬁl'nfn  nbound drop 1
85.113. 119. 13 Erff:i(;;f‘”acupied 147. 237. 77. 176 |nat pash. i of . i | drop First packet isn't SIN drop 1
162. 212. 253. 133|lhited Sates 147.237.76. 200 |ei tan. aka. i df .i | SYN Att ack SYN - > SYN-ACK -> RST noni tor |1
208.54.83.217 |wnited Sates 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |1
49.148.182.1 Phi 1§ ppi nes 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
141.212.122. 45 |[thited Sates 147.237.77. 233 |atal .idf il SYN Att ack SYN -> SYN-ACK -> RST noni tor |1
179. 99. 200. 39 Brazil 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 1
137.226.113.7 |Germany 147. 237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenent ﬁ?olggigf” i nbound drop 1
109. 253. 132. 194|i sr ael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber alert 1
162. 212. 253. 133|lLhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 1
216.218.206.79 |Lnited Sates 147.237.0.19 |[nedimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni tor |1
162. 212. 253. 133|Uhited Sates 147.237.76. 42 |refuah.idf.il SYN Att ack SYN - > SYN-ACK -> RST noni tor |1
195. 228. 75. 149 |Hungary 147.237.77.176 |nat pash. i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout |[rmonitor 1
2.53. 30. 228 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni tor |1
141.212.122.36 |Wiited Sates 147.237.0. 17 ][nlr:y kosher-kravi . id g\ At ack SYN -> SYN-ACK -> RST monitor |1
172.56.38.243 |[lhited Sates 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
131.253.36.200 |Wnited Sates 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout |nonitor
222.254.34. 165 |V etnam 147.237.76. 201 |e. atal .i df .il Geo- | ocati on enf or cement ﬁ?;'rggiin?n I nbound drop 1
162. 212. 253. 133|thited Sates 147. 237. 76. 200 [ei tan. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor
208.54.86.163 [Wited Sates 147.237.76.86 |[navy.idf.il SYN At t ack SYN - > SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
176.13.1.226 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock
89.139. 95. 220 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
180. 97. 106. 37 |China 147.237.76.39 |nobile.neitav.idf.il |Mitiple NLL Character in Method from 180.97. 106. 37 B ock
Uhaut hori zed URL Access to
66.249.64.15 |[lIsrael 147.237.76.42 |refuah.idf.il wan refua. atal . idf.il/tenpl at es/ shared/ user control s/ navnenu/ undefin |Bl ock 1
ed
180. 97. 106. 37 |China 147.237.77.216|dover. i df . i | Illegal Byte Gode Character in Mthod B ock 1
131. 253. 24. 152 |Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
66.249.76.83 |lIsrael 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 66.249. 76. 83 B ock 1
180. 97. 106. 162 |Chi na 147.237.77.233|atal .idf.il Dstributed NILL Character in Mthod Bl ock 1
31.154. 237. 163 |I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
180. 97. 106. 37 |thina 147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Code Character in Mthod from180.97.106.37 |B ock 1
104. 148. 201. 34 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for waw aka. i df.il/mai n/rabanut/ Bl ock 1
Unaut hori zed URL Access to
66. 249. 64. 108 |Israel 147.237.77. 176 |mat pash. i df . i | wn cogat . i df . i |/ usef ul i nf or mat i on/ i dkoni nt pages/ 0103201 1bei t ar . as [Bl ock 1
pXx
180. 97. 106. 37 |Chi na 147.237.77. 216 |dover . i df . i | NULL Character in Method B ock
131. 253. 26. 227 |Whited Sates [147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock
66. 249. 76. 117 |Israel 147.237.72. 166 |aka. i df . i | %ﬁgﬁﬂfﬁjﬁﬁf& Protocol violation None 1
207.46.13.102 [Wited Sates |147.237.0.16 nlyl kosher-kravi . idf |, hori zed URL Access to wan ny- kosher - kravi . i df .il/ B ock 1
37.26.149.170 |[lIsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
180. 97. 106. 37 |China 147.237.76.42 |refuah.idf.il Mil tiple NILL Character in Method from 180. 97. 106. 37 B ock 1
131. 253.24. 129 |Whited Sates [147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
66. 249. 66. 177 |l srael 147.237.77. 216 |dover.i df . i | Mil tipl e Unaut hori zed URL Access from 66.249. 66. 177 B ock 1
180. 97. 106. 162 |Chi na 147.237.0.15 |kosher-kravi.idf.il |[Ostributed Illegal Bte Gode Character in Mthod B ock 1
68.180.230.47 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to ww i df .il/newsitel hebrew main. asp Bl ock 1
216. 244. 66. 243 [Lnited Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df . il/navy/ B ock 1
65.55.212. 67 |lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 1
180. 97. 106. 37 |Chi na 147. 237.76. 147 |chi nuch. aka. i df . i | DOstributed I11egal Byte Gode Character in Mt hod B ock 1
131. 253. 24. 140 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wanidf.il/error. htm B ock 1
66.249.76.70 |lIsrael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wnidf.il/.well-know assetlinks.json |B ock 1
180. 97. 106. 162 |Chi na 147.237.0.15 |kosher-kravi.idf.il |[Dstributed NILL Character in Method Bl ock 1
180. 97. 106. 37 |Chi na 147.237.76.39 |nobile.neitav.idf.il [Mitiple Illegal Byte QGode Character in Method from180.97.106.37 |B ock 1
77.126.30.87 | srael 147.237.72. 166 |aka. i df . i | Zjarwa'i;elr df%??/ﬂjﬁ/!a‘zhfri/?lgiigr ot o zar e ster. asp None 1
65.55.212. 87 |wited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wwyidf.il/error. htm B ock
180. 97. 106. 37 |Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i | Dstributed NILL Character in Mt hod B ock
131. 253.24. 148 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock
66.249.76.79 |l srael 147. 237.72. 166 |aka. i df . i | ﬂ?f’;g?fi?;_efﬁﬁ gfgte;sa;; Fil es/ 2170282, pl B ock 1
180. 97. 106. 162 |Chi na 147.237.77.233|atal .idf.il Dstributed 111egal Byte Gode Character in Mthod B ock 1
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