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Attacker Address

|Attacker Country

Target Address Signature Device Action Count
185.94.111. 1 Russi an Federation 147.237.76. 39 nobi | e.nei tav.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 196 e.svivaidf.il B ack List drop 1
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Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
173.208.157.186  |Wited Sates 147.237.77.176  |matpash.idf.il |Cl000074: HITP. majestic bot Pernit 2
80. 241. 60. 207 Ger nany 147.237.77.216  |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
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138. 128. 221. 194|147. 237.76.39 |lLhited Sates |nobile. neitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
138. 128. 221. 194|147. 237. 77. 121 |Uhited Sates [e.navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
138. 128. 221. 194|147. 237. 76. 147 |Uhited Sates [chi nuch. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
138. 128. 221. 194|147. 237. 77. 233 |Lnited Sates |atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
138. 128. 221. 194(147. 237. 76.31 |Whited Sates |nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 2
46.120. 122. 219 (147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 2
193. 201. 225. 149|147. 237. 76. 201 |Wkrai ne eatal.idf.il ET SCAN Potential SSH Scan 1
138. 128. 221. 194|147. 237. 76. 197 |Lhited Sates |e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
193. 201. 225. 149(147. 237. 76. 147 |kr ai ne chi nuch. aka. i df . i | ET SCAN Potential SSH Scan 1
138. 128. 221. 194|147. 237. 76. 44 |lLhited Sates |e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
. SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
139. 162. 13. 205 |147.237.76.31 |S ngapore nakchal .idf.il . . 1
deni al of service attenpt
138.128. 221. 194|147. 237. 77. 234 [nited Sates |halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
138. 128. 221. 194|147. 237.76. 34 |lLhited Sates [yohalan.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
138.128. 221. 194|147, 237. 77. 226 |Wnited Sates |wwuchamatz. aka.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
138. 128. 221. 194|147. 237. 72. 167 |Uhited Sates [ishurimaka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
138. 128. 221. 194|147. 237. 77. 205 [Lhited Sates |prishaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
138.128. 221. 194|147. 237.72. 14 |thited Sates [dover.idf.il (ol d) ET SCAN Potential VWNC Scan 5900- 5920 1
208.100. 26. 228 [147.237.76.148|thited Sates [ggcenter.aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.114.179.186 |[147.237.8.27 |[Yenmen e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
138. 128. 221. 194|147.237.77. 61 |lLhited Sates |e.cogat.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
193. 201. 225. 149|147. 237. 77. 243 |Wkrai ne nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
138. 128. 221. 194|147. 237. 76. 198 |Lhited Sates |e. yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
193. 201. 225. 149(147. 237. 76. 177 |kr ai ne ncore.idf.il ET SCAN Potential SSH Scan 1
185. 141. 27. 44  |147.237.0. 16 ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
138. 128. 221. 194|147.237.76. 42 [Lhited Sates |refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
138. 128. 221. 194|147. 237. 77. 235 |Uhited Sates [sviva.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
138. 128. 221. 194|147.237.76. 38 [lLnited Sates |e.eneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
138. 128. 221. 194|147. 237. 77. 212 |Lhited Sates |e. dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
138. 128. 221. 194|147. 237. 72. 156 |Lhited Sates [aman.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
138. 128. 221. 194|147. 237. 77. 170 |Uhited Sates [maarachot.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
208. 100. 26. 231 [147.237.76.201 |Wited Sates e atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.114.179.186 |[147.237.8.27 |[Yenmen e.madimatal .idf.il ET SCAN NVAP -sS w ndow 3072 1
138. 128. 221. 194|147. 237.77. 74 |lnited Sates [lawidf.il ET SCAN Potential WNC Scan 5900- 5920 1
208.73.143.36 |147.237.0.200 |Lhited Sates |ndu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
138. 128. 221. 194|147. 237. 76. 202 |Lhited Sates |e.halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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A tacker

Addr ess Country ‘Target Address |Ste Signature
167. 114. 208. 110|Canada 147.237.76.200 |eitan. aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 40
167. 114. 208. 110|Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 40
167. 114. 208. 110|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 40
167. 114. 208. 110|Canada 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 39
167.114. 208. 110|Canada 147.237.76.39 [nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 39
167. 114. 208. 110|Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 39
167. 114. 208. 110|Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 39
167.114. 208. 110|Canada 147.237. 76. 147 [chinuch. aka.idf .il |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 39
5.231.197. 13 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
66.249. 66. 242 |United Sates |147.237.77. 234 |hal ag.idf.il Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on drop 9
Ret r ansm ssi on Packet dr opped.
66. 249. 66. 246 |Uhited Sates |147.237.77. 234 |hal ag.idf. il Streaning Engine: TCP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet  dr opped.
84. 108. 152. 22 | srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 7
109. 253. 244. 83 |l srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 6
5.231.197.11 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
189. 149.63. 46  |Mexi co 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
210.76.48.126 |hina 147.237.76.86 |navy.idf il Bad TCP sequence iZ'JeetnCr:nsmt wth different moni tor |3
89. 139. 151. 92 | srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
109. 253. 244. 83 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
210.76. 48. 34 Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 3
118. 101. 29. 205 |Mi aysia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
210. 76. 48. 34 Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
66.249.76.106 |lited Sates |147.237.72. 166 |aka. idf.il Streaning Engine: TCP | nvalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
210.76.48.126 |China 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 3
109. 253. 244. 83 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
210.76.48.126 |China 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 2
77.138.52.97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
210. 76. 48. 126 Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 2
176.13. 235. 192 |[Israel 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
192.169.7.223 |[hited Sates [147.237.76. 148 [gqcenter.aka idf.il |dr op drop 2
210.76.48.34  |nina 147.237.76.86 |navy.idf.il Bad TCP sequence :ZZ'J:;;S”S"“ Wth different alert 2
68.180.230.47 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
210.76.48.126 |hina 147.237.76.86 |navy.idf il Bad TCP sequence ?:Z'Jeetncr:nsmt Wth different alert 2
208.100. 26.231 |lhited Sates [147.237.76.201|e.atal.idf.il Geo- 1 ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |dr op 2
210.76.48.34  |nina 147.237.76.86 |navy.idf.il Bad TCP sequence :ZZ'J:;;S”S"“ Wth different moni tor  [2
84.132.59.139 |Ger many 147.237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
183. 129. 160. 229|Chi na 147.237.76.86 |navy.idf.il dr op SAMrul e drop 1
71.238. 26. 19 Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3.91 Lhited Sates |147.237.8.28 |e.nobile-ks.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 1
62.138. 2. 83 Ger many 147.237.0.15 |kosher-kravi.idf.il|SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
210.76.48.34 Chi na 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
74.82.47.59 Lhited Sates |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3. 91 Lhited Sates [147.237.76. 199 |e. nakchal .idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
2.55.47.57 | srael 147.237.72. 156 |aman. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.38 |lhited Sates [147.237.0.35 [akaws.idf.il dr op drop 1
184. 105. 247. 242|lhited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3. 91 Lhited Sates |147.237.72.14 |dover.idf.il(od) |drop Frst packet isn't SN drop 1
62.138. 2. 83 Ger many 147.237.8.24 |e.lifestyle.idf.il |Geo-1 ocation enforcenent Geo-l ocat i on inbound enf or cenent |dr op 1
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66.249.76.83 |Israel 147.237.77.216 |dover . i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 76. 83 B ock 3
180. 97. 106. 162 |Chi na 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.0. 17 ][nlrrly kosher-kravi.id| i ed NLL Guaracter in Method B ock 1
66.249.64.95 |Israel 147.237.76.30 |hi nush. i df .i| wﬁteiﬂ;;d. i?ﬁfgﬁ; ;‘;S/ ear chr esul i di / sear chres tsi f . asp | B °°K 1
180. 97. 106. 37 |China 147.237.72.167|i shuri maka.idf . il Mitiple Illegal Byte Gode Character in Mthod from 180.97.106.37 [B ock 1
120.27.115.58 |China 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/main/ hone/ defaul t.aspx |Bl ock 1
180. 97. 106. 162 |Chi na 147.237.72. 166 |aka. i df . i | Dstributed NLLL Character in Mt hod B ock 1
180. 97. 106. 37 |China 147.237.0.34 |tikshuv.idf.il Mitiple Illegal Byte Gode Character in Mthod from 180.97.106.37 [B ock 1
66. 249. 66. 177 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp Bl ock 1
180. 97. 106. 37 |Chi na 147.237.72.167|i shuri maka.i df .i | Mil tiple NILL Character in Method from 180. 97. 106. 37 B ock 1
139. 162. 13. 205 |Sngapore ~ |147.237.76.31 |nakchal .idf.i | \'\/'T’ 'of ia'f'i inﬁtgfm_i‘ﬁif&g)mm 139.162. 13.205 (Protocol o 1
183. 90. 36. 180 |S ngapore 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for vy aka. i df . il /mai n/ sachar B ock 1
180. 97. 106. 37 |China 147.237.0.34 |tikshuv.idf.il Ml tiple NLLL Character in Method from 180. 97. 106. 37 B ock 1
66.249.69.83 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
180. 97. 106. 37 |China 147.237.76.200|ei tan. aka. i df . i | Dstributed |11egal Byte Gode Character in Mthod B ock 1
139. 162. 13. 205 |Singapore  |147. 237.76.31 |nakchal .i df . i1 i‘s&gﬁﬁnﬁfﬁﬁg - Protocol violation None 1
192.169. 7. 223 |Whited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237. 76. 42/ Bl ock

180. 97. 106. 37 |Chi na 147.237.72. 156 |anman. i df . i | Illegal Byte Qde Character in Method B ock 1
180. 97. 106. 37 |Chi na 147.237.76.200(ei tan. aka. i df . i | Ostributed NILL Character in Method B ock 1
180. 97. 106. 37 |thina 147.237.0.17 ;nerly kosher -kravi . i d Ostributed I11egal Byte Gode Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.72. 156 |anman. i df . i | NULL Character in Method B ock 1
66.249.76.83 |lIsrael 147.237.77. 216 |dover.idf .il Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
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