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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
185.94.111. 1 Russi an Federation 147.237. 76. 148 gocenter. aka.idf.il B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address Devi ce Action |Oount |
91.109. 242. 34 Lnited Kingdom |[147.237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variable Declarati on Evasion B ock 12
81. 88. 48. 113 Italy 147.237.0. 34 tikshuv.idf.il|6134: HITP. SQ Injection Variable Declaration Evasion B ock 12
217.37.125.121 United Ki ngdom 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
91.109. 242. 34 Lnited Kingdom |[147.237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
81. 88. 48. 113 Italy 147.237.0. 34 tikshuv.idf.il|5670: HITP. SQ Injection (SELECT) B ock 6
173.198. 251. 2 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
185, 21. 133. 159 United Kingdom [147.237.77.216 |dover.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
88. 208. 252. 129 Lhited Kingdom [147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
185. 96. 92. 58 United Kingdom |147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
158. 85. 253. 245 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
91.109. 242. 34 Lhited Kingdom [147.237.76.42 refuah.idf.il |3808: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 5
162.210.196. 130 [Uhited Sates 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot Per nirt 3
91.109. 242. 34 Lnited Kingdom |[147.237.76. 42 refuah.idf.il |9785 HITP. SQ Injection (Referer Header) B ock 1
137.117. 80. 189 Lhited Sates 147.237.72.166 |aka.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
91.109.242.34 (147.237.76. 42 E?';;gom refuah.idf.il SQ Injection - Select From 32
81. 88. 48. 113 147.237.0.34 |italy tikshuv.idf.il S Injection - Select From 21
185.96.92.58  [147.237.77.74 Eimntgec(ijom lawidf.il SQ Injection - Select From 14
88.208. 252. 129 |147.237.77. 74 LKJ?';:gom lawidf.il SQA Injection - Select From 8
173.198.251.2 |147.237.72.166|lnited Sates |[akaidf.il SQ Injection - Select From 8
185.21.133. 159 |147. 237. 77. 216 E;Ir:;cci]om dover i df .il SQ Injection - Select From 8
217.37.125.121 |147.237.77.74 E?';;gom lawidf.il SQ Injection - Select From 5
158. 85. 253. 245 |147.237.77.74 |Wnited Sates |[lawidf.il QA Injection - Select From 4
138. 128. 221. 194(147.237.8.46 |lhited Sates |e.chinuch.idf.il |ET SCAN Potential VNC Scan 5900- 5920 2
. o SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
208.100. 26. 232 [147.237.76. 177 |thited Sates |ncore.idf.il ) ) - 2
deni al of service attenpt
89.216.119.94 [147.237.77.235 sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
138. 128. 221. 194(147.237.8.28 |lhited Sates |e.mobile-ks.idf.il |[ET SCAN Potenti al VNC Scan 5900- 5920 1
138.128.221.194|147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
211.63.33.239  |147.237. 76,38 |FO"6d RepUbliC | o witav.idr.il _ y 1
of Potential Scan or Brute Force
138.128. 221. 194|147.237.0.33 |lhited Sates |idf.il ET SCAN Potential VNC Scan 5900- 5920 1
208.100. 26. 232 [147.237.76. 177 |thited Sates |ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
138. 128. 221. 194(147.237.0.15 |Whited Sates |kosher-kravi.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
193. 201. 225. 149|147. 237. 76. 196 |kr ai ne e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
103.207.39.82 |147.237. 76. 197 |M et nam e. hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |147.237.76. 177 |krai ne ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89.216.119.94 |147.237.77.235 svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
138.128. 221. 194(147.237.8.50 |Uhited Sates |e.tikshuv.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
89.216.119.94 [147.237.77.235 sviva.idf.il ET SCAN NVAP -f -sS 1
138.128. 221. 194|147.237.8.45 |Wiited Sates |e.eitan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
138.128. 221. 194]147. 237. 0. 200 [thited Sates |mdu.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
138.128. 221. 194|147.237.0.34 |Wnited Sates |tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
138.128.221.194|147.237.0.19 |Wited Sates |nadimatal.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
208.100. 26. 228 |147.237.8.46 |[Lhited Sates |e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 1024 1
Korea, Republic |.. o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
121.55. 147. 130 |147.237.0. 34 tikshuv.idf.il ) 1
of Potential Scan or Brute Force
193. 201. 225. 149(147. 237.0. 19  |lkrai ne nadi matal.idf.il |ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.76. 177 |Wrai ne ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
83.168.250.50 |Sweden 147.237.76.42 |refuah.idf.il drop SAMrul e drop 18
167. 114. 208. 110|Canada 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 16
167. 114. 208. 110|Canada 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |16
167. 114. 208. 110|Canada 147. 237. 76. 200 [ei tan. aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[nonitor |15
167. 114. 208. 110|Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
167. 114. 208. 110|Canada 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor |15
167. 114. 208. 110|Canada 147.237.76.39 |[nobile.neitav.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 14
167. 114. 208. 110|Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
167. 114. 208. 110|Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 14
65.128.109. 191 |Wnited Sates |147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |8
65.128.109. 191 |Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i’(\qﬁee;crs”sm't wthdifferent . o 8
65.128.109. 191 [ited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence f:’c\:Jee;ég”S”“ wehdifferent | onitor |8
65.128.109. 191 |Lhited States [147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |7
176. 13. 15. 36 I srael 147.237. 77. 216 |dover.idf . il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |7
176. 13. 15. 36 I sr ael 147.237.77. 216 |dover.idf i1 Bad TCP sequence I'nval i d ACK nunber alert 7
65.128.109. 191 |lLhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 7
176.13.15.36 [l srael 147. 237. 77. 216 |dover . i df .1 Bad TCP sequence wﬁtrj\;;ggz?c;gth monitor |7
176. 13. 15. 36 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni tor |7
176.13. 15. 36 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 7
176. 13. 15. 36 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Tineout |alert 7
89.139.151.92 |israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
176.13. 15. 36 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
167. 114. 208. 110|Canada 147.237.77. 233 |atal .idf il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |4
167. 114. 208. 110|Canada 147.237.72. 156 |anan. i df .il SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 3
167. 114. 208. 110|Canada 147. 237.77. 226 :’“’“’“Cha”atz' aka.1df-T1oyN At tack SYN -> SYN-ACK -> Timeout |monitor |3
167. 114. 208. 110|Canada 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
167. 114. 208. 110|Canada 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
167. 114. 208. 110|Canada 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
167. 114. 208. 110|Canada 147.237.0.17 | kosher-kravi.1d |qun A t ack SYN -> SYN-ACK -> Tineout |monitor |3
167. 114. 208. 110|Canada 147. 237. 77. 170 |n@ar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |3
167. 114. 208. 110|Canada 147. 237. 72. 167 |i shuri maka. i of . | SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |3
46. 19. 85. 205 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |3
167. 114. 208. 110|Canada 147.237.77. 234 |hal ag.idf i1 SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |3
167. 114. 208. 110|Canada 147.237.0.19 |nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |3
167. 114. 208. 110|Canada 147.237.77.235|sviva.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 3
167. 114. 208. 110|Canada 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |3
79.177.221.194 |l srael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SWN drop 2
176. 13. 233. 19 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
192.169.7.223 |lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 2
167. 114. 208. 110|Canada 147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |2
84.109. 115. 177 |Israel 147.237. 77. 243 |robi 1 e. i of . i | Streaning Engine: TCP Invalid|invalid segnent retransmissi on drop 2
Ret r ansmi ssi on Packet dr opped.
54.78. 205. 14 I'rel and 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |1
141.212.122.39 |Wited Sates [147.237.77. 227 |e hamaz.idf .i| Geo- | ocati on enf or cenent i?’;'rggz;imon I nbound drop 1
201. 46. 55. 34 Brazil 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |1
54.78. 205. 14 I'rel and 147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |1
95. 163. 144. 203 gs::;”ion 147.237.76. 201 |e. atal .i df .i Geo- 1 ocati on enf or cenent Sﬁfolrggﬁ;ton  nbound drop 1
169.229.3.91 Lhited Sates 147.237.0.16  |ny-kosher-kravi.idf.il |dr op Frst packet isn't SN drop 1
201. 46. 55. 34 Brazil 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
76.122.133.226 |Uited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence SWNretransmt wth different | oo

sequence
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|Top Attackers In V\AF|

At acker

Target Address |Site

Sgnature

Devi ce

‘Count

Count ry Action
69. 159. 14. 152 |Canada 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known UR. on B ock 5
wwn aka. i df . i |/ mai n/ sachar
) wwv. chamat z. aka. i df )
180. 97. 106. 37 |China 147.237.77. 226 i NULL Character in Method Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 76. 116 [l srael 147.237.77.216|dover . i df . i | 147. 237.77. 216/ 1133- 18287- he/ dover . aspx Bl ock 1
213.151. 62. 217 [I srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to v navy. i df.il/894-he B ock 1
180. 97. 106. 37 |Chi na 147.237.77.74 [lawidf.il NLLL Character in Method B ock 1
66.249.76.30 |lIsrael 147.237.77.243|nobi l e. i df . i | Suspi ci ous Response Code B ock 1
180. 97. 106. 162 |Chi na 147.237.76.31 |[nakchal .idf.il Dstributed I11egal Byte Gode Character in Mt hod B ock 1
180. 97. 106. 37 [Chi na 147.237.77. 176 |nat pash. i df . i | Illegal Byte Gde Character in Method B ock 1
66.249.76.73 |Israel 147.237.0.19 |nadimatal .idf.il Lhaut hori zed URL Access to madi matal .idf.il/ghl xchbg. ht i B ock 1
180. 97. 106. 162 |Chi na 147.237.76.31 |nakchal .idf.il Dstributed NALL Character in Method B ock 1
180. 97. 106. 37 [Chi na 147.237.0.19 |nadimatal .idf.il Dstributed Il11egal Byte Gde Character in Mthod B ock 1
180. 97. 106. 37 [Chi na 147.237.77. 176 |nat pash. i df . i | NULL Character in Mt hod B ock 1
. . Uhaut hori zed URL Access to
66.249.76.77 |lsrael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
180. 97. 106. 162 |Chi na 147.237.77.234|hal ag. i df . i | Ostributed |11egal Byte Gode Character in Mthod B ock
180. 97. 106. 37 |thi na 147.237.0.19 |nadimatal .idf.il Dstributed NULL Character in Mt hod B ock
66.249.64.59 |lIsrael 147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to nadimatal .idf.il/robots.txt B ock
wwv. chanat z. aka. i df
180. 97. 106. 37 |Chi na 147.237.77. 226 i Illegal Byte Gode Character in Mthod B ock 1
. . Uhaut hori zed URL Access to
66.249.76.79 |lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf o um asp B ock 1
180. 97. 106. 162 |Chi na 147.237.77.234|hal ag. i df . i | O stributed NILL Character in Mthod Bl ock 1
180. 97. 106. 37 [China 147.237.77.74 |lawidf.il Illegal Byte Qode Character in Mthod B ock 1
. . Paraneter Type M ol ati on PageNumin
66. 249. 66. 177 |Israel 147.237.77.216|dover . i df . il v i df i 1/ 1086- he/ dover . aspx B ock 1
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