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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
168. 235. 197. 59

|Target Address |Site

|Signature |Device Action |Count |
Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack _Con_Htp drop 1
120. 76. 24. 17 Chi na 147.237. 8. 27 e.nadimatal .idf.il |[JLMPurple Gon_Limt_Tcp dr op 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

Devi ce Action |Oount |

85. 232. 60. 142 United Kingdom  |147.237.77.74 lawidf.il [6134 HITP. SQ Injection Variabl e Declarati on Evasion B ock 6
67.228.38.74 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 6
87.117.203. 23 United Ki ngdom 147.237.77. 74 lawidf.il 5670: HITP. SQ | njection (SALECT) B ock 6
69. 7. 43. 246 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
144.76. 70. 248 Ger many 147.237.77.74 lawidf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
216.119.125.159 [Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ | njection (SALECT) B ock 6
66. 29. 216. 30 Lhited Sates 147.237.72.166 |aka.idf.il |5670. HTTP. SQ Injection (SELECT) B ock 6
85. 232. 60. 142 Lhi ted Ki ngdom 147.237.77.74 lawidf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
67.228.38. 74 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
69. 30. 198. 178 Lhited Sates 147.237.77.216 |dover.idf.i| |Cl000074: HTTP. majestic bot Per mit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
216.119. 125. 159|147. 237. 72. 166 |Uhited Sates [akaidf.il S Injection - Select From 18
85.232.60.142 |147.237.77.74 LKJ?i;:gom lawidf.il S Injection - Select From 14
67.228. 38. 74 147.237.77.74 |Wited Sates |lawidf.il SQ Injection - Select From 14
132.72.138.1 147.237.77. 216 |l srael dover.idf.il SERVER APAQ-E Apac_he de_ssI non- S8 connection to SS. 8
port denial of service attenpt
87.117.203.23 |147.237.77.74 E?ir:;gom lawidf.il QA Injection - Select From 8
69. 7. 43. 246 147.237.77.74 |United Sates |[lawidf.il S Injection - Select From 8
66. 29. 216. 30 147.237.72.166 |Lhited Sates |aka.idf.il S Injection - Select Fom 8
144.76.70.248 |147.237.77.74 |Ger many lawidf.il QA Injection - Select From 8
137.117.80. 189 |147.237.72.166|lhited Sates |aka.idf.il S Injection - Select From 4
24.250.165. 200 [147.237.0.16 |thited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
58. 218. 204. 245 |147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 |147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
46.227.67.172 |147.237.0.35 [Sweden akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
222.254.34.165 [147.237.76.34 [V etnam yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
24.250. 165. 200 |147.237.0.200 |Uhited Sates |[mdu.idf.il ET SCAN Potential SSH Scan 1
201. 238. 202. 219|147.237.0.15 |Gile kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
24.250.165.200 [147.237.0.19 [Wnited Sates |madimatal.idf.il ET SCAN Potential SSH Scan 1
24.250. 165.200 [147.237.0.15 [Wited Sates |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 |[147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
58.218.204. 245 [147.237.0.16 |thina ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
46.227.67.172 |147.237.0.17 |Sweden mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
24, 250.165.200 [147.237.0.33 [lnited Sates |[idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address [Ste Signature Action ‘Count
Sreaming Engine: TGP Invalid i i ssi
2.53.37.45 I srael 147.237.76. 200 [ei tan. aka i df .| 9 =g Invalid segnent retransmssion. | . 12
Ret r ansni ssi on Packet dropped.
89.139.151.92 |[lIsrael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46.19.85.78 I'srael 147. 237.77. 226 :"MWCha”mZ'aka' "1 Bad TCP sequence Inval i d ACK number monitor |7
87.106. 184. 160 |Cer many 147.237.72. 166 |aka. i df . il dr op SAMrul e drop 6
61.220.26.201 [Taiwan 147.237.72. 166 |aka.idf . i1 drop SAMrule drop 6
192. 186. 232. 234|Wited Sates [147. 237.76.86 [navy.idf.il Bad TCP sequence i:‘ur:rgcr:nsn"t wWithdifferent ) ert 4
Sreaning Engine: TAP Invalid i i ssi
199.30.16.187 |[Wiited Sates |147.237.76.200 |eitan. aka idf. il g =g Invalid segnent retransmssion. g, 4
Ret ransm ssi on Packet dropped.
192. 186. 232. 234|Wnited Sates [147. 237.76.86 |navy.idf.il Bad TCP sequence i:‘ur:rgcr:nsn"t wth different monitor |3
Sreaning Engine: TAP Invalid i i ssi
66.249.76.106 |Wnited Sates [147.237.72. 166 |aka idf.il g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dropped.
192.186. 232. 234|nited Sates |147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor 3
197. 39. 140. 193 |Hgypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
2.53.28. 111 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
192. 186. 232. 234|Uhited Sates [147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 3
192. 186. 232. 234|Uhited Sates [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
78.144.77.221 E?';;gom 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 2
185. 69. 4. 235 Iraq 147.237.76. 34 |yohal an.idf.il drop drop 2
: R . . header rejection pattern found in .
64.246.178.34 |lnited Sates |147.237.76.86 |navy.idf.il Header Rejection r equest noni t or 2
78.144.77. 221 z‘;;gom 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
192.169.7.223 |lhited Sates |147.237.76. 148 |gqcenter. aka. i df . il drop drop 2
Lhi ted . . SYNtAXK retransmt with .
78.144.77.221 | . ngdom 147.237.72. 166 |aka.idf . i1 Bad TCP sequence different vi ndow scal e noni t or 2
107. 167. 112. 188|Uhited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
141.212.122.32 |lhited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or
222.254.34.165 |Mietnam 147.237.0. 17 ;"I”Iy kosher-kravi.id (o At ack SYN -> SYN-ACK -> RST monitor |1
62.138. 2. 83 Ger many 147.237.77. 226 :"”‘W':ha"atz'aka' T T 1 syN At t ack SYN -> SYN-ACK -> RST monitor |1
176.13. 249. 197 |l srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 1
141.212.122. 47 |Uited Sates [147.237.72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
120.132.95.94 |China 147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169.229.3.91  |Wwited Sates [147.237.76. 197 [e. hi nush.i df . i1 Geo- | ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
141.212.122.37 |wited Sates |147.237.77. 226 :"”‘W':ha"atz'aka' T T 1 syN At t ack SYN -> SYN-ACK -> RST monitor |1
222.254.34.165 |V et nam 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
89. 139. 151. 92 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
181. 104. 103. 176|Argenti na 147.237.77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout roni t or 1
169.229.3.91  |wited Sates [147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enfor cenent i?;lrggilmon I nbound drop 1
137.226.113.7 |Germany 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
212.179.20.6 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
176. 13. 233. 19 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
141.212.122.38 |wited Sates [147.237.77. 226 :’WCha"atz'aka' T 1 syN At t ack SYN -> SYN-ACK -> RST moni tor |1
222.254.34.165 |MVietnam 147.237.76. 34 |yohal an.idf.il drop drop 1
185. 20. 5. 157 z";;gom 147.237.77. 176 |nat pash. i df .| SYN At t ack SYN -> SYN-ACK -> Timeout |alert 1
169.229.3.91  |Wited Sates [147. 237. 72. 217 |e i of .l Geo- | ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
137.226.113.7 |Germany 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
212.179.20.6 I srael 147.237.77. 216 |dover.i df il Bad TCP sequence Invalid ACK nunber aert 1
62.138. 2. 83 Ger many 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-Iocati on i nbound drop 1
enf or cenent
176.13.233.19 |Israel 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 44 |Wited Sates |147.237.76.201 e atal .idf.il Geo-1 ocation enf or cenent Geo- ocati on i nbound drop 1
enf or cenent
222.254.34.165 |V et nam 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
74.222.192.163 |lLnited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
185. 20. 5. 157 LK!i“r:ge(cjiom 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
169.229.3.91 Lhited Sates |147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
219. 130. 234. 184|Chi na 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 219. 130. 234. 184 B ock 18
219. 130. 234. 184|Chi na 147.237.72. 166 |aka. i df . i | PHP At tenpt B ock 6
66.249.66. 177 [Israel 147.237.77.216|dover.idf.i|l |Wauthorized URL Access to v idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 2
66. 249. 76. 35 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 76. 35 B ock 2
219.74.104.33 |9 ngapore 147.237.77.216|dover.idf.i| |Ostributed Lhauthorized UR. Access on wawidf.il/error.htm B ock 2
157.55. 39. 71 Lited Sates |147.237.72.166|aka.idf.il Distributed Wnauthorized URL Access on 147.237.72. 166/ B ock 1
213.151. 62. 217 |lsrael 147.237.77.216|dover.idf .i| |Wauthorized LRL Access to wwidf.il/tenplates/tenpl atecontrol s/generic/ |B ock 1
Uhaut hori zed URL Access to
66. 249. 76. 83 I srael 147.237.77.216|dover.i df .i| |wwnidf.il/english/announcenent s/ 2002/ may/ bet hl ehen®. st ni Bl ock 1
target="_bl ank

219. 130. 234. 184|Chi na 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ hore/ def aul t. aspx Bl ock 1
203.127.96.216 |9 ngapore 147.237.77.216|dover.idf.i|l |Dstributed Unauthorized URL Access on waw idf.il/error.htm Bl ock 1
216. 244.66.231 |Wited Sates |147.237.72.156|anan.idf.il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
66.249.76.100 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list20041220a. ht m Bl ock 1
220. 255. 145. 120|9 ngapor e 147.237.77.216|dover.idf.i|l |Dstributed Unauthorized URL Access on waw idf.il/error.htm Bl ock 1
207.46.13.64  |lhited Sates |147.237.77.216|dover.idf.il mﬂt;ﬂ'ﬁ?ﬂt ;ﬁ]_atpicozealsit:; i g/ about_our_cour ses, asp Bl ock 1
66. 249. 76. 35 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/.well-knowy asset!inks.json Bl ock 1
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 1
61. 8. 202. 103 S ngapor e 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/mai n/sachar B ock 1
212.199. 144. 158l srael 147.237.77. 176 [nat pash. i df . i ||PHP Attenpt Bl ock 1
66.249. 76. 77 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
132.72.138.1 I srael 147.237.77.216|dover.idf .i| |SSL Wnhtraceabl e Gonnection - Protocol violation (SSL_GONN QLI ENT_ HALLOQ  |None 1
66. 249. 64. 80 I srael 147.237.76.31 |nakchal . i df . i l|Uhauthorized URL Access to wmu nakhal .idf.il/1072- B ock 1
212.199. 144. 158|I srael 147.237.77. 176 |mat pash. i df . i l|Uhaut hori zed UR. Access to wwn cogat . i df . il/wp-1ogin. php B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover.idf.i| |Miltiple Unauthorized LRL Access from 66.249. 76. 83 B ock 1
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