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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
54.72.0.55 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
168. 235. 197. 59 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack GCon Htp drop 2
185.94.111.1 Russi an Federation 147.237.76. 177 ncore.idf.il B ack List drop 1
91. 230. 121. 156 Lkrai ne 147.237.76. 200 eitan.aka.idf.il |Back List drop 1
198. 55. 103. 222 Lhited Sates 147. 237. 0. 200 ndu. i of i | JLMPurple Con Limt Htp drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
59. 67. 64. 13 147.237.8.27 |China e.madi matal .idf.il |[GPL SCAN nmap TCP 2
173. 255. 233. 124|147, 237. 77. 216 |Lhi ted Sates dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
66. 249. 76. 83 147.237.77. 216 |Wited Sates dover.idf.il ET SCAN NVAP -sSA (2) 1
45.79.91.37 147. 237.76. 200 |Lnited Sates eitan.aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
45.32.252.201 |147.237. 76. 196 |Japan esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
23. 82. 46. 210 147.237.72.14 |lLnited Sates dover.idf.il(old) |[ET SCAN NVAP -sS wi ndow 1024 1
208. 67. 1. 151 147.237.76.39 |Lnited Sates nobi | e.nei tav.idf.i|[ET SCAN Potential SSH Scan 1
173. 255. 233. 124|147. 237. 77. 216 |Lhited Sates dover.idf.il SERVER- WEBAPP TRACE at t enpt 1
20,189, 67. 91 147 237 828 |pol and o robil eks. i df | ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45.32.252.201 |147.237.77.19 |Japan lawforumidf.il  [ET SCAN NMVAP -sS wi ndow 1024 1
43.245.183. 109 |147. 237. 77. 235 |l ndonesi a sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.50.168.178  |147.237.76.44 g:aetdesNab erefuahidf.il  |ET SCAN NVAP -sS wi ndow 4096 1
208. 67. 1. 151 147.237.76. 44 |Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
100. 171, 244. 220|147 237 0.19  |polivia vadi matal idh il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Addr ess Country Target Address |Ste Signature
168. 235.197.59 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 167
168. 235.197.59 [lLhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 52
167. 114. 208. 110|Canada 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 7
167. 114. 208. 110|Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
167. 114. 208. 110|Canada 147.237.76.200eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
167. 114. 208. 110|Canada 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 7
167. 114. 208. 110|Canada 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
167. 114. 208. 110|Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
167. 114. 208. 110|Canada 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 7
167. 114. 208. 110|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
167. 114. 208. 110|Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
167. 114. 208. 110|Canada 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
167. 114. 208. 110|Canada 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
167. 114. 208. 110|Canada 147.237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
167. 114. 208. 110|Canada 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167. 114. 208. 110|Canada 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167. 114. 208. 110|Canada 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
167. 114. 208. 110|Canada 147.237.0.17 [V kosher-kravi- 1d gy At t ack SYN -> SYN-ACK -> Ti meout moni tor |5
167. 114. 208. 110|Canada 147.237.77. 170 |n@arachot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167. 114. 208. 110|Canada 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167. 114. 208. 110|Canada 147.237.0. 19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167. 114. 208. 110|Canada 147.237.77. 176 |nat pash. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167. 114. 208. 110|Canada 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
167. 114. 208. 110|Canada 147.237.77. 226 |\ chamatz. aka. 1df. 1o\ At t ack SYN -> SYN-ACK -> Ti meout monitor |4
89. 139. 151. 92 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
190. 207. 27. 48 \enezuel a 147.237.72. 166 |aka. i df .il dr op First packet isn't SWN drop 4
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 4
198.134.93.254 |Uhited Sates |147.237.72.156 |anan.idf.il Bad TCP sequence I'nval i d AGK nunber aert 3
2.100. 56. 154 LKJ?ir:;gom 147.237. 72. 167 |i shuri maka. i df . il drop First packet isn't SYN drop 3
198.134.93.254 |Uhited Sates |147.237.72.156 |anan.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
176.13.237.20 |lsrael 147.237. 77. 243 |nobi l e.i df .i | drop First packet isn't SN drop
95. 163. 144. 203 g;z:;”i o 147.237.0.15 |kosher-kravi.idf. il ge;i:r:t n?_i E:gt]' rgf OTro;nent ;CIP Omseedg’;ggae::; %faclf:t’“ d’:‘(‘)’;‘pe o |orop 3
192. 186. 232. 234|lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 3
46. 19. 86. 215 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber aert 2
192.186. 232. 234|thited Sates |147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |2
82.81.98. 36 | srael 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
180. 97. 106. 161 |Chi na 147.237.77. 121 |e. navy.idf il Geo-1 ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 2
46. 19. 86. 215 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |2
192. 186. 232. 234U ted Sates  |147. 237.76.86 |navy.idf.il Bad TCP sequence i’c\:l;ee;é:“s““ With different monitor |2
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 2
95. 163. 144. 203 g;:::ﬂ on 147.237.0.15 |kosher-kravi.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
192. 186. 232. 234|lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout aert 2
176. 13.16. 75 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
195. 60. 235. 58 | srael 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19. 86. 176 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
192.169.7.223 |lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 2
180. 97. 106. 37  |Chi na 147.237.76. 196 |e.sviva.idf.il Geo- 1 ocati on enf or cenent Geo-| ocat i on inbound enf or cenent |drop 2
80.53.106.14  [Pol and 147. 237. 77. 216 |dover i df .i Header Rejection :‘:ﬁ:;trej ection pattern found in- | onivor [
176.13.22.224 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 86. 61 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 74
219. 130. 234. 184|Chi na 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhauthorized URL Access from 219. 130. 234. 184 B ock 17
219. 130. 234. 184|Chi na 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 6
207. 46. 13. 64 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 1
157. 55. 39. 14 Lhited Sates |[147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/kanhar/gallery/ None 1
180. 76. 15. 10 Chi na 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to ww i df.il/navy/ B ock 1
5.102.195.70  |israel 147.237.72. 166 |aka. i df . i | mn;’k‘f:i ';?Tﬁﬁ;rn/;x]mfm EDin None 1
157.55.39. 175 |Uited Sates |147.237.72.166aka.idf.i | Unaut hori zed URL Access to ww aka. i df.il/nai n/ general . aspx B ock 1
192.243.55.129 [United Sates [147.237.72.166|aka. i df .il mugﬂgr: Z?éi Iu/q_rraﬁ/ugeis)s/uggener al . aspx?cat i d=58436&doci d=68543 B ock !
157.55.39. 175 |lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka. idf.il/main/haredi nigeneral . aspx None 1
192.243.55.129 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . i/ newsite/english/ main. asp B ock 1
76.17.81.122 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hor i zed Method PCBT for v aka. i df.il/chinuch/klali/default.asp |B ock 1
219. 130. 234. 184|Chi na 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df.il/main/ hone/ def aul t.aspx |B ock 1
173. 255. 233. 124|United Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . i | /404t est page4525d2f dc B ock 1
207. 46.13. 64 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/nain/snalinisnal i maspx None 1
148.251.2.180 [Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i1/ brot her s/ skira/ def aul t. asp [Bl ock 1
219. 130. 234. 184|Chi na 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/index. asp B ock 1
176.13.22.224 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ t ext . css Bl ock 1
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