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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
109.226.40.40 Israel 147.237.77.216 dover.idf.il SYN Flood out of context drop 5

54.72.0.55 Ireland 147.237.77.216 dover.idf.il SYN Flood out of context drop 4

168.235.197.59 United States 147.237.77.216 dover.idf.il JLM_Under_Attack_Con_Http drop 2

185.94.111.1 Russian Federation 147.237.76.177 ncore.idf.il Black List drop 1

91.230.121.156 Ukraine 147.237.76.200 eitan.aka.idf.il Black List drop 1

198.55.103.222 United States 147.237.0.200 m4u.idf.il JLM_Purple_Con_Limit_Http drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count
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Top Attackers In IDS

Attacker Address Target Address Attacker Country Site Signature Count
59.67.64.13 147.237.8.27 China e.madim.atal.idf.il GPL SCAN nmap TCP 2

173.255.233.124 147.237.77.216 United States dover.idf.il ET WEB_SERVER Fake Googlebot UA 1 Inbound 1

66.249.76.83 147.237.77.216 United States dover.idf.il ET SCAN NMAP -sA (2) 1

45.79.91.37 147.237.76.200 United States eitan.aka.idf.il ET SCAN NMAP -sS window 1024 1

45.32.252.201 147.237.76.196 Japan e.sviva.idf.il ET SCAN NMAP -sS window 1024 1

23.82.46.210 147.237.72.14 United States dover.idf.il(old) ET SCAN NMAP -sS window 1024 1

208.67.1.151 147.237.76.39 United States mobile.meitav.idf.ilET SCAN Potential SSH Scan 1

173.255.233.124 147.237.77.216 United States dover.idf.il SERVER-WEBAPP TRACE attempt 1

79.189.67.91 147.237.8.28 Poland e.mobile-ks.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

45.32.252.201 147.237.77.19 Japan law-forum.idf.il ET SCAN NMAP -sS window 1024 1

43.245.183.109 147.237.77.235 Indonesia sviva.idf.il ET SCAN NMAP -sS window 1024 1

2.50.168.178 147.237.76.44
United Arab
Emirates

e.refuah.idf.il ET SCAN NMAP -sS window 4096 1

208.67.1.151 147.237.76.44 United States e.refuah.idf.il ET SCAN Potential SSH Scan 1

190.171.244.229 147.237.0.19 Bolivia madim.atal.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

 09-01-2016-02:04:09 to 09-01-2016-03:04:09 



Top Attackers In FW

Attacker Address
Attacker
Country

Target Address Site Signature Message
Device
Action

Count

168.235.197.59 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 167

168.235.197.59 United States 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 52

167.114.208.110 Canada 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

167.114.208.110 Canada 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

167.114.208.110 Canada 147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

167.114.208.110 Canada 147.237.77.74 law.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

167.114.208.110 Canada 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

167.114.208.110 Canada 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

167.114.208.110 Canada 147.237.77.233 atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

167.114.208.110 Canada 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

167.114.208.110 Canada 147.237.76.31 nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 6

167.114.208.110 Canada 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 6

167.114.208.110 Canada 147.237.76.30 himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 6

167.114.208.110 Canada 147.237.76.147 chinuch.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 6

167.114.208.110 Canada 147.237.77.235 sviva.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

167.114.208.110 Canada 147.237.72.156 aman.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

167.114.208.110 Canada 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

167.114.208.110 Canada 147.237.0.17
m.my-kosher-kravi.id
f.il

SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

167.114.208.110 Canada 147.237.77.170 maarachot.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

167.114.208.110 Canada 147.237.72.167 ishurim.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

167.114.208.110 Canada 147.237.0.19 madim.atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

167.114.208.110 Canada 147.237.77.176 matpash.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

167.114.208.110 Canada 147.237.77.234 halag.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

54.72.0.55 Ireland 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4

167.114.208.110 Canada 147.237.77.226
www.chamatz.aka.idf.
il

SYN Attack SYN -> SYN-ACK -> Timeout monitor 4

89.139.151.92 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 4

190.207.27.48 Venezuela 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 4

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4

198.134.93.254 United States 147.237.72.156 aman.idf.il Bad TCP sequence Invalid ACK number alert 3

2.100.56.154
United
Kingdom

147.237.72.167 ishurim.aka.idf.il drop First packet isn't SYN drop 3

198.134.93.254 United States 147.237.72.156 aman.idf.il Bad TCP sequence Invalid ACK number monitor 3

176.13.237.20 Israel 147.237.77.243 mobile.idf.il drop First packet isn't SYN drop 3

95.163.144.203
Russian
Federation

147.237.0.15 kosher-kravi.idf.il
Streaming Engine: TCP
Segment Limit Enforcement

TCP segment out of maximum
allowed sequence. Packet dropped.

drop 3

192.186.232.234 United States 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 3

46.19.86.215 Israel 147.237.76.42 refuah.idf.il Bad TCP sequence Invalid ACK number alert 2

192.186.232.234 United States 147.237.76.86 navy.idf.il Bad TCP sequence Invalid ACK number monitor 2

82.81.98.36 Israel 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 2

180.97.106.161 China 147.237.77.121 e.navy.idf.il Geo-location enforcement Geo-location inbound enforcement drop 2

46.19.86.215 Israel 147.237.76.42 refuah.idf.il Bad TCP sequence Invalid ACK number monitor 2

192.186.232.234 United States 147.237.76.86 navy.idf.il Bad TCP sequence
SYN retransmit with different
sequence

monitor 2

54.72.0.55 Ireland 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 2

95.163.144.203
Russian
Federation

147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 2

192.186.232.234 United States 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 2

176.13.16.75 Israel 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor 2

195.60.235.58 Israel 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor 2

46.19.86.176 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor 2

192.169.7.223 United States 147.237.76.148 gqcenter.aka.idf.il drop drop 2

180.97.106.37 China 147.237.76.196 e.sviva.idf.il Geo-location enforcement Geo-location inbound enforcement drop 2

80.53.106.14 Poland 147.237.77.216 dover.idf.il Header Rejection
header rejection pattern found in
request

monitor 1

176.13.22.224 Israel 147.237.76.42 refuah.idf.il Bad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

46.19.86.61 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 74

219.130.234.184 China 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 219.130.234.184 Block 17

219.130.234.184 China 147.237.72.166 aka.idf.il PHP Attempt Block 6

207.46.13.64 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

157.55.39.14 United States 147.237.72.166 aka.idf.il Unknown Parameter catid in aka.idf.il/kamlar/gallery/ None 1

180.76.15.10 China 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/navy/ Block 1

5.102.195.70 Israel 147.237.72.166 aka.idf.il
Unknown Parameter __VIEWSTATEENCRYPTED in
www.aka.idf.il/main/sachar/mailbox.aspx

None 1

157.55.39.175 United States 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/main/general.aspx Block 1

192.243.55.129 United States 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/main/giyus/general.aspx?catid=58436&docid=68543

Block 1

157.55.39.175 United States 147.237.72.166 aka.idf.il Unknown Parameter docid in aka.idf.il/main/haredim/general.aspx None 1

192.243.55.129 United States 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/newsite/english/main.asp Block 1

76.17.81.122 United States 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/chinuch/klali/default.asp Block 1

219.130.234.184 China 147.237.72.166 aka.idf.il Unauthorized Method HEAD for www.aka.idf.il/main/home/default.aspx Block 1

173.255.233.124 United States 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/404testpage4525d2fdc Block 1

207.46.13.64 United States 147.237.72.166 aka.idf.il Unknown Parameter catid in aka.idf.il/main/smalim/smalim.aspx None 1

148.251.2.180 Germany 147.237.72.166 aka.idf.il Unauthorized Method HEAD for www.aka.idf.il/brothers/skira/default.asp Block 1

219.130.234.184 China 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/index.asp Block 1

176.13.22.224 Israel 147.237.76.42 refuah.idf.il Unauthorized URL Access to 147.237.76.42/style/shared/text.css Block 1
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