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|Top Attackers | n DDoS- Def ence |

Attacker Address
91.230. 121. 156

|Attacker Country
kr ai ne

Target Address
147. 237.76. 30

hi nush. i df . i

Signature
B ack List

Device Action
drop

Count

185.94.111. 1

Russi an Federation
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test.ncore.idf.il
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drop
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
51. 255. 51. 26 France 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
51. 255. 51. 26 France 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

dte

|Signature

109. 253. 213. 204  [147.237.77.216 |[Israel dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 12
46.120. 122. 219 147.237.76.200 |Israel eitan aka idf.il Xenu Link Seuth User Agent 2
221.204.249. 157 (147.237.72.14 Chi na dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
197. 221. 50. 66 147.237.77.205 |South Arica prishaidf.il ET SCAN NVAP -sS w ndow 4096 1
180. 213. 5. 204 147.237.72.217 [China eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
177. 200. 192. 50 147.237.76.148 |Razil ggcenter.aka.idf.il |ET SCAN NMAP -sS w ndow 1024 1
50. 245. 143. 138 147.237.76.202 |lhited Sates e halag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
211.141.78.56 147.237.72.167 [China ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
197. 221. 50. 66 147.237.77.205 |South Africa prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
177. 200. 192. 50 147.237.76.148 |Razil gacenter.aka. idf.il |ET SCAN NVAP -sS wi ndow 2048 1
177. 200. 192. 50 147.237.76.148 |Razil gocenter.aka.idf.il |ET SCAN NVAP -f -sS 1
50. 245. 143. 138 147.237.76.202 [thited Sates e haag.idf.il ET SCAN NVAP -sS w ndow 3072 1
50. 245. 143. 138 147.237.76.202 |lhited Sates e.halag.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

2.53.13.169 | srael 147.237.77. 243 |nobi le.idf .i | Ret r ansni ssi on Packet dr opped. drop 15
2.55.184. 98 I srael 147. 237. 72. 167 |i shuri maka. i df .| Streaning Engine: TCP Invalid imvalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 26 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
176. 13. 13. 186 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 11
2.100. 56. 154 zint:gom 147.237.72. 167 |i shurimaka.i df .i drop Frst packet isn't SYN drop 9
89. 139. 151. 92 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
216.15.172.84 |lLhited Sates [147.237.77.235|sviva idf.il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |6
216.15.172.84 |Wnited Sates [147.237.76. 147 |chi nuch. aka. i df . il SYN At t ack SYN -> SYN-ACK -> Ti neout moni tor |6
216.15.172. 84 Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
216.15.172.84 |lhited Sates [147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |6
46. 19. 85. 221 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber moni tor |6
216.15.172.84 |lhited Sates |147.237.76. 200 |ei tan. aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46.116.21.87  |israel 147. 237.77. 243 |nobi l e i | Streamng Engi ne: TCP Invalid invalid segnent retramsnission. | 6
Ret r ansni ssi on Packet dropped.
66.249.76.106 |Uited Sates [147. 237. 72. 166 |aka i of . Streaning Bngine: TCP Invalid limvalid segnent retransnission. |, ) 6
Ret r ansni ssi on Packet dropped.
216.15.172.84 |lLhited Sates [147.237.72.166 |aka idf.il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |6
185.3.147.205 |Israel 147. 237.76. 200 |ei tan. aka.i df . i Streamng Engi ne: TCP | nvalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
216.15.172. 84 Lhited Sates [147.237.0.19 |nadimatal.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 6
216.15.172.84 |lLhited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |5
216.15.172.84 |lhited Sates [147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5
216.15.172. 84 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 5
216.15.172.84 |lLhited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |5
216.15.172.84 |Wnited Sates [147.237.77.233atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |5
216. 15.172. 84 Lhited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 5
216.15.172.84 |Wnited Sates [147.237.0.17 ;"I”I” kosher-kravi.1d |qu\ At t ack SYN -> SYNACK -> Tineout |monitor |5
216.15.172.84 |lhited Sates |147.237.77. 170 |naarachot . i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
216.15.172.84 |lLhited Sates [147.237.77.234|hal ag.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |5
158. 69. 156. 1 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
216.15.172.84 |lLhited Sates [147.237.77. 176 |natpash.idf.i| SYN At tack SYN -> SYN-ACK -> Ti neout monitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 4
158. 69. 156. 1 Lhited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
158. 69. 156. 1 Lhited Sates |147.237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
216.15.172.84 |lhited Sates |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni tor |4
158. 69. 156. 1 Lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout mnitor |4
88. 202. 218. 230 z‘i;;gom 147.237.77. 243 |mbile.i o i1 29: (:ZTSIE S?ig('):e: TP Invalid :Dg‘éi';td ;eggsgg retransmssion. .. 4
216.15.172.84 |Lhited Sates [147.237.72. 156 [anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |4
158. 69. 156. 1 Lhited Sates |147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout mnitor |4
109. 253. 213. 204 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
158. 69. 156. 1 Lhited Sates |147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
158. 69. 156. 1 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout mnitor |4
216.15.172. 84 Lhited Sates |147.237.72. 167 |i shurimaka.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 4
208.54.90.164 |Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |4
216.15.172.84 |Wnited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout mnitor |4
158. 69. 156. 1 Lhited Sates [147.237.0.19 |nadimatal.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 3
46.19. 85. 221 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber alert 3
158. 69. 156. 1 Lhited Sates |147.237.77. 176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni tor |3
158. 69. 156. 1 Lhited Sates |147.237.77.235|sviva.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 3
158. 69. 156. 1 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout moni tor |3
158. 69. 156. 1 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni tor |3
158. 69. 156. 1 Lhited Sates |[147.237.72. 156 |anan.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 3
216.15.172.84 |United Sates |147. 237, 77, 206 | "W Chamatz. aka i1 feuny ap ¢ ack SYN -> SYN'ACK -> Tineout |monitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Action ‘Count
37.46.41.201 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 7
2.53.13. 169 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response CQode B ock 4
176. 13. 242. 163 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
2.55.52.181 | srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 3
. . Unaut hori zed Met hod PCST for
77.139.21. 104 |France 147.237.72. 166 [aka. i df . i | vown aka. i df i 1/ mai v sachar / f aq, aspx B ock 2
66.249.76.83 |[Israel 147.237.77.216|dover . i df .i | Ml tiple Unauthorized URL Access from 66.249. 76. 83 Bl ock
46. 19. 86. 26 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
157.55.39.97 [Wited Sates [147.237.72.166|aka.idf.il Distributed Unaut hori zed URL Access on 147. 237. 72. 166/ B ock
. . Unaut hori zed URL Access to
66.249.76.77 |israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
46.116.116.18 |Israel 147.237.77.243|nobi | e. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
66.249. 66. 177 |Israel 147.237.77. 216 |dover . i df . i | voww i df i 1/at al 1/ zkor/ pri nt_bot t omasp B ock 1
37.142.67.35 |lIsrael 147.237.77.216|dover. i df . i | PHP Att enpt B ock 1
. . . Unaut hori zed Met hod HEAD for
46.120. 122. 219 |Israel 147.237.76.200|ei tan. aka. i df .i | vowy ei tan. aka. i cf i 1/ 894- hel i t an. aspx None 1
79.180. 93.162 |Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/aman Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 83 | srael 147.237.72.166 |aka. i df . i | 147. 237.72. 166/ si p_st or age/ fi | es/ 4/ 70284. pdf B ock 1
37.142.67.35 |Israel 147.237.77.216|dover .i df . i | Unaut hori zed URL Access to wawidf.il/wp-1ogin. php Bl ock 1
180.76.15.10 |Chi na 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to www i df.il/navy/ B ock 1
66. 249. 76. 106 [l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 106 B ock 1
66. 249. 64. 139 |l srael 147.237.76.86 |navy.idf.il Dstributed thauthorized LR Access on Bl ock 1
navy.idf.il/giyus/forunasp/ showf or um asp
80. 246. 130.56 |lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
66. 249. 76. 35 I sragl 147.237.72. 166 |aka. i df . i | ;haut horized LRL Access to aka.idf.il/sip_storagel/files/ 6/ Noipw B ock 1
. . Unaut hori zed Met hod HEAD for
185. 24. 207. 122 |l srael 147.237.72. 166 |aka. i df . i | whw aka. i of . i |/ nai 1/ sachar/ vi ewpaysl i p. aspx B ock 1
66. 249. 76. 106 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/gius Bl ock 1
ww. chanat z. aka. i df _ o
66. 249. 64. 144 |l srael 147.237.77. 226 il Uhaut hori zed URL Access to www chanat z. aka. i df . i | /404. aspx B ock 1
88. 202. 218. 230 LK’i“;gegom 147.237.77. 243 |nobi l e.i df . i | Distributed Suspicious Response Code B ock 1
66.249.76.46 |lsrael 147.237.72. 166 [aka.i df . i | Lhaut hori zed LR Access to aka.idf.il/iturimasp/iturinpages.asp |B ock 1
46.116.21.87 |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response CQode B ock 1
192.169.7.223 [Wited Sates [147.237.76.42 [refuah.idf.il Unaut hor i zed Met hod HEAD for 147.237.76. 42/ B ock 1
] . . Unaut hori zed Met hod PCST for
76.17.81.122 |wited Sates |147.237.72.166|aka.idf .il v aka i o1/ chi nuch/ Kl al i/ def aul t . asp B ock 1
66. 249. 66. 177 [Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 177 B ock 1
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