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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
79. 180. 210. 224 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
93. 158. 200. 97 Net her | ands 147.237. 76. 200 eitan.aka idf.il |Back List dr op 1
186. 229. 64. 153 Bazil 147.237.77. 243 nobi | e.idf.il JLMPurple Con Limt_ Tcp drop 1
82.221.105. 6 I cel and 147.237.76. 198 e. yohal an.idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237.76. 176 test.ncore.idf.il |Back List drop 1




09-01-2016-00:04:00 to 09-01-2016-01:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 5




09-01-2016-00:04:00 to 09-01-2016-01:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122. 219 |147.237.72. 166 (I srael aka idf.il Xenu Link Seuth User Agent 2
46.120. 122. 219 |(147.237.77.216 |l srael dover . idf.il Xenu Link Seuth User Agent 2
183.82.106. 200 |147.237.77.176]India nat pash. i df .i | ET SCAN NVAP -sS wi ndow 4096 1
193192, 104. 236|147, 237 76.30 |Tai wan i vsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104.232.98.38 |147.237.0.200 |Lhited Sates |ndu.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91. 201. 236. 155 |147.237.77. 176 |krai ne nat pash. i df .i | ET SCAN NVAP -sS w ndow 2048 1
91. 201. 236. 155 |147.237.77. 176 |krai ne nmat pash. i df .i | ET SCAN NVAP -f -sS 1
66.249. 76. 117 |147.237.72.166 |Lhited Sates |aka idf.il SER_\/ER—APAO—E_Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
211.141.78.56 |147.237.8.24 |China elifestyle idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 149(147. 237. 76. 177 |Ukr ai ne ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
186. 229. 64. 153 [147.237.0.19 |Prazil nadi matal .idf.il ET SDAN Behavi or al Lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
183. 82. 106. 200 |147.237.77.176|India nat pash. i df . i | ET SCAN NMAP -sS wi ndow 3072 1
104.232.98.38 |147.237.0.200 |Lhited Sates |ndu.idf.il ET SCAN NMAP -sS wi ndow 4096 1
97.105.173. 114 |[147.237.72. 167 |Lhited Sates |ishuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 155 |147.237. 77. 176 |krai ne nat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |147. 237.77. 176 |krai ne mat pash. i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
193. 201. 225. 149|147. 237. 77. 61 |Wkrai ne e.cogat.idf.il ET SCAN Potential SSH Scan 1
23.82. 46. 210 147.237.0.17 |hited Sates |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 149(147. 237. 8. 14  |lkrai ne e.orchot.idf.il ET SCAN Potential SSH Scan 1




09-01-2016-00:04:00 to 09-01-2016-01:04:00

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
151. 37. 110. 49 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 63
199. 201. 106. 179|Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 28
46.19.85.108  |Israel 147.237.77. 243 |robi L e. i of .| Streamng Engi ne: TCP Invalid segnent retransmssion. drop 21
Inval id Retransm ssion Packet dropped.
216.15.172.84 |wnited Sates [147.237.76.30 [hinush.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout nonitor |17
216.15.172. 84 Lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 17
216.15.172.84 |Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor |17
216.15.172.84 |Whited Sates [147.237.76.31 |nakchal .idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout nonitor |17
216.15.172.84 |Wited Sates [147.237.72. 156 |aman. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |17
216.15.172.84 |Wiited Sates |147.237.77.226 ;":’“"‘Cha”atz' aka.1dl. |\ At ack SYN -> SYN-ACK -> Ti meout noni tor |17
216.15.172.84 |lhited Sates |[147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
216.15.172.84 |Wited Sates [147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |17
216.15.172.84 |Whited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |17
216.15.172.84 |lhited Sates [147.237.77.234 |hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |17
216.15.172.84 |Wited Sates [147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |17
216.15.172.84 |lhited Sates [147.237.0.19 |nadimatal.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |16
216.15.172. 84 Lhited Sates |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
216.15.172.84 |Wited Sates [147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |16
216.15.172.84 |wnited Sates |147.237.76. 200 [eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |16
216.15.172.84 |lhited Sates |[147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
216.15.172.84 |Wited Sates [147.237.77.233|atal.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout nonitor |16
216.15.172.84 |Wited Sates |147.237.77. 176 |mat pash. i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |15
216.15.172. 84 Lhited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
216.15.172.84 |lhited Sates |147.237.72.167 |ishuri maka.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout nonitor |15
216.15.172.84 |Wnited Sates [147.237.0.17 ;nlnly kosher-kravi-1d|qyN At t ack SYN -> SYN-ACK -> Ti neout nonitor |14
216.15.172. 84 Lhited Sates [147.237.77.170 |naarachot.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 14
100. 100. 180. 100 147.237.72. 166 |aka.i df .i | drop First packet ismt SYN drop 12
192.223.24.215 |whited Sates [147.237.76.86 |navy.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout monitor |10
196. 137.77.48  |Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
70.196. 75. 3 Wited Sates |[147.237.77. 216 |dover.idf.il ge;i:'t n?_i E:?' rgf c;l;?::;nent ;?Doiezgzzgze&“; clidd'::t"i d’:‘;’;"pe 4 [drop 8
80. 246. 136. 209 I srael 147.237.0.19 |nadi matal .idf.il Bad TCP sequence mﬁsgreansm wthdifferent | onitor |8
192.223.24.215 |lhited Sates |147.237.76.86 |navy.idf.il SYN At tack monitor |7
80.246.137.17 | srael 147. 237.77. 243 |mobi l e. i f . i Streaning Engine: TCP Invalid segnent retransmssion. drop 6
Inval i d Retransn ssion Packet dropped.
130. 193. 50. 14 :Z:::t”i o 147.237.77. 243 |nobile. i df . IS;\r/zlair:lnlgetErnagr:snnein:ss-li-(gz :):‘éakjeitd ;eggggfi retransmissi on. drop 6
93.172. 202. 147 | srael 147.237.72. 167 | shurimaka iof i1 | ©@MNg Engine: TP Invalid segnent retransmssion. drop 6
Inval i d Retransn ssion Packet dropped.
79.180. 164. 221 | srael 147.237.76.200 |ei tan. aka i df . Streamng Engi ne: TCP Invalid segnent retransmssion. drop 6
Inval id Retransm ssion Packet dropped.
167. 114. 194. 252|Canada 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN - > SYN-ACK -> Ti meout monitor |6
167. 114. 194. 252|Canada 147.237.76. 200 |eitan. aka.i df .i | SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 6
80. 246. 136. 209 |l srael 147.237.0.19 |nadimatal.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor |6
167. 114. 194. 252|Canada 147.237.76.42 |refuah.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout monitor |6
167. 114. 194. 252|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167. 114. 194. 252|Canada 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |5
83.220. 238. 11 :Z:::Inl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
167. 114. 194. 252|Canada 147.237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 5
213.8.204.8 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |5
167. 114. 194. 252|Canada 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167. 114. 194. 252|Canada 147.237.76.31 |nakchal .idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor |4
87.204.52.13 Pol and 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor |4
89. 139. 151. 92 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
99. 236. 29. 26 Canada 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |3
70. 42. 74. 61 Lhited Sates [147.237.76.30 |[hi mush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |3




09-01-2016-00:04:00 to 09-01-2016-01:04:00

|Top Attackers In V\AF|

A t acker

Devi ce

country ‘Target Address |Site Sgnature Acti on ‘Count
80. 246. 136. 209 |l srael 147.237.0.19 |nadimatal .idf.i| |[Ostributed Suspicious Response Code B ock 157
84.229.38.190 |lsrael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 7
2.53.136. 40 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 2
151.37.110.49 |[italy 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawwidf.il/italiano/ B ock 2
62. 212. 110. 206 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw anan. idf.il/favicon.ico Bl ock 2
. . Uhaut hori zed URL Access to
66.249.76.83 |Israel 147.237.77.216|dover.i df . i | v i cf i 1/t enpl at es/ t enpl at econt rol s/ gener i o/ B ock 1
) ; ; Unaut hori zed Met hod CPTIONS for
207.14.66.21 United Sates [147.237.72.166|aka. i df .1l vwwv aka. i df . i | / mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock !
77.138.173.84 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/mai n/ sachar B ock
66.102. 9. 24 Lhited Sates [147.237.72.166aka.idf.il Unaut hori zed Met hod POST for waw aka. i df.il/mai n/ hone/ defaul t.aspx |B ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 64. 147. 144 |l srael 147.237.72. 166 [aka. i df . i | v aka. i df .i |/ nai v sachar/ mai | box. aspx None 1
. . Uhaut hori zed URL Access to
66. 249.76. 115 |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 19825- he/ dover . aspx Bl ock 1
46.19.86.229 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
216. 244.66. 231 |Lhited Sates |147.237.72. 156 [anan. i df . il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
77.139. 40. 206 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method PCST for aka.idf.il/giyus/ B ock 1
66. 249. 66. 197 |Israel 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
87.204.52.13 |Pol and 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . SS. Uhtraceabl e Gnnection - Protocol violation
66.249. 76. 117 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
46.120. 122. 219 [ srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 46.120. 122, 219 B ock
66.249.76.75 |[lsrael 147.237.72. 166 |aka. i df . i | Distributed Unauthori zed URL Access on 147.237. 72. 166/ B ock 1
. . Unaut hori zed Met hod PCST for
70.52. 8. 86 Canada 147.237.72. 166 |aka. i df . i | wiw aka. i df . i |/ nai n/ r abanut / gener al . aspx Bl ock 1
46.120. 122. 219 [I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i|/mai n/ gi yus/ general . aspx |B ock 1
80. 246. 137.17 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. P .|SSL Whtraceabl e Gonnection - Protocol viol ation
180. 97. 106. 162 |Chi na 147.237.0.15 |kosher-kravi .idf.i (SSL CONN LI ENT HELLO) None 1
70.53.249.78 |Canada 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il/dover/ sot e/ honepage/ asp B ock 1
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