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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
91. 230. 107. 174 Russi an Federation 147.237.76. 31 nakchal .idf.il B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237.76. 34 yohal an. i df .il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 39 nobi | e.nei tav.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

176. 10. 99. 207 Shitzerl and 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 2
183. 60. 48. 25 147.237.0.19 [China madi matal .idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 |[147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
177.132.50.72 [147.237.8.46 |RFazil e.chinuch.idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
50.116. 123. 135 |147.237.8.14 |Lhited Sates e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176.47.31.136  |147.237.77. 216 |Sudi Arabia dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
162. 243. 119. 221|147. 237. 76. 202 |Lhited Sates e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
23.82. 46. 210 147.237.0.200 |Lhited Sates mu. i df il ET SCAN NVAP -sS wi ndow 1024 1
146. 185. 146. 112|147. 237. 8. 45  |Netherl ands e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
2.50.168.178  |147.237.77.176 g:;d%Nab nat pash. i df . i | ET SCAN NVAP -sS wi ndow 2048 1
211.141.78.56 [147.237.8.50 [China e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
116. 12. 175. 233 |147. 237. 72. 156 |S ngapore anan.idf.il ET SCAN NMAP -sS wi ndow 3072 1
208.124.232.86 (147.237.0.15 [Canada kosher -kravi .i df .i | ET SCAN NMAP -sS wi ndow 4096 1
95. 163. 144. 203 |147. 237.76. 177 ?éj:i;’}m ncore. i df .il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.77. 216 |Lited Sates dover.idf.il ET DRCP Dshield B ock Listed Source 1
66.249. 64,230 |147.237.77.170|Wnited Sates naar achot . i of .i | ET SCAN NVAP -sA (2) 1
183. 60. 48. 25 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147.237.76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
58.218. 204. 245 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
177.38.244.34 (147.237.8.28 |Razil e.nobi | e-ks.idf.il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
46.227.67.172 |147.237.77. 227 [Sweden e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150|147.237.8.14 |United Ki ngdom |e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
45.79.91.37 147.237.72. 156 |Lhited Sates aman. i df.il ET SCAN NMAP -sS wi ndow 1024 1
146. 185. 146. 112|147. 237. 77. 61 |Net her| ands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.50.168.178  |147.237.77.176 E’ﬁil:aetde:’ab nat pash. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
146. 185. 146. 112|147. 237. 8. 24  |Nether| ands elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
2.50.168.178  |147.237.77.176 g:aetdesNab nat pash. i df .| ET SCAN NVAP -f -sS 1
211.141.78.56 [147.237.8.27 |[China e.madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
116. 12. 175. 233 |147. 237. 72. 156 |3 ngapor e aman. i df.il ET SCAN NVAP -sS w ndow 1024 1
208. 124.232.86 (147.237.0.15 [Canada kosher-kravi . i df.il ET SCAN NMAP -sS wi ndow 3072 1
79.177.186. 138 |147.237.77. 226 |l srael win chanat z. aka. i df i | [ET SCAN NVAP -sA (2) 1
183. 129. 160. 229|147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
61.240.144.66 |147.237.77.178|hina e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
82.145. 217. 204 |Eur ope 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST moni tor |35
46.19.86. 73 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 30
167. 114. 194. 252|Canada 147.237.76.42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout moni tor |20
167. 114. 194. 252|Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |20
167. 114. 194. 252|Canada 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
167. 114. 194. 252|Canada 147.237.76.86 [navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout moni tor |19
167. 114. 194. 252|Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 19
167. 114. 194. 252|Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
167. 114. 194. 252|Canada 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> Ti neout monitor |19
167. 114. 194. 252|Canada 147.237. 76. 200 [ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |19
207.232.37.179 |Israel 147.237.77. 233 |atal i of .i Bad TCP sequence Vﬂdﬁr;n;rit Wth different moni tor |19
109. 253. 196. 197l srael 147.237.77. 243 |nobi | e.i df i | drop Frst packet isn't SN drop 13
190. 42. 16. 41 Peru 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni tor |11
190. 42. 16. 41 Peru 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber monitor |11
190. 42. 16. 41 Peru 147. 237. 72. 166 |aka.i df . il SYN At tack monitor |11
190. 42. 16. 41 Peru 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST noni t or
185. 133. 225. 131]|lIrag 147.237.76. 34 |yohal an.idf.il drop Frst packet isn't SYN drop
95. 163. 144. 203 gz::;”ion 147.237.72. 166 |aka. i df . i ge;‘rerir:t n?_i E:?' rgf c;l;(z:;nent ;?Dofe?';igﬂefcué clidCLT:tXi d':';:"pe 4 [drop 9
190. 42. 16. 41 Peru 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 9
185. 81. 141. 148 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
176.47.31.136 |Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 86. 100 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |8
160. 165. 252. 33 |Mor occo 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
46.19. 86. 141 I srael 147.237.0.15  |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST moni tor |6
167. 114. 194. 252|Canada 147.237.77. 226 [ '™ chamat z. aka. i df |qun At ack SYN -> SYN-ACK - > Ti neout monitor |6
167. 114. 194. 252|Canada 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
167. 114. 194. 252|Canada 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
167.114. 194. 252|Canada 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or
_ S S ream ng Engi ne: TCP Invalid segnent retransnission.
66.249.64.139 |lhited Sates [147.237.76.86 |[navy.idf.il | nval i d I?Etrzgnsmn <si on Packet dregpped. drop 6
167. 114. 194. 252|Canada 147.237.0.17 |V kosher-kravi . 1d1qyn At t ack SYN -> SYN-ACK - > Ti neout monitor |6
167. 114. 194. 252|Canada 147.237.77. 170 |maar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |6
46.19.86.211  |israel 147. 237.77. 243 |mobi l e. i f . i Streaning Engine: TCP Invalid segnent retransmssion. drop 6
Inval i d Retransn ssion Packet dropped.
167. 114. 194. 252|Canada 147.237.0.19 |nadi matal .idf.il SYN At ack SYN -> SYN-ACK -> Ti neout monitor |6
185.27.105.92 |israel 147. 237. 77. 243 |nobi | e. i of . i | Streaning Engine: TCP Invalid segnent retransmssion. drop 6
Inval i d Retransnission Packet dropped.
85. 64. 28. 57 | srael 147.237. 77. 243 |nobi | e.i df . i | drop Frst packet isn't SYN drop 6
167. 114. 194. 252|Canada 147.237.77. 235 |sviva.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |6
205.197. 242, 183|lhited Sates [147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |6
167.114. 194. 252|Canada 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 6
176.13. 8. 98 I'sr ael 147.237.77. 243 |robi | e. i of .| Streaning Engine: TCP Invalid segnent retransmssion. drop 6
Inval id Retransm ssion Packet dropped.
176. 13. 232. 209 |l srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 6
167. 114. 194. 252|Canada 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 5
167. 114. 194. 252|Canada 147.237.72. 167 |i shuri maka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout moni tor |5
167. 114. 194. 252|Canada 147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46.19. 86. 57 I'srael 147.237.77. 233 |atal i of il Streamng Engi ne: TCP Invalid segnent retransmssion. drop 5
Inval id Retransn ssion Packet dropped.
167. 114. 194. 252|Canada 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |5
46. 19. 86. 10 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout aert 4
46. 19. 86. 10 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
46. 19. 86. 100 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
77.126.84. 134 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 10 I srael 147. 237. 77. 216 |dover i df .| Bad TCP sequence ﬁﬁ;&tf‘sm wthdifterent | onitor |4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
109. 253. 212. 247|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 55
46.120. 114. 157 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 15
2.55. 147. 99 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
. . Uhaut hori zed URL Access to
84.110.177. 147 [israel 147.237.72. 166 [aka. i df . i | o aka, i of i1/ i v sachar / undefi ned B ock 6
. . . Unaut hori zed URL Access to
46.19. 86. 144 I srael 147.237.77.243|mobi l e. i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 Bl ock 3
79.182.50. 4 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
109. 253. 144. 247 |1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock
46.19. 86. 123 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . Uhaut hori zed Met hod PCST for
190. 42. 16. 41 Feru 147.237.72. 166 [aka. i df . i | v aka i cf i |/ nai v sachar /Kl al i . aspx B ock 2
84.229.38.190 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
109.65.95.49 [ srael 147.237.72. 166 |aka. i df . i | thaut hor i zed Met hod HEAD for - B ock 2
wan aka. i df . i |/ mai n/ gi yus/ ki osk/ ki osk. aspx
} . . Unaut hori zed Met hod PCST for
70. 214.75. 20 Lhited Sates 147.237.72. 166 |aka. i df . i | vw aka. i dff i 1/ mai n/ i | ui i about . aspx Bl ock 2
46. 19. 86. 103 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Gode B ock 2
. . Unaut hori zed Met hod HEAD for
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | voww aka. i o i 1/ nai v gj yus/ general . aspx B ock 1
185. 27. 105. 131 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Uhaut hori zed URL Access to
207.232.37.179 |israel 147.237.77.233|atal .idf .il 147. 237.77. 233/ 1136- hel at al . aspx Bl ock 1
66.249.81.212 |[Israel 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm |B ock 1
. . . . . Mil tiple Lhtraceabl e SS. Sessi ons from 180. 97. 106. 37
180.97.106.37  [China 147.237.76.39 |nobile. neitav.idf.il (Protocol viol ation (SS. GO OLI ENT FELLO) None 1
. . Unaut hori zed URL Access to
46.117.212. 104 |Israel 147.237.72. 156 |aman. i df . i | - i1/t tps: /v il Bl ock 1
. . Uhaut hori zed URL Access to
2.53.182. 4 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
) . . Unaut hori zed Met hod PCST for
94.174.160. 155 |United Kingdom |147.237.72.166|aka.idf.il vown aka. i df i |/ mai r/ sachar / f aq, aspx Bl ock 1
77.139.234.225 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df . il /sachar B ock 1
: . ] Unaut hori zed Met hod PCST for
66.102. 9. 24 Lhited Sates 147.237.72. 166 [aka. i df . i | vw aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
: . . . Unaut hori zed URL Access to
157.55.39. 142 |whited Sates 147.237.0.34 |tikshuv.idf.il i kshuv. i of i |/ ai v gi yus/ gi yus/ gener al . aspx B ock 1
66.249.81.215 |Israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to waidf.il/error. htm B ock 1
. . . . Mil tiple Lhtraceabl e S Sessi ons from 180. 97. 106. 37
180. 97. 106. 37  |Chi na 147.237.77.243|mobi l e. i df . i | (Protocol viol ation (SS. GO CLI ENT FELLO) None 1
46.120. 114. 157 [l srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut hori zed URL Access from 46. 120. 114. 157 Bl ock 1
. . D stributed Uhaut hori zed LRL Access on
79.178.248.46 |[Israel 147.237.72. 166 |aka. i df . i | o aka, i df i1/ rai o/ sachar/ undefi ned Bl ock 1
66. 249. 66. 186 |l srael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on v idf.il/error.htm |B ock 1
. . D stributed Whaut horized Met hod for Known URL on
195. 167. 10. 2 QG eece 147.237.72.166|aka. i df . i | whw aka. i of . i | / nai r/ sachar/ vi ewpaysl i p. aspx Bl ock 1
157.55.39. 156 |Uhited Sates 147.237.77.243|nobi l e.idf . i | D stributed Suspicious Response Code B ock 1
46. 19. 86. 211 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
87.204.157.42  |Pol and 147. 237. 72. 156 |aman. i df . i | Distributed thaut hori zed LR Access on B ock 1
v anman. i df . i1/ favicon.ico
66.249.81.218 |[lIsrael 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on v idf.il/error.htm |B ock 1
. . ] ] S Untraceabl e Gonnection - Protocol violation
180. 97. 106. 162 |Chi na 147.237.0.34 |tikshuv.idf.il (SSL OONN LI ENT FELLO) None 1
46.19. 86. 57 I srael 147.237.77. 216 |dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 175. 45, 88 Bosni a and 147. 237.72. 166 |aka. i df . i | Dstri bqt ed ‘Lhaut‘horl zed Method for Known URL on B ock 1
Her zegovi na wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
176.13.8.98 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
46.19. 86. 229 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
89.138.176.14 [Israel 147.237.72. 156 [aman. i df . i | Unhaut hori zed HTTP Met hod B ock 1
46.120. 114. 157 [l srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ |B ock 1
185. 27.105. 92  |Israel 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 1
82.80.164.210 |Israel 147.237.72.167|i shurimaka. i df .i | Untraceabl e SSL Sessions: (pen Mde None 1
66. 249. 76. 81 | srael 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robots. t xt B ock 1
: . . Unaut hori zed Met hod PCST for
204.79.180.150 [lLnited Sates 147.237.72. 166 |aka. i df . i | aka. i df i1/ portal nil i it enpl at es/ i nner . asp Bl ock 1
wwv, chamat z. aka. i d i
176. 13. 224. 252 | srael 147.237.77. 226, . Wnaut hori zed LRL Access to B ock 1
f.il wawv chamat z. aka. i df . i 1/t enpl at es/ honepage/ homepage. aspx
. . Unaut hori zed URL Access to
46.116.46.105 |Israel 147.237.72. 156 |aman. i df . i | v anan. i df i 1/ mai n/ gi yus/ f or s, aspx Bl ock 1
2.53.27.255 | srael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waww i df.il/error.htm |B ock 1
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