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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
77.126.67.134 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
91. 230. 107. 174 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 31 nakchal . i df.i | B ack List drop 1
71.6.165. 200 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

46.120. 122. 219 147.237.76.200 |[Israel eitan aka.idf.il Xenu Link Seuth User Agent 2
64.72.96. 150 147.237.0. 15 Lhited Sates kosher-kravi.idf.il  [Admin | ogi n page scan - Havij 1
194. 58. 37. 44 147.237.77. 74 Russi an Federation  [|lawidf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 1
61. 240. 144. 65 147.237.72.167 |China i shurimaka.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
193. 201.225. 149  [147.237.72.166  |Wkraine aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 65. 240. 98 147.237.77.227  |Indonesi a e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 200. 120 147.237.76. 34 Net her | ands yohal an. i df .il ET SCAN Potential SSH Scan 1
58. 65. 240. 98 147.237.76. 30 | ndonesi a hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 200. 120 147.237.0. 15 Net her | ands kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.77.216  |Wkraine dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
66. 249. 64. 230 147.237.77.170  [Wnited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 1
64.72. 96. 150 147.237.76.147  |United Sates chi nuch. aka. i df . | Adnin | ogi n page scan - Havij 1
64.72.96. 150 147.237.76. 39 Lhited Sates nobi le.neitav.idf.il  [Admin | ogi n page scan - Havij 1
61. 240. 144. 65 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
193. 201. 225. 149 147. 237.77. 205 kr ai ne prisha idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.8.24 Chi na elifestyleidf.il ET SCAN Potential VNC Scan 5800- 5820 1
193. 201. 225. 149  |147.237.8.27 krai ne e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 65. 240. 98 147.237.76. 31 I ndonesi a nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 200. 120 147.237.76. 31 Net her | ands nakchal . i df.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147.237.77.216  |lkraine dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
5. 255. 90. 133 147.237.76. 38 Net her | ands eeneitav.idf .il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.77.216  |kraine dover.idf.il ET SCAN NVAP -f -sS 1
64.72. 96. 150 147.237.77.216  |Wnited Sates dover.idf.il Admin | ogin page scan - Havij 1
64.72. 96. 150 147. 237.76. 86 Lhited Sates navy. i df .il Adnmin | ogi n page scan - Havij 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address ‘ Ste

‘Signature

Country

SYWNretransnit wth different w ndow

82. 81.88. 212 I srael 147.237.76.42 |refush.idf.il |Bad TCP sequence ocal e noni t or 48
Sreaming Engine: TGP Invalid i i sSi
109. 253.223. 71 | srael 147. 237. 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 33
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
176.13.7.124  [israel 147 237. 77, 243 |mbi e i o1 [ €M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dropped.
79.178.93.76 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 19
141. 0. 13. 169 Nor way 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 18
Sreaning Engine: TCP Invalid i i ssi
109. 67. 144. 45 |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segrent retransmssi on. drop 18
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
46.19.86.205 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dr opped.
79.178.93.76 | srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 14
80. 246.137.95 |lsrael 147.237. 72. 156 |aman.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 13
190. 42. 16. 41 Peru 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 13
Sreaning Engine: TP Invalid i i ssi
46.19. 86. 88 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segrent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i sSi
37.26.149.229 |israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
5. 28. 156. 98 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segrent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
82.81.30.0 | srael 147.237.0.34 [tikshuv.icf.il |dr op First packet isn't SYN drop 11
82.81.30.0 I 'srael 147.237.0.34 |[tikshuv.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
82.81.30.0 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
46. 19. 86. 34 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 8
82.81.30.0 I srael 147.237.0.34 |[tikshuv.idf.il |SYN At t ack noni t or 8
37.26.148.158 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
109. 253. 206. 177|I srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
Sreaming Engine: TP Invalid i i ssi
5.102.195.217 |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssi on. drop 8
Ret r ansm ssi on Packet dropped.
R, SYNWACK retransmt wth different .
2.53.30. 236 I srael 147.237.77. 243 |mbile.idf.il |Bad TCP sequence i ndow scal 6 noni t or 7
37.26.148.158 |Israel 147.237. 72. 166 |aka.i of .i drop First packet isn't SN drop 7
100.40.122. 116 |Wited Sates |147.237.76.86 |navy.idf.il |Bad TCP sequence i’gﬁfﬂé:ﬂsm with different monitor |7
82.81.30.0 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 7
100. 40. 122. 116 |hited Sates [147.237.76.86 [navy.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 7
2.53.30. 236 | srael 147.237.77.243|mobile.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
176. 13. 232. 209 |Israel 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 6
100.40.122. 116 |Wnited States |147.237.76.86 |navy.idf.il [Bad TCP sequence f:zll;:tncrgnsmt Wth different aert 6
190. 42. 16. 41 Peru 147.237.77. 216 |dover.idf.il |SYN Att ack noni t or 6
Sreaming Engine: TP Invalid i i ssi
109. 253. 206. 64 | srael 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.53.30. 236 I srael 147. 237, 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
176.13.4.119  [israel 147. 237.77. 243 |nbi l e. i f i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
37.242.224.133 |Saudi Arabia |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 6
176. 13.232. 209 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
31.168.104. 198 |Israel 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber noni t or 6
89.139.151.92 |lsrael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
176. 13. 232. 209 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 6
31.168.104. 198 |Israel 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
190. 42. 16. 41 Peru 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
107.181.69. 225 |lhited States |147.237.76.86 [navy.idf.il |Bad TCP sequence i’(;'l;:;ésnsmt wth different aert 5
2.53. 30. 236 | srael 147.237.77. 243 |mobil e.icf.il |dr op First packet isn't SN drop 5
176. 13. 232. 209 |Israel 147. 237. 72. 166 |aka.i of .i | SYN At t ack noni t or 5
109. 253. 243. 36 |Israel 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 5
190. 42. 16. 41 Peru 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 5
100. 40. 122. 116 |wnited Sates |147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
91. 135. 104. 252 |l srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
190. 42. 16. 41 Peru 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 4
46.116.43.210 |Israel 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
176.13.229.93 |Israel 147. 237. 72. 166 |aka.i of .i drop First packet isn't SN drop 4




08-31-2016-22:04:07 to 08-31-2016-23:04:07

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 202. 218l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 32
84.110. 177. 147 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/ undef i ned |Bl ock 11
46.19.85.6 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 9
109. 253. 223. 71 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 8
109. 253. 212. 247 |1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 7
176. 13. 243. 229 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 6
37.26.147.163 | srael 147. 237.77. 243 |nobi | e. i df . i | Emzitlr;bi“éfe.? I%?;ggi;ggpltg‘egﬁfiih?? ddocunent </ 1071 Bl ock 5
176.13.7.124 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 5
46. 19. 86. 205 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 4
109. 67. 144. 45 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 4
66.249.81.218 |[Israel 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 4
192.117. 10. 226 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
66.249.81.215 |[Israel 147.237.77. 216 |dover . i df . i Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 3
176.13.4.119  [Israel 147.237.77. 243 |nobi | €. i df . i | r'?m;tlr;bi“éf? Iﬁi‘;gg;fggplﬁegﬁfﬁih?? ddocunent </ 1071 Bl ock 3
46.19.86.4 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
37.26.149.149 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
46.19. 86. 88 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
37.26.149.229 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 3
46.19. 85. 143 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
79.178.184.235 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
5. 28. 156. 98 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 2
109. 253. 206. 64 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 2
176. 13. 228. 156 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
66.249.81.212 |Israel 147.237.77. 216 |dover . i df . i | Distributed Unhauthorized URL Access on waw idf.il/error. htm B ock 1
192.117.10. 226 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 1
64.72.96.150  |Wited Sates [147.237.0.17 ;nlrrly kosher-kravi. 1|, iied naiformed LR B ock 1
84.111.21.108 | srael 147. 237.72. 166 |aka. i df . i | mn;km;i? ?ﬁ;;rmg\!hiﬂiﬁm@a;& None 1
77.138.71.79 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for w aka. i df . i/ mai n/ sachar B ock 1
213.169.41.88 |Rulgaria 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
66.249. 64.192 [ srael 147. 237.77. 170 |n@ar achot . i df . i | ﬂ?“tzg?r %‘?i;gx d?‘ﬁ?slzst/%/ 112228, pik Bl ock 1
79.177.148. 126 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
207.46.13.64  |Uhited Sates |147.237.77.216|dover. i df . il mﬁﬂt;‘ﬂ'ﬁfﬂtﬁ at';cof]zjss_ti; i abot_our_cour s asp Bl ock 1
64.72. 96. 150 Uited Sates |[147.237.0.34 |tikshuv.idf.il Mal formed URL http/ 1.1 B ock 1
148.251.13.51  |Ger many 147.237.72. 166 |aka. i df . i | m“atkr;’irgfzﬁ? /Lfgthﬁgsfg?;lf alt. a8 B ock 1
86.173. 160. 186 LKTi;gegom 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for waw aka. i df.il/ishurindnai n/ B ock 1
2.53.30.236 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
77.138.84.182 |France 147.237.72.166 |aka. i df . i | m“;:gii dzfe.?l'ﬁa?cr:?h:ﬂ rfmogrener al. asix Bl ock 1
180.97.106.37 |china 147.237.77. 216 |dover . i df . i | %sﬁ%“ﬁﬂff&?ﬁﬁf& - Protocol violation None 1
66.249.64.251 |Israel 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robot s. t xt B ock 1
46.120.122. 219 | srael 147.237. 72. 166 |aka. i df . i | pultip e Mt port zed Nethod for Known LR from Bl ock 1
37.26.147.163 |lIsrael 147.237.77.243|nobi l e. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
207.46.13.120 [Lnited Sates |147.237.72. 156 [anan. i df .il Ml tipl e Unaut horized URL Access from 207. 46. 13. 120 B ock
64.72.96.150  |thited Sates |147.237.76.86 |navy.idf.il Ml tiple Miformed URL from64.72. 96. 150 Bl ock
87.204.52.13  |Pol and 147.237.72. 156 |aman. i df . i | Distributed Lhaut hori zed LR Access on B ock 1

wwn anman. i df . i |/ favi con.ico
Uhaut hori zed Met hod PCST for

77.138.203.37 |France 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ rai v sachar/vi ewpays! i p. aspx B ock 1

m ny- kosher-kravi . i d [ss. utraceabl e Gnnection - Protocol violation

180. 97. 106. 161 |Chi na 147.237.0. 17 A (SSL_OONN CLI ENT_HELLO) None 1
. . Unhaut hori zed URL Access to
66. 249. 76. 83 I srael 147.237.77.216|dover. i df . il vow i df i1/ at al 1/ zkor/ vi ew i ngt op. asp B ock 1
46.120. 122. 219 |[Israel 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed Met hod HEAD for v ei tan. aka.idf.il/ None 1
. . DO stributed Whaut hori zed URL Access on
82.81.88.212  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
77.126.47.138 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
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