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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
182.92.131. 191 Chi na 147.237.76. 44 e.refuah.idf.il JLM Under At tack_Con_Tcp drop 2
120. 132. 50. 135 Chi na 147.237. 76. 147 chinuch. aka.idf.il bl ock-sp-traf 1 f orward 2
185.94.111.1 Russi an Federati on 147.237.76. 148 gogcenter.aka.idf.il |Back List drop 1
154, 16. 199. 217 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
154.16. 199. 217 Lhited Sates 147.237.76. 148 gogcenter.aka. idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site Sgnature Devi ce Action |Oount
178. 203. 120. 68 Ger many 147. 237. 72. 166 aka.idf.il CL000074: HTTP. maj estic bot Per nit 3
5.9.88.103 Ger many 147.237.77. 176 nat pash. i df.il C1000074: HTTP. maj estic bot Per nirt 2
178. 203. 120. 68 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Permt 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

46.120. 122. 219 147.237.72.166 |[Israel aka.idf.il Xenu Link Seuth User Agent 2
91. 224. 160. 106 147.237.76.201  [Netherl ands eatal.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.76. 147  |Netherl ands chi nuch. aka. i df .i ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147. 237.76. 38 Net her | ands eenetav.idf.il ET SCAN Potential SSH Scan 2
46.120. 122. 219 147.237.77.216  |lIsrael dover.idf.il Xenu Link Seuth User Agent 2
218. 87. 109. 253 147.237.77.176  |China nat pash. i df .i | ET SCAN Potential SSH Scan 1
2.55.133. 33 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147.237.76.176  |Netherl ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.76.200 |China eitan aka.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.72.166  |China aka idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.76. 39 Net her | ands nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237.8.50 Chi na e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76. 34 Net her | ands yohal an. i df .i | ET SCAN Potential SSH Scan 1
211.141.78.56 147.237.77.233 |China atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.61.133.104 147. 237. 0. 200 Ger nany ndu. i df il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 232 147.237.77.216 |lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 116. 123. 135 147.237.76.199 |lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 141. 27. 44 147.237.0. 16 ny- kosher -kravi .i df . il ET SCAN NVAP -sS wi ndow 1024 1
218. 87. 109. 253 147.237.77.227 |China e. hanaz. i df .il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.76. 31 Net her | ands nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147.237.76.196  |Netherl ands e svivaidf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.76.197 |China e hinush.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237.8. 28 Chi na €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
84.109. 92. 100 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
211.141.78.56 147.237.77.212 |China e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 65. 240. 98 147. 237.77. 61 | ndonesi a e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 52. 97. 84 147.237.77. 74 Lhited Sates lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
146.185.146. 112  |147.237.76.177  |Netherl ands ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
45.79.91.37 147.237.76.197 |Uhited Sates e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147.237.76.199  |Netherl ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

country Target Address |Ste Signature
141. 226.217. 77 || srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |106
217.132.99.86 |Israel 147. 237.76. 200 |ei tan aka ich.i1 | camng Engine: TP Invalid segnent retransmssion. Packet |, ., 62
Invalid Retransnission dr opped.
164. 138. 117. 69 [ srael 147, 237.76. 200 |ei tan aka ict.i1 | caMNg Engine: TP Invalid segnent retransmssion. Packet |, 34
Inval id Retransnission dr opped.
141.0.14.74 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
107. 181. 69. 225 |Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence SYNretransmt wth different sequence |alert 24
107.181. 69. 225 [Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence SWretransnit wth different sequence [nonitor |24
107.181.69. 225 |Lhited Sates |147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |23
84.110. 179. 204 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |21
107. 181. 69. 225 [hited Sates [147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout monitor |21
84.110. 179. 204 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |21
216.15.172.84 |lhited Sates |147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |20
216.15.172.84 |wnited Sates [147.237.76. 147 |chinuch. aka.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |20
216.15.172.84 |Whited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
107. 181. 69. 225 |Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 19
216.15.172.84 |Whited Sates [147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout monitor |19
216.15.172.84 |[Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
216.15.172. 84 |lhited Sates |147.237.76.200|eitan. aka idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout monitor |19
216.15.172.84 |Wnited Sates [147.237.76.39 |nohile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout monitor |19
216.15.172.84 |Whited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
100. 92. 42. 106 147. 237. 72. 166 |aka.i df .i | dr op First packet isn't SN drop 16
107.181. 69. 225 [hited Sates [147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |15
107.181. 69. 225 |Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST aert 14
77.124.14.139 |Israel 147.237.77. 243 |nobi l e i of .1 Streamng Engine: TCP Invalid segnent retransmssion. Packet . 12
Inval i d Retransnission dr opped.
46.19.86.165 |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
46.19.86. 165 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |10
107. 181. 69. 225 |Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 9
46.19.86.22  |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Vﬁﬁggg"ﬂsm with different moni tor |9
95. 163. 144. 203 zzzgtr'im 147.237.0.15 |kosher-kravi.idf.il ?e;izr:t n?_i E:?' r;ger;f o-l;?;nent Zec':u:r‘fggen;acift zfmg;;ii”“m alloved 4 op 9
2.53.151.137 |Isradl 147. 237.77. 243 |mobi l e. i . i Streamng Engi ne: TCP Invalid segnent retransmssion. Packet |, 9
Inval id Retransnission dr opped.
77.138.86.15 |Rance 147.237. 72. 156 |anan.i df .i | drop Frst packet isn't SYN drop 8
174.201.9.165 |Wited Sates [147.237.77.74 [lawidf.il Streamng Engi ne: TCP Invalid segnent retransmssion. Packet |, 8
Invalid Retransnission dr opped.
185. 3. 146. 205 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber mnitor |6
107. 181. 69. 225 |Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d sequence nunber alert 6
37.242.224. 133 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
37.26.149.208 |[lIsrael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |6
176.13.21. 138 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At ack SYN -> SYN-ACK -> RST monitor |6
176. 13. 229. 178 || srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
157.55.30.175 |United Sares |147.237.76. 200 |eitan akaicr.il | camNg Engine: TCP Invalid segnent retransmssion. Packet |, ., 4
Inval i d Retransnission dr opped.
46. 19. 86. 22 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
39. 35. 46. 41 Paki stan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.112. 236.32 |Pol and 147. 237.72. 156 |anan.i of .| Bad TCP sequence mﬁsgf‘sm wth different moni tor |3
46. 19. 86. 22 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier nonitor |3
46. 19. 85. 40 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
46.112.236.32 |Pol and 147.237. 72. 156 [anan. i df . i Bad TCP sequence Invalid ACK nunber monitor |3
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
77.138.86.15 |France 147. 237. 72. 156 |anan.i df .i S r.ea.m ng Engi ne: . TG.D SN zﬁfmﬁiﬁeg'eﬁedsbﬁfg&engﬁ Agafcﬁff drop 3
Mbdi fied Retransm ssion dat a.
2.53.139.83  |Israel 147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid segnent retransmssion. Packet . 3
Invalid Retransnission dr opped.
141. 226. 217. 77 || srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
31.154.81.31 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
46. 19. 85. 40 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACXK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 194. 94 |l srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 195
46. 19. 85. 56 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 81
185.32.179.36  |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 57
37.26. 147, 226 | srael 147.237.77. 243 |nobi l e.i df i | Ostributed Paraneter Type Mol ation on nobile.idf.il/sachar/login 8 ock 8
par anet er Passwor d
77.138.53.169 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for www aka.idf.il/ishurim B ock 5
. . . Uhaut hori zed URL Access to
46.19. 86. 144 I srael 147.237.77.243|nobi l e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 Bl ock 4
87.71. 30. 232 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
80.246.136.35 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
77.139.240.61 |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known URL on B ock 2
ww aka. i df . i |/ mai n/ sachar/ vi enpaysl i p. aspx
77.138.53.169 |France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 77.138.53. 169 B ock 2
37.142.219.171 [israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
31.154.9.62 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 2
2.55.39.50 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
188. 120. 154. 96 |l srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
213.57.57. 27 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
. . . Unhaut hori zed URL Access to
5.29.69.55 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1071 Bt ock 2
213.57.91.199 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
5.102.218.170 |Israel 147.237.72. 166 |aka. i df . i | vw aka, i . i |/ mai n/ sachar / nas. aspx None 1
. ] Unaut hori zed URL Access to
80. 230. 220. 105 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel 111 es/ 1/ si ze100x0/ 2971 pg B ock 1
109. 253. 223. 180|I srael 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Uhaut hori zed URL Access to
80.230.220.37 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel 111 es/ 7/ si ze100x0/ 2277.  pg B ock 1
Unaut hori zed URL Access to
80. 230. 221. 194 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ j query. pl ugi ns/j query. equal hei ghts.j |Bl ock 1
s
. . Unaut hori zed URL Access to
80. 230. 221. 161 |lIsrael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ¢ shar ed dat epi cker . css Bl ock 1
. ] Unaut hori zed URL Access to
80.230.220.84 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel fi | es/ 8/ 2288. | pg B ock 1
. . Paraneter Read Qhly Molation in
84.109.124.50 I srael 147.237.72.166 [aka. i df . i | wwy aka. i df.i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx None !
] ] . D stributed Whaut horized Met hod for Known URL on
66.102. 9. 24 Uited Sates [147.237.72.166|aka.idf .il vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
. . Unaut hori zed URL Access to
80. 230. 220. 130 |lIsrael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ si p. st oragel {1 | es/ O/ 2090. | pg Bl ock 1
208.100. 26. 232 |lhited Sates |147.237.77.216|dover.idf.il Unaut hor i zed HTTP Met hod Bl ock 1
. . Unaut hori zed URL Access to
80.230.220.70 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_stor agel 111 es/ 8/ si e100x0/ 2808. ] pg Bl ock 1
. . Uhaut hori zed URL Access to
80. 230. 221. 226 |[lIsrael 147.237.76. 42 |refuah.idf.il 147, 237. 76, 42/ shar edl cl i ent scri pts/j query/ ol obal | s B ock 1
. . Unaut hori zed URL Access to
80.230.220. 46 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_storagel 111 es/ 9/ si ze100x0/ 2689, pg Bl ock 1
. . D stributed Uhaut hori zed URL Access on
80. 230. 221. 206 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ scr i pt r esour ce. axd B ock 1
37. 46. 39. 110 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to www aka. i df.il/mai n/ sachar/undefi ned B ock 1
. . Uhaut hori zed URL Access to
80. 230. 220. 119 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel 11 es/ 0/ si ze100x0/ 3250. ] pg Bl ock 1
180. 97.106. 37 [China 147.237.0.34 |tikshuv.idf.il D stributed Unauthorized URL Access on 180. 163. 113. 82/ check_proxy |B ock 1
. . Unaut hori zed URL Access to
80.230.220.18  Israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ si p_st or agel f | es/ 4/ si ze100x0/ 2294. | pg Bl ock !
. ] Unaut hori zed URL Access to
80.230.221. 171 [israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ styl ef 1. hel scrol | er/ ski n. css B ock 1
2.53. 24. 253 I st el 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in R /mai 1 kapatz//resf012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
. ] Unaut hori zed URL Access to
80.230.220.93 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel 11 es/ 0/ si &220x0/ 3200. ] pg B ock 1
89.139.124.191 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Uhaut hori zed URL Access to
80.230.220.80 [Israel 147.237.76. 42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel 11| es/ 5/ si ze100x0/ 3045 pg B ock 1
80. 230. 221. 242 [israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ i mages/ shar ed/ hone. png  [B ock 1
80. 230. 221. 153 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock
180. 97. 106. 162 |Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stributed Waut hori zed UR. Access on 180. 163. 113. 82/ check_proxy |B ock
. . Unaut hori zed URL Access to
80.230.220.58 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_storagel 11 es/ 7/ si e100x0/ 2427.  pg Bl ock 1
. . Uhaut hori zed URL Access to
80.230. 221. 217 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shar edl cl i ent scri pts/ | query/j query-ui .j s Bl ock 1
46.19. 86. 238 I srael 147.237.77.74 [lawidf.il Unknown HTTP Request Method en; g=0.4 in URL B ock 1
. . Unhaut hori zed URL Access to
80. 230. 220. 126 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel {1 es/ 5/ si e100x0/ 3365.  pg Bl ock 1
5. 255. 253. 34 RJSf;;”i o 147. 237.72. 156 |anan. i df . i | Unaut hori zed LRL Access to list.ips.gov.il/robots. txt H ock 1
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