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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

79. 183. 30. 220 | srael 147.237. 76. 42 refuah.idf.il B ack List drop 4
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
185.94.111.1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il |Back List drop 1
93. 174. 95. 106 Net her | ands 147.237.76. 30 hi nush. i df . i | B ack List drop 1
163. 172. 216. 36 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

199. 58. 86. 211 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122. 219 |147.237.72. 166 (I srael akaidf.il Xenu Link Seuth User Agent 8
46.120.122.219 |147.237.77. 216 I srael dover.idf.il Xenu Link Seuth Wser Agent 4
46.120.122. 219 |147.237.76.31 |[Israel nakchal .idf.il Xenu Link Seuth User Agent 2
104. 214. 118. 150|147. 237. 76. 148 |Lhited Sates gacenter.aka.idf.i|ET SCAN NVAP -sS wi ndow 4096 1
211.141.78.56 |147.237.77.227|Chi na e hamaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |147.237.76.86 |lkraine navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
198. 52. 97. 94 147.237.77.74 |lhited Sates lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
91.201.236.50 [147.237.76.86 |Uraine navy.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
193. 201. 225. 149(147. 237. 76. 44 |krai ne e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 76. 83 147.237.77. 216 |Whited Sates dover . i df .i| ET SCAN NVAP -sA (2) 1
193. 201. 225. 149(147. 237. 76. 30 |Ukrai ne hi mush. i df il ET SCAN Potential SSH Scan 1
180. 213. 5. 204  |147. 237. 76. 197 |Chi na e. hi nush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
163.172.238. 40 |147.237.76.38 |United Kingdom [e.e.meitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
128.127. 0. 45 147.237.0.34 |itay tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
109. 60. 153. 178 |147. 237. 76. 44 23::;'}0'1 erefush.idf.il  |ET SCAN Potential VNC Scan 5900- 5920 1
222.254.34.165 |(147.237.76.42 |\ etnam refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 214. 118. 150|147. 237. 76. 148 [Lhited Sates gacenter. aka. i of .i [JET SCAN NVAP -sS wi ndow 1024 1
211.141.78.56 |147.237.77.179|Chi na e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.50 |147.237.76.86 |lkraine navy.idf.il ET SCAN NVAP -f -sS 1
193. 201. 225. 149(147. 237. 76. 44 |krai ne e.refuah.idf.il ET SCAN Potential SSH Scan 1
77.139. 204. 147 |147.237.72. 166 |France aka.idf.il portscan: TCP DO stributed Portscan 1
193. 201. 225. 149(147. 237. 76. 31 |krai ne nakchal . i df .i ET SCAN Potential SSH Scan 1
61.240.144.65 |147.237.77.176|China nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
185.27.106. 73  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
180. 97.106. 37  |147.237.0.15 |China kosher -kravi . i df.iISEF\.VER_ APAO—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
37.26.147.130 |[147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
128.127.0. 45 147.237.0.34 |italy tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
109. 253. 140. 52 |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |Target Address |Ste Signature Action ‘Count
82.145.211. 25 |Europe 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor (39
84.110. 179. 204 |lIsrael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |27
84.110. 179. 204 |l srael 147.237. 72. 166 |aka.i df .i1 SYN At t ack SYN -> SYN-ACK -> RST monitor |25
84.110.177. 156 |[Israel 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 21
109. 67.210.85 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
216.15.172.84 |lhited Sates 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |19
216.15.172.84 |lhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |19
216.15.172.84 |lWhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
216.15.172.84 |lhited Sates 147.237. 76. 147 |chinuch. aka. i df .11 |SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |19
84.110.177. 156 |l srael 147.237. 72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST nonitor |19
216.15.172.84 |lWhited Sates 147.237.76. 200 |eitan. aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
216.15.172.84 |lhited Sates 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti meout nonitor |19
216.15.172.84 |lhited Sates 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |18
216.15.172.84 |lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
82.145.211.25 |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 17
64. 62. 219. 89 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
107.181. 69. 225 |Uited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence iz'ureergcr:nsm wth different alert 11
107.181. 69. 225 |Uhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i':ureeg:”sm wth different moni tor |11
176. 13. 228. 138 |l srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 11
107.181. 69. 225 |United Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |10
5.102.254.194 |l srael 147.237.77. 243 |nobil e. i of . Streamng Engi ne: TCP Invalid segnent retransmssion. drop 9
Inval id Retransm ssion Packet dr opped.
107.181.69. 225 |Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |9
95.163. 144. 203 |Russi an Federation |147. 237.77. 176 |nat pash. i df i ;;?;:; n?_i E??I r:zer;f ;Tenent ;?Dofezgzggze&“; clidd’:;"i d’:‘;’;"pe L [dro 8
89.96.249.130 |ltaly 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
107.181. 69. 225 |United Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout alert 8
46. 19. 85. 24 I srael 147, 237. 72. 166 |aka. i df .i 1 SYN At t ack SYN -> SYN-ACK -> Ti meout alert 7
46.19. 85. 145 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |6
79.177.52. 85 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |6
176. 13. 242. 145 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19.86.162  |Israel 147.237.77. 234 |hal ag. i of .i | Bad TCP sequence mﬁs\fsrc:reansm wthdifferent | oonitor |5
176.13.23.240 |Israel 147. 237.77. 216 |dover i df .| Bad TCP sequence %ﬁ;;ﬁ;ansm't wthditterent | onitor |5
5.29.211. 140 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence nmonitor |5
107.181. 69. 225 |United Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |5
205.167.170.19 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
109. 253. 194. 100|I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
80. 246. 139. 155 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |5
89.139.151.92 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |5
37.26.148.167 |Israel 147.237.72. 167 |ishurimaka.idf.i1 [Bad TOP sequence mﬁs\fsrc:reansm wthdifferent | oonitor |4
86.104. 161, 166 |2 eStiman 147 237 77. 176 |nat pash. i o . i1 SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
Territory, Gcupied
46.19. 85. 146 I srael 147.237. 72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST noni t or
107.181.69. 225 |Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or
109. 162. 95. 170 |Wkraine 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t o
2.53.26. 249 I srael 147. 237. 77. 243 |nobi l e.i df .i | Stireamng Engi ne: TGP Invalid segnent retransmssion. drop 3
Inval id Retransm ssion Packet dr opped.
109. 162. 95. 170 |Wkrai ne 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
189. 69. 212. 100 |Brazil 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
5.29. 211. 140 | srael 147.237.72. 166 |aka. i df.i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 85. 45 I'srael 147.237.77. 243 |nobi l e. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. dr op 3
Inval id Retransm ssion Packet dr opped.
107.181. 69. 225 |United Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST alert
109. 162. 95. 170 |lkrai ne 147.237.76. 200 |eitan. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
198.23.22.181 |United Sates 147.237.76.200|eitan. aka.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 225 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 206
109. 253. 194. 94 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 46
46.19. 85. 45 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 35
79.180. 199. 213 i srael 147. 237.77. 243 |nobi | e. i df . i | Ef)gﬁrzt o T?’Ffsrcﬁgf‘;icﬁgng?gz‘zxfgd in Bl ock 15
2.53.5.143 I srael 147. 237.77. 243 |nobi | e. i df . i | Smsbtirl'et_"ft;é i?;g’;fhzrr /Eyhp:n:e;;i'v\z’: dO’I)ar aneter NewPassvor d Bl ock 10
109. 253. 230. 225]I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 8
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46. 120. 122. 219 B ock 5
93.173.7.136 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut hori zed Method for Known URL from 93.173.7.136 B ock 4
5. 28. 186. 209 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut hori zed URL Access from 5. 28. 186. 209 B ock 4
77.138.21.211  |France 147.237.72. 166 |aka. i df . i | m;:‘ftdeféiwim‘f 2/0;;5:; Method for Knoun LRL on Bl ock 4
77.138.116.23  |France 147.237.72. 166 |aka. i df . i | x;\f;;ablf;éiwim‘f :/0;;;18; Method for Knoun LR on B ock 4
5.102. 254.194  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock
185.32.179.36  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock

87.69. 62. 140 I 'srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to waw i df.il/error.htm Bl ock
5.102.254.194 [ srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :cl’r(;fz'f? , g;eggrcﬁim;es” < ohi | ddocunent &/ 1071 Bl ock 3
185. 32.179. 239 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock

46. 19. 86. 188 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
93.173.7.136 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 93.173.7.136 B ock
77.139.6.178  |France 147.237.72. 166 |aka. i df . i | x;\f;;ablf;éiwim‘f :/0;;;18; Method for Knoun LR on B ock 3
109. 253. 207. 1561 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.180.179. 13 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
176. 13. 236. 189 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
109. 253. 243. 145|| srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
37.26.149.154 |[Israel 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
87.71.29.74 | srael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 2
5.28.186.209 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :cl’r(;fz'f? , g;eggrcﬁim;es” < ohi | ddocunent &/ 1432 Bl ock 2
109. 253.195.9 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
180. 97.106.37 |Chi na 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 180. 163. 113. 82/ check_pr oxy Bl ock 1
77.139.56.249 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for wwwy aka. i df.il/mai n/ sachar/kl al i . aspx B ock 1
77.125.66.140 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 1
93.172.221.109 |israel 147.237.72. 166 |aka. i df . i | mn;’k“gi??w;z nf;;cor?:flt;aggficEZﬁSfCDhsaChar$°t' 13in None 1
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 46. 120. 122. 219 B ock
157.55.39.252 |Uhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/portal ml uinitenpl at es/ B ock
77.138.167.186 |France 147.237.72. 166 |aka. i df . i | mt;;;"i’tdff'i ﬁ%’ﬂ:‘;’;ﬁl Qf;??is';)gr Known LRL on B ock 1
109. 67. 63.192 |l srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 76. 83 I srael 147.237.77.216|dover.idf.il Unaut hori zed LRL Access to wawidf.il/atal 1/izkor/ vi ew i ngt op. asp Bl ock 1
46. 19. 85. 58 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 1
213.57.91.199 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.60.203  |France 147.237.72. 166 |aka. i df . i | m;li(guit;é ma#;ihn(;rrjozni? d':;;ﬁ??.;;’;xmom R on Bl ock 1
2.55.189. 159 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
180. 97.106. 37  |Chi na 147.237.77. 176 |mat pash. i df . i|  [Whaut hori zed URL Access to 180.163. 113. 82/ check_pr oxy Bl ock 1
77.138.9. 145 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for ww aka. i df . il /mai n/ sachar B ock 1
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/qiyus/ general /default.a B ock 1
77.138.238.48 |France 147.237.72. 156 |aman. i df . i | Distributed Lhauthorized UR. Access on waw anan. i df.il/favicon.ico Bl ock 1
109. 253. 145. 1581 sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
68.180.229.39 [Lhited Sates |147.237.76.31 |nakchal .idf.il \;P:rwa';e;kigl T‘I"zﬁ _\fl‘;'ﬁ;;;”h?gzk'\ﬁ;”_ gspx Bl ock 1
213.57.98.207 | srael 147.237.72. 166 |aka. i df . i | m”a?(‘:i ?ria}rf;;;/ S—ac\gar%cﬁ;mgp: etion aspx None 1
87.69.128.95  |israel 147.237.72. 166 |aka. i df . i | mu;w':l”;(":iﬁr_?wtn;r Ncgggfiitgagificﬁ:ﬁngPhsaChar$°t' 59.in None 1
77.139.80.205 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 1
180. 97. 106. 161 |Chi na 147.237.76.30 [hinush.idf.il Unaut hori zed URL Access to 180. 163. 113. 82/ check_pr oxy B ock 1
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