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08-31-2016-19:04:03 to 08-31-2016-20:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
46. 19. 85. 236 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
79. 183. 30. 220 | srael 147.237.76. 42 refuah.idf.il B ack List drop 6
109. 253. 216. 123 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
115. 230. 125. 146 Chi na 147, 237.76. 197 e hinush.idf.il JLM Under Attack Con_Tcp drop 1
154. 16. 199. 217 Lhited Sates 147. 237. 76. 200 eitan aka. idf.il B ack List drop 1
91. 230. 107. 174 Russi an Federation 147.237. 76. 34 yohal an.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 148 ggcenter. aka. i df.il|B ack List drop 1




08-31-2016-19:04:03 to 08-31-2016-20:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount

51. 254, 121. 185 France 147.237.77. 74 lawidf.il CL000074: HTTP. naj estic bot Per nit 2




08-31-2016-19:04:03 to 08-31-2016-20:04:03

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

46.120. 122. 219 (147. 237. 72. 166 |I srael aka.idf.il Xenu Link Seuth User Agent 13
190. 196. 178. 78 [147.237.0.34 |Qnile tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
180.97. 106. 37 [147.237.76.39 |China nobi | e. nei tav. i df il MAPAO_E Apac'he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt
104.232.98.38 [147.237.76.34 |Wited Sates  |yohal an.idf.il ET SCAN NVAP -sS wi ndow 2048 1
95. 163. 144. 203 [147. 237. 76. 176 ?{;j::t”ion test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.103. 150. 195 [147.237.0. 17 |[Netherl ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 [147. 237. 76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
222.254. 34. 165 |147. 237. 77. 234 |\ et nam hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.116. 72. 226 |147. 237. 72. 166 |Sweden aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 196. 178. 78 [147.237.0.34 |Qnile tikshuv.idf.il ET SCAN NVAP -f -sS 1
104. 232.98.38 [147.237.76.34 |lnited Sates  |yohalan.idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 232.98.38 [147.237.76.34 |Lhited Sates yohal an. i df .i ET SCAN NVAP -f -sS 1
95. 163. 144. 203 |147. 237. 0. 19 RF;Z::I’}O” nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 [147. 237. 76. 200 |Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 [147.237.0. 17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
5.189.163. 119 |147.237.77. 121 |Ger many e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.254. 34, 165 [147. 237. 76. 44 |\Vi etnam e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1




08-31-2016-19:04:03 to 08-31-2016-20:04:03

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreaming BEngine: TCP Invalid i i ssi

79.180. 110. 223 |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 66
Ret r ansmi ssi on Packet dropped.

79.176.63.48  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i;;e”ansm't weh different window | oovor  [a1

192.54.144. 229 |Rance 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 32

46. 19. 86. 212 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor |16
Sreanming BEngine: TCP Invalid i i ssi

89. 139. 176. 248 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segment retransmission. drop 15
Ret ransm ssi on Packet dropped.

46. 19. 86. 212 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 14

177.10.170. 132 |Brazil 147. 237.77. 216 |dover. i of .i | SYN Attack SYN -> SYN-ACK -> RST monitor |11

201. 46. 55. 42 Brazil 147.237.76. 147 [chinuch. aka. i df . i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |10

201. 46. 55. 42 Brazil 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout monitor |10

201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10

201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 10
Sreanming Engine: TGP Invalid i i ssi

2.53.158.145  |israel 147. 237.77. 243 |mobi l e, i f . 9 =g Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.

201. 46. 55. 42 Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or

201. 46. 55. 42 Brazil 147.237.76. 200 |ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
Sreaning Engine: TGP Invalid i i ssi

185.32. 179. 136 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Inval i d segnent retransnssion drop 9
Ret r ansmi ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

46.19.86.180  |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransnssion. drop 9
Ret ransm ssi on Packet dropped.

201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 9
Sreanming BEngine: TCP Invalid i i ssi

109. 253. 230. 222|1 srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segment retransmssion. drop 9
Ret ransm ssi on Packet dropped.

201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or

46. 19. 85. 24 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or

46.19. 85. 24 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SIAK retransmt with different oo vor |

w ndow scal e
. . SYNPAXK retransnit with different .

84.94. 203. 62 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence wi hedow scal e moni tor |7

176. 13. 242. 145 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
Sreanming Engine: TP Invalid i i ssi

89.138. 118. 211 |Israel 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

46.19.86. 1 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmssion. drop 6
Ret r ansn ssi on Packet dr opped.

65.188.54.230 |Lhited Sates |[147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |5

. . SYNPAXK retransmit with different .

2.53.10. 251 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence wi ndow scal 6 moni tor |5

176.13.242. 44  |Israel 147.237. 72. 166 |aka. i of .i SYN At tack SYN -> SYN-ACK -> RST moni tor |5

37.26.147.134 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |5

37.26.147.134  |lsrael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 4

109. 253. 216. 123|I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber monitor |4

189. 69. 212. 100 |Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4

189. 69. 212. 100 |Rrazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |4

46.19.85.138 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SINACK retransmt with different — Jooniior [

w ndow scal e
24.113. 56. 62 Lhited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
Russi an o Sream ng Engi ne: TCP TCP segment out of maxi mum

95. 163. 144. 203 erati on 147.237. 72. 156 |aman. i df .i | Segrent Linit Enforcement al| oved sequence. Packet dr opped. drop 3

119. 235. 251. 172|I ndonesi a 147.237.76. 200 |eitan. aka. i df.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or

189. 69. 212. 100 |Rrazil 147.237.76.30 |hinush.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or
Sreamng BEngine: TCP Invalid i i ssi

185.32.179.92  |Israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansnmi ssi on Packet dropped.

189. 69. 212. 100 |Brazil 147. 237. 76. 147 |chinuch. aka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or

73.98.27. 145 Lhited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
Sreanming Engine: TGP Invalid i i ssi

79.176.24.60  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.

119. 235. 251. 172]1 ndonesi a 147.237.77. 74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti neout monitor |3

177.10.170. 132 |Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |3

119. 235. 251. 172|I ndonesi a 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3

119. 235. 251. 172]I ndonesi a 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or 3

189. 69. 212. 100 |Brazil 147.237.76. 200 |ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |3

46. 19. 85. 200 | srael 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3

119. 235. 251. 172]I ndonesi a 147.237. 77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or 3

189. 69. 212. 100 |Brazil 147.237.76.39 |mobile.meitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti meout monitor |3




08-31-2016-19:04:03 to 08-31-2016-20:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 198 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 33
46. 19. 85. 208 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 30
176. 13. 0. 192 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 29
82. 134, 237. 247 |Netherl ands 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from82.134. 237. 247 B ock 4
176. 228. 134. 122/l sr ael 147.237.77.243|nobi l e. i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 4
89.139. 176. 248 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 3
207. 46. 13. 64 Lhited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on ww idf.il/error. htm B ock 3
77.127.81.45 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
84.109. 146. 158 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.55.181. 107 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 46. 120. 122. 219 B ock 3
46.120.122.219 |israel 147.237.72. 166 |aka. i df . i | m“;(goféfzf? /';f:;j%rﬁ‘;?{ eychayal Bl ock 3
176.13. 242. 145 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock

46.19. 86. 180 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock

185. 32.179. 136 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode B ock

79.180. 110. 223 | srael 147.237.77. 243 |nobi | e. i df .i | ﬁ;ﬂtgﬁr&???/g;eggfﬁzm O e/ 1 st chi | cdocument s/ 1465 Bl ock 2
213.57.157.177 |[israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 213.57.157. 177 B ock 2
77.138.22.9 France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCBT for ww aka. i df.il/ishurim B ock 2
109. 253. 230. 222/l sr ael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 2
77.138.69.110 |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to ww arman. i df.il/favicon.ico B ock 2
82.102. 169. 113 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
176.13.5. 21 I srael 147.237.72. 166 |aka. i df . i | \;Twa‘;faeir f??/?a:j{v\ga‘zhjriﬁggii;r i onwi e ster . aspx None 2
59.152.202.68 |Hong Kong  |147.237.72.166|aka.idf.il m;:(:.”it;d. itlr}a;ihnc;uozrs dg;ﬂf?';‘sjgxmo"‘” R on B ock 1
46.19. 85. 116 I srael 147.237.76.42 |refuah.idf.il Mal formed URL B ock 1
79.180. 48.240 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/mai n/ guyus B ock 1
2.53.140. 11 | srael 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
5.102.195.233 |[Israel 147.237.77.216|dover.i df . i Lhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
80. 246. 136. 130 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
79.176.63.48  |israel 147.237.76.42 |refuah.idf.il ?4? ;;?f‘;gﬂztf;u;lhgéﬁaerdeﬁe ;’;Cissss on B ock 1
66. 102. 9. 24 hited Sates |147.237.72.166|aka. i df .i | ﬁ;(:ﬂt;d_ iwa#;ihnc;rgozni? d“éf;ﬂ??_;g;xmo"‘" R on Bl ock 1
94.102. 49.190 |Net herl ands 147.237.0.19 |madimatal .idf. i |Unhaut horized URL Access to 147.237.0. 19/ robots. t xt B ock 1
46.19. 85. 116 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method rr55 in URL B ock 1
82.134. 237. 247 |Net her| ands 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. idf.il/main/kapat z/ B ock 1
2.55.28. 139 | srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: Qpen Mbde None 1
176. 13. 245. 202 |l srael 147.237.72. 166 [aka. i df . i | Distributed Lhaut hori zed URL Access on ww aka. i df . il /nain/ Bl ock 1
85. 65. 26. 140 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.142.85. 14 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df . i1/ nai n/ sachar/ B ock 1
82. 80. 60. 53 I srael 147.237.72. 156 |anman. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/https:/ww aman.idf.il/  [B ock 1
185. 110. 110. 37 |Israel 147.237.72. 156 [aman. i df . i | D stributed Suspi ci ous Response Code B ock 1
79.178.125. 208 |lsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66.249. 76.102  |Israel 147.237.72. 156 |anman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
84.108.38.197 [Israel 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80. 12. 63. 226 France 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized URL Access from 80. 12. 63. 226 B ock 1
213.57.157.177 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod HEAD for ww aka. i df.i|/mai n/ sachar/ Bl ock 1
87.69.135.201 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.142.183. 206 |[lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
192. 54, 144. 229 |France 147.237.77. 216 |dover . i df . i | \;Pjrwa?e;ﬁri ITﬁ’in\:)lofe is‘;rr'];varnfnij/nnavmnu. css. aspX B ock 1
79.179. 96. 1 I srael 147.237.76.42 |refuah.idf.il PHP Attenpt B ock

69. 65. 95. 155 Lhited Sates |147.237.72.166aka.idf.il Unaut hori zed Met hod PCST for ww aka. i df .il/sachar/l ogin/ B ock 1
84.109.116.21 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
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