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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
79.176. 103. 153 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
79. 183. 30. 220 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
115. 230. 125. 146 Chi na 147.237.76. 197 e hinush.idf.il JLM Under Attack Con_Tcp drop 1
163. 172. 216. 36 Uni ted Ki ngdom 147.237.76. 44 e.refuah.idf.il B ack List drop 1
154. 16. 199. 217 Lhited Sates 147.237.76. 31 nakchal . i df .il B ack Li st drop 1
163. 172. 216. 36 Uhi t ed Ki ngdom 147.237.76. 197 e. hinush.idf.il B ack List drop 1
154. 16. 199. 217 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
163. 172. 216. 36 Uni ted Ki ngdom 147.237.76. 198 e.yohalan.idf.il |Back List drop 1
106. 2. 201. 252 Chi na 147.237.76. 199 e.nakchal .idf.il |Back List drop 1
154.16. 199. 217 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
108. 59. 8. 70 Lhited Sates 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
108. 59. 8. 70 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46. 19. 85. 244 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
185.3.147. 115 |147.237.77. 216 |I srael dover . idf.il portscan: TCQP O stributed Portscan 1
23. 82. 46. 210 147.237.77.179|Wited Sates |e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150|147. 237. 72. 14 LKJ?ir:;gom dover.idf.il (o d)|ET SCAN NVAP -sS w ndow 1024 1
5. 255. 90. 133 147. 237. 72. 156 |Net her | ands anan. i of .i | ET SCAN NVAP -sS w ndow 1024 1
107. 178. 208. 177|147, 237. 77. 216 |Lhited Sates |dover.idf.il portscan: TCP DO stri buted Portscan 1
2.53.50. 139 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.182.84.108  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
66.249. 69. 240 |147.237.72. 166 |Lhited Sates [aka idf.il SERVER APAO—E'Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
46.227.67.172 |147.237.72. 167 [Sweden ishurimaka idf.i|ET SCAN NVAP -sS wi ndow 1024 1
46.117.244.97 (147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
46. 19. 86. 169 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 149(147. 237. 72. 167 |krai ne ishurimaka idf.i|ET SCAN NVAP -sS wi ndow 1024 1
37.26.146.249 |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
176.13.247.16  [147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
23.82.46.210 147.237.77.74 |Uited Sates |lawidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 65. 119. 35  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.53.60.218 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
87.69.104. 213  [147.237.77. 216 |l srael dover . idf.il portscan: TCQP O stributed Portscan 1
79.180. 127. 156 |147.237. 72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
66.249. 64. 252  |147.237.77.233|lhited Sates [atal.idf.il ET SCAN NVAP -sA (2) 1
46.227.67.172 |147.237. 72. 166 [Sweden aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.116.24. 164  [147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
217.70.211.10 |147.237.77. 216 |Eur ope dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Signature Acti on ‘Count
85.130. 237. 234 |Israel 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 14
85. 130. 237. 234 |Israel 147.237. 72. 166 |aka. i of .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |14
46.19.85.133  |Israel 147.237.76.86 |navy.idf.il Streaming Engi ne: TCP Inval idinvalid segnent retransnssion drop 13
Ret r ansni ssi on Packet dropped.
85.130. 237. 234 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 10
176. 13. 249. 105 |l srael 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |10
212.179.21.194 |israel 147.237.72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST alert 10
192.117. 162. 218|I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence I'nval i d sequence nuniber noni t or 10
212.179.21.194 |israel 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |10
192.101.80.14 |Wiited Sates 147.237.77. 243 |robi | e. i of . i1 Streamng Engi ne: TCP Inval i dinvalid segnent retransnission drop 9
Ret r ansn ssi on Packet dr opped.
176. 13. 250. 241 |l srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST nonitor |9
185.3.147.191 [ srael 147.237.77. 243 |nobi l e, i of .1 Streaning Engi ne: TCP Inval idinvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
213.8.204. 8 I sr ael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |7
37.26.148.237 |Israel 147. 237, 77. 243 |robi 1 e. i of . i | Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
5.28.145.246  |israel 147.237.77. 243 |robi L e. i of . i1 Streaning Engi ne: TCP Inval i dinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 86. 157 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
185. 3.147.167 |Israel 147. 237. 77. 216 |dover . i of . i Bad TCP sequence I'nval i d ACK nunber nonitor |5
2.53.27.211 | srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 86. 157 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
2.55.12.175 [ srael 147.237.72. 166 |aka. i of . i Bad TCP sequence ﬁﬁtﬁ;gxgﬂgm monitor |5
37.26.148.232 |israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |4
84.109. 39.0 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |4
176.13.12. 244  |lsrael 147.237.77. 243 |nobi l e.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
2.53.27.211 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
46. 32. 200, 232 gjcis;ii:(ijm Territoryly 47 237.77. 216 |dover. i o . i1 drop First packet isn't SWN drop 4
157.157.117. 73 |l cel and 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
2.55.14. 33 I'srael 147. 237.77. 243 |nobi l e. i f . i Streaning Engi ne: TCP Invalid|invalid segnent retransnission. | 3
Ret r ansni ssi on Packet dr opped.
2.53.186.28  |Israel 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id|invalid segnent retransmission. |, o, 3
Ret ransm ssi on Packet dropped.
89. 139. 151. 92 | srael 147. 237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
157.157.117.73 |l cel and 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or
79.178. 169. 153 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
185.32.179. 169 |Israel 147.237.77. 243 |robi L e. i of . i1 Streaning Engi ne: TCP Inval i dinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
176. 13. 248. 208 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
46. 19. 85. 141 I sr ael 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 32 I sr ael 147. 237. 77. 216 |dover . i of . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
2.53.186. 28 I'srael 147. 237.72. 166 |aka. i df .| Bad TCP sequence ﬁﬁﬁ;j&;?&gth monitor  [2
46.120.126.75 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
109. 253. 128. 223|lI srael 147.237.72. 167 |ishurimaka. i df.i1 |SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
213. 8. 204. 28 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence noni t or 2
185. 3. 147. 167 | srael 147.237.72. 167 |ishurimaka.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 2
2.53.186. 28 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence mnitor |2
46. 19. 86. 188 I sr ael 147.237. 72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
104. 198. 219. 118|thited Sates 147.237.76.42 |refuah.idf.il Veb Server Enf or cenent Véb Servers S ow HITP Denial of | oo 2
Mol ation Servi ce
185. 26. 175. 103 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [nonitor |2
46. 19. 86. 79 I sr ael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |2
80. 246.133. 47 |lsrael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence Inval id ACK nunber aert 2
109. 253. 138. 97 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
2.53.54. 204 I srael 147. 237.77. 216 |dover i df .i | Bad TCP sequence cﬂ}”ﬁﬁ;gx?&gm monitor |2
5. 144. 63. 90 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
109. 253. 192. 171l sr ael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.176.3.41 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 126
2.53.180. 70 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 48
46.19.86. 72 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 29
37.26.147.230 | srael 147. 237.77. 243 |nobi | e. i df . i | z"){ﬁ? ?&Tﬁ?s\;cﬂaiic%gnggg:ﬁs;mrd in B ock 13
87.71.29. 74 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 6
80. 246. 130. 246 |l srael 147.237.77. 216 |dover.i df.il Ostributed Waut horized URL Access on waw i df.il/error.htm B ock 6
2.53.159. 187 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
185. 32. 179. 169 |l srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
199. 80. 248. 1 Uhited Sates |147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error.htm B ock 3
46. 19. 86. 225 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
176.13.11. 153  |Israel 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
77.139.102. 174 |France 147.237.72. 166 |aka. i df . i | \m{t ;Ii(;l:t def(.’iﬁ‘imlf :,02;5:; Method for Knoun LRL on B ock 2
185.3.147.191 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
31.19.128.202 |Ger many 147. 237.72. 166 |aka. i df . i | \z\:\f ;i(:_“itdefo_' ILIJ;?:; 2;’: ;Ezgut'\f;::g;(_’;sg"m URL on B ock 2
46.19. 86. 123 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
109. 253. 202. 13 |l srael 147.237.0.19 |madimatal .idf.il |Suspicious Response Code B ock 2
66.249.76.106 |lsrael 147.237.72. 166 |aka. i df . i | Lhknown Par anet er ut mnedi umin waw aka. i df.il/ishurindmain None 1
46. 19. 85. 22 | srael 147.237.77.216|dover. i df . il Unknown HTTP Request Met hod zh55t hgkj zgp in URL B ock 1
207. 46. 13. 64 Lhited Sates |147.237.72.166|aka.idf.il Unhknown Paraneter docid in aka.idf.il/mai n/ haredi nigeneral . aspx None 1
2.53.186. 28 I srael 147.237.77.243|nobi l e.i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
87.71.26.143  |israel 147.237.72. 166 |aka. i df . i | m”a?(‘g‘?i gﬁri"’l‘rfn;m S;C\rfwﬁ??mlE;;? on. asp None 1
66. 249. 64. 33 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9841- he/ r ef uah. aspx |B ock 1
27.152.244.33 |China 147.237.77. 176 |mat pash. i df . i | PHP Att enpt B ock 1
79.181.51.162 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwwu aka. i df.il/main/ gi yus/ general B ock 1
77.127.77.166 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207. 46. 13. 64 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to v idf.il/watch Bl ock 1
5. 28. 145. 246 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1

. . S ULhtraceabl e Gonnection - Protocol violation
66.249. 69. 240 |Israel 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO None 1

Unaut hori zed URL Access to

2.58.173.109 | srael 147.237.77. 243|mobi | €. i df . i ] nobi | e.i df.il/categorytenpl ates/|i stchi | ddocunent s/ 1071 Bl ock !
80.246.130. 87 |[Israel 147.237.77.216|dover . i df . i Ostributed Waut horized URL Access on waw i df.il/error.htm B ock 1
77.138.75.144  |France 147.237.72. 166 |aka. i df . i | VDv'j;J;L;uit;d. itf}a:;hnﬁozr:/j d';?;:??.;g;xmom R on B ock 1
5. 29. 68. 63 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for vwwy aka. i df.il/mai n/sachar/f ag. aspx B ock 1
79.179. 96. 1 I srael 147.237.0.15 |kosher-kravi . i df . i|PHP Attenpt B ock 1
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il Ml tipl e Whaut horized URL Access from 66. 249. 76. 83 B ock 1
192.187.101. 170|thited Sates |147.237.76.86 |[navy.idf.il Adnin Bl ocki ng Bl ock 1
77.139.18.220  |France 147.237.72. 166 |aka. i df . i | V%;;;Lgﬂtgfd. itf}a#;hn(/’rrzoﬁ‘/j dﬁ;:??.;gngnom R on B ock 1
46.19. 86. 151 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
136. 243. 67. 234 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/rights/asp/info.asp B ock 1
5.29.78. 68 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/giyu Bl ock 1
79.179.96. 1 I srael 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed URL Access to kosher-kravi.idf.il/wp-1ogin. php B ock 1
66.249.76.106 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/nail/kapats B ock 1
46. 19. 85. 22 I 'srael 147.237.77. 216 |dover . i df . i | Mal forned URL Bl ock 1
2.53.186. 28 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
82. 81. 95. 250 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka.idf.il/main/ guyus B ock 1
77.139.75.52  |France 147.237.72. 166 |aka. i df . i | mng‘ﬁg iPZ; alnﬁ o E; g?giﬂg?if;fﬁimh in None 1
27.152.244.33 |China 147.237.77. 176 [mat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 27.152. 244. 33 Bl ock

79.181.51. 162 [Israel 147.237.72. 166 |aka. i df . i | D stributed Unauthori zed LRL Access on www aka. i df . i/ mai n/ Bl ock
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