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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
141. 226. 161. 15 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 4
84.111.115. 87 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
58. 153. 203. 194 Hong Kong 147.237.76. 148 ggcenter.aka. i df.il|B ack List drop 2
75. 88.128. 81 Lhited Sates 147.237.76. 148 ggcenter.aka. i df .il|B ack List drop 1
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
211. 236.134. 97 Korea, Republic of 147.237.76. 176 test.ncore.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
117.26.117. 51 Chi na 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 1
176. 10. 99. 204 S t zer| and 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
115.47.12.162 |147.237.0.35 |China akavs. i df . i ET SCAN Potential SSH Scan 1
95. 163. 144. 203 |147. 237. 76. 86 ?ég:;;m navy. i df . i ET SCAN NVAP -sS wi ndow 1024 1
222.254.34.165 |147.237.72.156 |\ et nam anan. i df.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 158 [147.237.0.34 |Wraine tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
211.215.19. 235 [147.237.8. 45 Okfrea RepUDIiC o i tan.idf il ET SCAN Potential SSH Scan 1
84. 229. 60. 85 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
211.215.19. 235 |147.237.8. 14 ok‘f’rea RepubliC o o chot i of i ET SCAN Potential SSH Scan 1
50. 116. 123. 135 |147.237.77.226|lhited Sates ww chamat z. aka. i df.i | |ET SCAN NMVAP -sS w ndow 1024 1
201.150.38. 110 [147.237.77. 234 |Mexi co hal ag.idf.il ET SCAN NVAP -sS w ndow 4096 1
37.142.180.46  |[147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
201.150.38. 110 [147.237.77. 234 |Mexi co hal ag.idf.il ET SCAN NVAP -f -sS 1
23.82. 46. 210 147.237.76. 200 |Lhited Sates eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
181 120.2. 214 |147. 237 77 10 |par oot il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. L 2. . . . ua awtTorumi o .
ey Potential Scan or Brute Force
115.47.12.162 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
115.47.12.162 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
91.201. 236. 158 [147.237.0.34 |Wraine tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
211.215.19. 235 |147. 237.8. 50 okfrea’ RepUbI T C o 4 kshuv. i of i ET SCAN Potential SSH Scan 1
87.236.194. 161 |147.237.72.156 |Czech Republic |aman.idf.il ET SCAN NVAP -sS w ndow 1024 1
211.215.19. 235 |147.237.8. 28 Okfrea’ RepUBI i C o i | ek, i ff i ET SCAN Potential SSH Scan 1
77.126.79.194  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
211.23.156. 152 [147.237.76.34 [Taiwan yohal an. i df .| ET SCAN Potential SSH Scan 1
50. 116. 123. 135 |147.237.77.179|lhited Sates e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 150. 38. 110 |147. 237. 77. 234 [Mexi co hal ag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
37.46.38. 145 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185.3.147.162  |147.237.72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
2.53.47.51 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
163. 172. 169. 150|147. 237. 77. 226 |Uni ted Ki ngdom |vwwu chanat z. aka. i df .il |[ET SCAN NVAP -sS wi ndow 1024 1




08-31-2016-17:04:04 to 08-31-2016-18:04:04

|Top Attackers In FW |

Attacker Address Atacker

Target Address

Jte

Signature

Country

Sreaning Engi ne: TCP

Inval id segnent retransnission.

2.53.133. 180 I srael 147.237. 77. 243 |nobil e.i f .i | . o drop 15
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i sSi
2.53.32.229 I srael 147. 237, 77. 243 |robi 1 e. i of . i | mng thol ne- 7 nvalid segnent retransmssi on. drop 12
Inval i d Retransm ssi on Packet dropped.
reamn ine: T i i ssi
109. 253. 208. 104|I srael 147.237.77. 243 |robi L e. i of .1 Streamng Engine: TCP Invalid segnent retransmssi on. drop 12
Inval i d Retransnission Packet dropped.
46. 19. 85. 67 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber nonitor |12
46. 19. 85. 67 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber aert 11
S reanming Engi ne: TCP i i ssi
164. 138. 117. 69 |l srael 147. 237. 76. 200 |ei tan. aka. i f . mng engine. Inval i d segrent retransmssi on. drop 10
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i sSi
46.19. 86. 13 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 mng tngine- 7 Invalid segent retransmssion. drop 9
Invalid Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
66.249.76.106 |Uited Sates |147.237.72. 166 |aka i df il mng engine. Inval i d segrent retransmssi on. dr op 9
Inval i d Retransnission Packet dropped.
46. 19. 86. 148 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 9
85.130. 139. 65 |lIsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 8
85.130.139.65 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST mnitor |8
46. 19. 86. 246 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |8
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
85.130.139.65 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 7
S reamng Engi ne: TCP i i sSi
46. 19. 85. 60 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 mng tngine. 1 Invalid segnent retransmssion. drop 6
Inval i d Retransnission Packet dr opped.
79. 180. 239. 150 |Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni tor |6
S reamng Engi ne: TCP i i sSi
176.12.160.2  |israel 147. 237, 77. 243 |robi 1 e. i of . i | mng thol ne- 7 nval i d segnent retransmssi on. drop 6
Inval i d Retransm ssi on Packet dr opped.
reamn ine: T i i ssi
89.138. 153. 153 |Israel 147.237.77. 243 |robi L e. i of . i1 Streamng Engi ne: TCP Invalid segnent retransmssi on. drop 6
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i sSi
109. 253. 147. 106 i srael 147. 237. 72. 167 |i shuri maka. i df .| mng thol ne- 7 nval i d segnent retransmssi on. drop 6
Inval i d Retransm ssi on Packet dr opped.
84.110. 49. 78 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
46. 19. 85. 19 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop
o Sreamng Engi ne: TCP TCP segnent out of naximm
31.154.49.209 |[lsrael 147. 237. 72. 166 |aka.i of .i Segment Limt Enforcement |allowed sequence. Packet dropped drop 5
Sreamng Engi ne: TCP i i sSi
157.55.2.166  |Wited Sates |147.237.76.200 |eitan. aka.idf. il mng thol ne- 7 nval i d segnent retransmssi on. drop 4
Inval i d Retransm ssi on Packet dropped.
79.177.199. 129 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |4
80. 246. 133. 178 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni tor |4
46.19.86.29  |israel 147. 237. 77. 216 |dover. i df.i Bad TCP sequence SINAK retransmt with different o, o g
W ndow scal e
46.19. 85. 19 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 3
46. 19. 86. 107 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |3
71.80.11.66 Lhited Sates [147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 3
71.80. 11. 66 Lhited Sates |[147.237.72. 166 |aka.idf.i| SYN At t ack SYN -> SYN-ACK -> Ti neout noni tor |3
46. 19. 86. 246 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber alert 3
79.178.125.196 |[lsrael 147.237.72. 167 |i shurimaka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout monitor |3
Russi an R, Streamng Engi ne: TCP TCP segnent out of maxi num
95. 163. 144. 203 Federat i on 147.237.76.86 |navy.idf.il Segnent Linmt Enforcenent |alloved sequence. Packet dropped. drop 3
109. 253. 243. 151 |l srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST noni tor |3
S reanming Engi ne: TCP i i ssi
46.19.85.195  |israel 147. 237.77. 243 |nbi l e i f . i | mng tngine. Inval i d segnent retransmssi on. drop 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP Invalid segnent retransnission
66.249. 64. 244 |Lhited Sates [147.237.76.86 |navy.idf.il ) o ' dro 3
W Inval i d Retransm ssi on Packet dropped. P
46.19.86.139  |Israel 147.237.77. 226 '} chamatz. aka. 1df g4 TCP sequence Inval i d ACK nunber moni tor (3
71. 80. 11. 66 Wited Sates [147.237.72. 166 |aka.idf .il Bad TCP sequence SINRAK retransmt wth different o0 |3
w ndow scal e
S reanming Engi ne: TCP i i ssi
80. 246. 140. 129 |l srael 147.237.77. 243 |nobil e. i of . mng tngine. Inval i d segnent retransmssi on. drop 3
Inval i d Retransnission Packet dropped.
. . SYNWACK retransmt wth different .
2.55.166. 141 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal noni tor |3
46. 121. 203. 30 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
46. 19. 86. 29 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Invalid AGK nunber nonitor |3
82.102. 169. 113 |Israel 147. 237. 77. 243 |nobi l e.i of . | SYN At tack SYN -> SYN-ACK -> RST noni tor |3
77.139.108.66 |France 147.237.72. 167 |i shurimaka. i df .i| SYN Attack SYN -> SYN-ACK -> RST monitor |3
5.29. 164. 104 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |3
46.121.203.30 |Israel 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni tor |3
46.19. 85. 53 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |2
waw chanat z. aka. i df SYNVACK retransmt wth different .
79.179.220.11 |[Israel 147.237.77.226| Bad TCP sequence wi ndow scal & monitor |2
173. 55. 64. 56 Lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.139.99 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 143
2.53.22.222 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 40
77.138.9.231 France 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from77.138.9.231  [B ock
46.19. 86. 151 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
. . . Paranmeter Type Mol ati on NewPassword in
2.53.137. 173 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i df . | / sachar / changepassvor d B ock 6
66.249.81.215 |[lIsrael 147.237.77. 216 |dover.i df .i | Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
176.13.19.177 |Israel 147.237.0.19 |nadi matal .idf.il O stributed Suspicious Response Code B ock 5
. . . Paraneter Type M ol ati on Repeat Password in
37.26.147.240 [Israel 147.237.77.243|nobi l e. i df . i | nobi | e. i df .| / sachar/ changepassvor d Bl ock 5
77.139.137. 155 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for vww aka. i df.i|/nain/ gi yus/ pni ot . aspx |Bl ock 4
66.249.81.218 |[Israel 147.237.77.216|dover . i df .i | Distributed Unaut hori zed LRL Access on wawnidf.il/error. htm Bl ock 4
2.53.133. 180 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 3
109. 253. 208. 104|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 3
79.181.55. 72 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
: . . D stributed Unaut hori zed Method for Known URL on
192.101.80. 14 |wnited Sates |147.237.72. 166 |aka. i df . i | e aka. i df i1/ rai n sachar B ock 2
84.111.209.199 [Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode Bl ock 2
46.19. 86. 103 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 2
66.249.76.112 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 66. 249. 76. 112 B ock 2
80. 246. 137. 251 |[lIsrael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode Bl ock 2
46.116.50.248 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
W, ch z. aka. i i
188. 120. 148. 129|1 srael 147. 237, 77. 226 | VW Chanat 2. aka d |unaut hori zed LRL Access to B ock 2
foil waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honmepage. aspx
77.139.137. 155 |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 77.139. 137. 155 |B ock
212.29.193.171 [israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
46.121.203.30 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
109. 253. 221. 1791 srael 147. 237.72. 166 |aka. i df . i | llegdl Byte (bde Character in LRL /ai v kapat 2/ res#012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
46.19.85.162  |Israel 147. 237.72. 166 |aka. i df . i | Paraneter Read Qnly Molation in . None 1
wan aka. i df . i |/ mai n/ sachar / popups/ nar ki vsachar . aspx
80. 246. 130. 148 [l srael 147.237.77.216|dover . i df .i | Distributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
77.138.67.135 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for v aka. i df.il/mai n/ sachar/kl ali.aspx [B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/1294-he/ wan idf.il B ock 1
5. 29. 164. 104 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
213.8.204. 31 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
64.30.107.226 |tnited Sates [147. 237. 72. 166 |aka. i df . i | Uhaut hor i zed Met hod PCST for B ock 1
v aka. i df . i |/ mai n/ rabanut/ gener al . aspx
157.55.39. 245 |Uited Sates |147.237.77.216|dover.idf .i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock
80. 246. 136. 116 |[lIsrael 147.237.77.216|dover . i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None
46.19. 85. 170 I srael 147.237.76.42 |refuah.idf.il Mal for med URL Bl ock
. . Unaut hori zed Met hod PCST for
77.138.81.74 France 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai v/ sachar / vi ewpaysl i p. aspx B ock 1
. . D stributed Unaut hori zed URL Access on
2.53. 44. 210 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 421 styl el shar ed/ r eset . css Bl ock 1
194. 242. 165. 137|France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTI QNS for waw aka. i df . i |/ mai n/ sachar/ B ock 1
84.229.77.229 |[israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/giyu general/ B ock 1
" . ] Unaut hori zed URL Access to
5.102.242.175 |[Israel 147.237.0.19 |madi matal .idf.il naci matal i df .|/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 1
79.177. 146. 219 |Israel 147.237.77. 216 |dover . i df . i | Distributed thauthorized UR. Access on B ock 1
v i df i |/ https: /wwwidf.il/
66.249.69. 127 |Israel 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
176. 12. 160. 2 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock
46.19. 85. 170 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method j1ro in URL B ock
. . D stributed Unaut hori zed Method for Known URL on
77.139. 2. 221 France 147.237.72. 166 |aka. i df . i | wav aka. i df i1/ i sachar B ock 1
204.79.180.23 [lnited Sates |147.237.72.166|aka. i df .il Uhaut hori zed Method PCST for aka.idf.il/niluinitenpl ates/inner.asp [B ock 1
66.249.76.112 |israel 147.237.72. 166 |aka. i df . i | tnaut hor | zed URL Access to . B ock 1
virwv aka. i df . i | / appl e- app- si t e-associ at i on
109. 253. 193. 238]I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.102.242.175 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
79.178.201.63 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df i/ main/ Bl ock 1
77.125. 4. 94 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 1
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