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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
0.0.0.0

|Target Address  |Site

|Signature |Device Action  |Count |
147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 4
154. 16. 199. 217 Lhited Sates 147.237.76. 197 e hinush.idf.il B ack List dr op 1
188. 138. 102. 144 Cer many 147.237.76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SlgnaIure Devi ce Action |Count

198. 20. 69. 74 Lhited Sates 147.237.8. 14 e.orchot.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1




08-31-2016-16:04:02 to 08-31-2016-17:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
190. 254. 227. 246|147. 237. 77. 212 |Col onbi a e.dover.idf.il ET SCAN Behavioral husual ly fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
87. 69. 159. 35 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
180.176.108. 12 |147.237.8.28 |Tai wan €. nobi | e-ks. i df.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
84.111.104.32 |147.237.72. 156 |l srael anan. i df . i portscan: TCQP D stributed Portscan 1
132. 255. 155. 186|147. 237. 77. 176 |Rrazi | nat pash. i df . i | ET SCAN NVAP -f -sS 1
84.109. 244.29 |147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
120.27.142.85 [147.237.76.42 |China refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.180.227.14  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
94.242.255.66 |147.237.76.199 |Luxembourg |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 [147.237.8.46 |Wwited Sates [e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.242.255.66 [147.237.76.44 |Luxembourg |e.refuah.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 33 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
94.242.255.66 [147.237.76.31 |Luxembourg |nakchal .idf.il ET SCAN Potential SSH Scan 1
31.154.10.106 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
93.172.217.25 |147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
217.132.129.10 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
87.70.4.12 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.76.30 |China hi nush. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
84.229.79.211 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
132. 255. 155. 186|147. 237. 77. 176 |Brazi | nat pash. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
84.110. 49. 78 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
122. 224. 250. 234|147, 237.0. 17  |Chi na mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
79.181.203. 219 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 58. 27 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.180. 96. 148  [147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
94.242.255.66 |147.237.76.196 |Luxembourg |e.sviva.idf.il ET SCAN Potential SSH Scan 1
46.121.205. 191 |147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
94.242.255.66 |147.237.76.34 |Luxembourg |yohal an.idf.il ET SCAN Potential SSH Scan 1
37.26.148.248 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
94.242.255.66 |147.237.0.17 |Luxembourg |mny-kosher-kravi.idf.il |ET SCAN Potenti al SSH Scan 1
2.53.180. 199 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
89. 138. 102. 160 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
84.229. 35. 82 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST moni tor |45
139. 190. 133. 233|Paki stan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 26
Sreaming Engine: TGP Invalid i i ssi
109. 253. 139. 92 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. 24
Ret ransni ssi on Packet dropped.
84.110. 49. 78 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber moni tor |23
84.110. 49. 78 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 20
46. 19. 86. 163 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 15
Sreamng Engine: TCP Invalid i i ssi
2.53.173. 62 I'srael 147. 237.77. 243 |mubi l e, i f . i1 9 =g Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.181  |Israel 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. o 12
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 150. 2341 sr ael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
89. 139. 151. 92 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 9
Sreaning Engine: TGP Invalid i i ssi
37.26.149.150 |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.163  |Israel 147.237.76.42 |refuah.idf.il 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dr opped.
46.19. 86. 148 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 86. 148 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 86. 86 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop
5.29.227.235  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFAK retransnit i th monitor |6
di fferent w ndow scal e
84.110. 233. 200 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.146.137 |lIsrael 147.237.77. 243 |mobil e.i df i | Bad TCP sequence noni t or
Sreamng Engine: TCP Invalid i i ssi
185.32. 179. 140 |l srael 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 22 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.238 | srael 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46.19.85.109  |[israel 147.237.77. 226 [ chanat z. aka. 107 |paq TOP sequence Invalid ACK nunber monitor |6
84.110. 233. 200 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |6
176. 13. 10. 220 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 86. 163 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.177.25.205 |Israel 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |6
o SYN+ACK retransmt with .
46.19. 85. 121 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence ditferent window scal e monitor |6
52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
139. 190. 133. 233|Paki stan 147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 6
46. 19. 86. 148 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 5
176.13.8.83 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5
s SYNWAXK retransmt with .
77.126.53. 15 I srael 147.237.72. 166 |aka. i dof i Bad TCP sequence different vindow scal e monitor |5
46.19.86.148  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence STNACK retransmt with monitor |5
di fferent w ndow scal e
46. 19. 86. 86 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |5
46. 19. 86. 148 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber noni t or 5
77.126.53. 15 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST monitor |5
46. 19. 86. 148 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 5
77.126.53. 15 I srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout monitor |5
46. 19. 86. 86 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
109. 253. 128. 110|l srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 4
87.69.118. 84 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |4
2.55.178. 158 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni tor |4
Sreamng Engine: TCP Invalid i i ssi
77.138.146.95 |France 147.237.72. 167 |i shuri maka. i df .i 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
217.132.19.71 |israel 147.237.76. 200 |ei tan. aka. i of . i1 9 =g Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.
5.29. 227. 235 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
Sreaming Engine: TGP Invalid i i ssi
31.168.51. 114 |israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. . 4
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.238.73 |l srael 147. 237.77. 243 |mubi le. i f . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 89 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert
46.19. 85. 125 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
5.29.227. 235 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Action ‘Count
85. 64.22. 70 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 198
46. 19. 85. 62 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 140
2.53.141. 171 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 44
46. 19. 86. 174 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 43
109. 253. 207. 1561 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 27
109. 253. 201. 66 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 24
. . Mil tipl e Whaut hori zed Method for Known URL from
46.117. 147. 240 |Israel 147.237.72. 166 |aka. i df . i | 46. 117, 147. 240 B ock 11
37.26.149.146 |[Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code Bl ock 9
Dstributed Paraneter Type Mol ati on on
141. 226. 240. 212|1 srael 147.237.77.243|nobi l e.i df . i | nobi | e. i df . i | / sachar / changepasswor d par anet er Bl ock 9
Qur r ent Passwor d
Dstributed Paraneter Type Mol ation on
109. 253. 159. 110|1 sr ael 147.237.77.243|nobi | e.i df . i | nobi | e. i df . i | / sachar / changepasswor d par anet er Bl ock 9
Qur r ent Passwor d
. .1 |Unaut hori zed URL Access to
212.150. 215. 254l srael 147.237.77. 170 |maar achot . i df . i | naar achot | df i 1/ pdf /£1 1 es/ 5/ 112075, p B ock 5
77.139.227.71 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df . il/sachar/ B ock 5
109. 253. 139. 92 |Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Code B ock 4
46. 19. 86. 90 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 4
. - . Paraneter Type M ol ati on Qurrent Password in
176.13.227.46 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e. i df 1| / sachar / changepassvor d B ock 3
2.53.139.99 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
Macedoni a, the Forner . . Mil ti pl e Unhaut hori zed Method for Known URL from
80. 77. 159. 42 Yugosl av Republ i ¢ of 147.237.72. 166 [aka. i df . i | 80. 77. 159. 42 B ock 3
46. 19. 86. 103 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
79.178.119.29 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock
182.70.114.55 |india 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on waw i df.il/error. htm|B ock
80.77.159. 42  |\cedonia, the Forner 147. 237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka, i df . i |/ sachar B ock 3
Yugosl av Republ i ¢ of
2.53.189. 30 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.183. 49. 91 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
46. 19. 86. 181 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 3
109. 65. 90. 202 |l srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
217.132.63.34 |[Israel 147.237.72. 156 [aman. i df . i | Distributed Suspi ci ous Response Code Bl ock 3
2.53.173.62 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 3
. . Dstributed Paraneter Type Mol ation on
217.132.147.42 [Israel 147.237.77.233|atal .idf.il atal i f.i1/1440-hel atal . aspx parameter search B ock 2
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on ww i df.il/error. ht m|B ock
2.53.176. 88 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock
37.26.149.150 [Israel 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code Bl ock
77.138.222. 164 |France 147.237.72. 166 |aka. i df . i | Distributed hauthori zed Mthod for Known LRL on Bl ock 2
v aka. i df . i | / nai n/ sachar
. - Unaut hori zed Met hod HEAD for
46.117.147. 240 |Israel 147.237.72. 166 [aka. i df . i | v aka, i o i |/ nai 1/ gi yus/ | ogi n. aspx B ock 2
79.179.119.84 |lsrael 147.237.72. 156 |aman. i df . i | Distributed Suspici ous Response Gode B ock 2
2.53.149. 198 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
109. 253. 150. 234]I srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code Bl ock 2
84.109.69. 113 [Israel 147.237.76.31 |nakchal .idf.il [Unauthorized HTTP Met hod B ock 2
207.46.13.101 |[thited Sates 147.237.77. 216 |dover.idf . il Distributed Waut hori zed URL Access on wwuidf.il/error. ht m|B ock 2
. . D stributed Unauthorized Method for Known URL on
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | e aka i o i1/ nai v sachar/ B ock 2
46.116.50. 248 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.176.37.165 |Israel 147.237.72. 166 |aka. i df . i | Unhknown Par arret er ct|00Sct | 00Scphiai n$cphSachar $ct1 55 in |, o 1
wan aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
46. 19. 85. 237 I srael 147.237.76.31 |nakchal .idf.il |DOstributed Ml forned UR B ock 1
] . . D stributed Unauthorized Method for Known URL on
69.143.81.11 Lhited Sates 147.237.72. 166 [aka. i df . i | wav aka i df i1/ i sachar B ock 1
27.109. 8. 150 I ndi a 147.237.77.216|dover.idf . il D stributed Unhaut hori zed LRL Access on waw idf.il/error. htm|B ock 1
109. 65. 95. 49 | st ael 147. 237. 72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed Method for Known URL from B ock 1
109. 65. 95. 49
. . Unaut hori zed Method CPTI ONS for
46.120.100.39 [Israel 147.237.72. 166 |aka. i df . i | i aka i df i1/ nai v sachar/ B ock 1
. . Unaut hori zed Met hod PCST for
193. 163. 248. 12 |Eur ope 147.237.72. 166 [aka. i df . i | vaw aka i o i1/l ui it enpl at es/ hone. asp B ock 1
Unaut hori zed Met hod PCBT for
77.138.9.231 France 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunper sonal quest i onnai re |Bl ock 1
. aspx
84.111.104.32 [Israel 147.237.72. 156 [aman. i df . i | Distributed Suspi ci ous Response Code Bl ock 1
46. 19. 85. 237 I srael 147.237.76.31 |nakchal .idf.il |Dstributed Unknown HTTP Request Met hod B ock 1
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