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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
199. 203. 37. 52 | srael 147.237.76. 42 refuah.idf.il B ack List drop 1
80. 82. 70. 230 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
92.241. 63. 124 Jordan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
93. 158. 200. 97 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1




08-31-2016-15:04:09 to 08-31-2016-16:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action

93. 169. 224. 92 Saudi Arabia 147.237.77. 216 dover.idf.il |[Cl1000064: HITP. Access to - adnin.asp Per mit 14
93. 169. 224. 92 Saudi Arabia 147.237.77. 216 dover.idf.il [Cl000012: HTTP. Suspicious Dr Access Per nit 6
95. 211. 70. 193 Net her | ands 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SALECT) B ock
93. 169. 224. 92 Saudi Arabia 147.237.77. 216 dover.idf.il [C1000016: HITP. adninistrator in R Pernit
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
95.211.70.193 |147.237.77.74 |Netherl ands lawidf.il S Injection - Select From 19
77.125.24.253 |147.237.72. 156 |l srael aman. i df . i portscan: TCQP D stributed Portscan 1
211.141.78.56 |147.237. 76. 201 |Chi na e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
103.207.37.82  [147.237.76. 196 |M et nam e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
58.218. 204. 245 [147.237.76. 202 |thi na e halag.idf.il ET SCAN Potential SSH Scan 1
211.141.78.56 |147.237.76.86 |China navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.142.198. 241 |147.237.72.166 |Israel aka.idf.il portscan: TGP D stributed Portscan 1
198.52. 97. 86 147.237.77.74 |Wnited Sates [lawidf.il ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 1
94.102.56.233  |147.237.77. 179 |Net her | ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
194.90. 125.52  [147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
31. 154. 49. 33 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
92.241.63.124  |147.237.77. 216 |Jordan dover.idf.il portscan: TCP D stributed Portscan 1
192. 114. 105. 254(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5. 28. 165. 103 147.237. 72. 156 |I srael aman. i df . i portscan: TGP D stributed Portscan 1
87.236.194. 161 [147.237.0.35 |Czech Republic |akaws.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150|147. 237. 76. 39 E?i;;gom nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
2.53.55.8 147, 237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
82.201.140. 195 [147.237.76.34 |Egypt yohal an.idf.il ET SCAN Potential SSH Scan 1
109. 253. 135. 19 |147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
222.254.34. 165 |147.237.77.227 |M etnam e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
79.178.255.25 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
109. 65. 177.86  |147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
77.126. 8. 224 147, 237. 72. 156 |I srael anan. i df i portscan: TCP D stributed Portscan 1
212.179. 155. 129147. 237. 72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
104.232.98.38 |147.237.8.28 |lLhited Sates [e nobile-ks.idf.il ET SCAN NVAP -sS w ndow 4096 1
62.219. 236. 142 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
211.141.78.56 |147.237.76. 198 |Chi na e yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
96. 91. 214. 42 147.237.77.216|Wited Sates |[dover.idf.il portscan: TGP D stributed Portscan 1
46.117.251.78  [147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
206.71.242.130 |147.237.72.166|Wited Sates |akaidf.il portscan: TCQP D stributed Portscan 1
94.103. 150. 195 |147.237.76.30 |Netherlands hi nush. i of .i | ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.77. 226 |Uhited Sates |ww chanatz. aka.idf.il |ET DRCP Dshiel d B ock Listed Source 1
37.26.147.223 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
93.169.224. 92 |147.237.77.216|Sudi Aabia  [dover.idf.il portscan: TGP D stributed Portscan 1
194, 56. 215. 218 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.189.163. 119  [147.237. 72. 166 |Ger many akaidf.il ET SCAN Behavi oral Unusugl |y fast Terninal Server Traffic, 1
Potential Scan or Infection
89. 139. 163. 139 [147. 237. 72. 156 || srael aman. i df . i portscan: TGP D stributed Portscan 1
185.32.179. 193 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
5.22.135. 109 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
85. 65. 77. 172 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
162.213.1.246 [147.237.77.216|Wited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 1
79.183. 48. 83 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
109. 66. 6. 140 147, 237. 72. 156 |I srael aman. i df . i portscan: TCQP D stributed Portscan 1
79.59. 22. 243 147.237.72.156[Italy aman.idf.il GPL SCAN nmap TCP 1
222.254.34.165 |147.237.77.179|M et nam e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 65. 162. 223 |147.237. 77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1




08-31-2016-15:04:09 to 08-31-2016-16:04:09

|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
84.110.178. 180 |[Israel 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 219
84.110.178. 180 |[lsrael 147.237.72. 167 |i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST noni t or 219
92. 241. 63. 124 Jordan 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 168
92. 241. 63. 124 Jordan 147.237.77. 216 |dover.idf.il dr op drop 118
185. 128. 126. 67 [Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 108
92.241.63.124 |Jordan 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 42
46.19.85.108  |Israel 147.237.77. 23 |mmbite i1 | M NG Engine: TP Invalid —invalid segnent retransmssion drop 21
Ret r ansni ssi on Packet dr opped.
178.63.55.202  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
176. 13.8.83 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 15
46. 19. 85. 82 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
124.179.53.175 |Austraia 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
172.56. 11. 229 Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
213.8.118.14 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 12
54.239. 6. 177 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
79.179. 144. 176 |lsrael 147.237.72. 167 |i shuri maka. i df . i [dr op First packet isn't SN drop 11
50.1.0.33 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 10
79.177.201. 115 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 10
46. 19. 85. 244 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 10
46. 19. 86. 53 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 10
77.127.34.143 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
62.0.237.132 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
79.181.49.78 | srael 147.237.72. 167 |i shurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
46. 19. 85. 244 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 8
89. 139. 151. 92 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
81.218. 199. 227 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 7
172.56.11.229 |Uhited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
80. 246. 141. 114 |l srael 147. 237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
79. 180. 254. 69 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
78.95. 195. 80 Saudi Arabia |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
37. 26. 146. 149 | srael 147. 237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
81.218.70.243 |lsrael 147.237.77.74 [lawidf.il drop First packet isn't SN drop 6
46. 116. 215. 127 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
172.56.11. 229 [wnited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 6
172.56. 11. 229 Lhited Sates [147.237.72.166 |aka.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
2.53.189. 249 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
91. 109. 30. 89 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46. 19. 85. 153 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
212.199.57.198 |[Israel 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
176. 13. 228. 160 |l srael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
176.13.0. 114 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
109. 253. 158. 108! srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
176.13.0.114  [Israel 147. 237.72. 166 |aka. i df . Bad TCP sequence mﬁsg Lansm't wehdifterent Joonitor |5
93.169.224.92 |Saudi Arabia |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 4
109. 253. 156. 73 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
46.117.196. 141 |l srael 147.237.72. 167 |i shurimaka.idf . i |[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
82.102.169. 113 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
46. 19. 86. 196 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber moni t or 4
109. 253. 129. 105|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
84.110.178.180 |lsrael 147.237.72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SN drop 4
124.179.53. 175 |Australia 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
85.64.22. 70 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 163
176.13.231.30 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
2.53.22.222 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 16
93.169.224.92 |Saudi Arabia [147.237.77.216|dover.idf.il Mil ti pl e Wnaut hori zed URL Access from 93.169. 224. 92 B ock 15
77.138.222. 164 |France 147.237.72. 166 |aka. i df . i | mt;}'(:uitd?iwﬁg :f;;éf:r Method for Known LRL on Bl ock 10
212. 143. 173. 198]l srael 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed URL Access from 212. 143. 173. 198 Bl ock
2.53.25.225 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock

46.19. 86. 90 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
77.139.61.101  |France 147.237.72. 166 |aka. i df . i | m ;ii(:uit d?‘?'iw?m‘f :f;;gﬁ:r Method for Known LRL on B ock 4
194. 90. 66. 15 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwe aka. i df . i/ main/ B ock 4
93.169.224.92 |Saudi Arabia [147.237.77.216|dover.idf.il Mil tipl e Admin Bl ocking from 93.169. 224. 92 Bl ock 4
109. 65. 95. 49 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 109. 65. 95. 49 B ock 4
87.71.29.74 I srael 147. 237.72. 156 |anman. i df . i | D stributed Suspicious Response Code B ock 4
93.169.224.92 |Saudi Arabia [147.237.77.216|dover.idf.il PHP Att enpt Bl ock 4
2.53.137.198 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
66.249.88.151 |[Israel 147.237.77. 216 |dover . i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
2.53.146. 138 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 2
209.171.88.102 |Canada 147. 237.72. 166 |aka. i df . i | mt ;L:l:td?(.ji?/qz;'t :losr;czr?a(: /“\fgc\ggy;ﬂrpl};nsz‘;‘(” L on Bl ock 2
109. 64. 4. 224 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
62.0.84.57 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
46.19.85.3 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock

212. 143. 173. 198|i srael 147. 237.77. 216 |dover . i df . i | m: ;fb_“itleﬂ nﬁ;ﬁﬂ‘_’ﬂ;f‘ipﬁ;“p_ gicfcess on Bl ock 2
188. 120. 154. 115|l srael 147.237.72. 156 |arman. i df . i | Unaut hor i zed HTTP Met hod B ock 1
66.249. 64.108 I srael 147.237.77. 176 |nat pash. i df . i | m“é:gc;'fzfd. L Aeeess 1 ot ald pages! seouri £y, a5 Bl ock 1
109. 65. 95. 49 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/mai n/ gi yus/ general . aspx |B ock 1
89.237.117. 215 |France 147.237.72. 166 |aka. i df . i | \Amm:v”;k‘“; izaf“.?rl'ftn;r Ncéégﬁiit;aggffg:."’:isgfcr’hsa‘:har$Ct'09 in None 1
46.19. 85. 187 I srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code Bl ock 1
81.218.241.26 |lsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 81.218. 241. 26 B ock 1
207.46.13.101 |whited Sates |147.237.77.216|dover.idf.i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
133.208.21.66  |Japan 147.237.77. 216 |dover. i df . i | ?;_t ;'35_“;;(’2?&3;;;0{; ;ﬁdon?‘deﬁﬁf p‘;?mebses/cre ate. asp B ock 1
68.180.230.47 |United Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin vww i df.il/1399-en/ dover . aspx B ock 1
101.178.206.92 |Australia 147.237.77.243|mobi | e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ cgi - bi n/ webcgi /| ogi n B ock
46.19.86.150  |israel 147.237. 72. 166 |aka. i df . i | e l?ﬁggfiﬂgﬂ:&;ﬁ;}o‘b;ﬁll [ kepatzl[esiol2 Bl ock 1
31.168. 101. 163 |l srael 147.237.76.42 |refuah.idf.il Ml tiple Unhauthorized URL Access from 31.168. 101. 163 B ock 1
213.57.42.126 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. idf.il/mai n/ guyus Bl ock 1
77.139. 239. 146 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/mai n/ sachar/ B ock 1
109. 66. 154. 77 |l srael 147.237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
93.169.224.92 |Saudi Arabia [147.237.77.216|dover.idf.il Admin Bl ocki ng Bl ock 1
46.19. 86. 2 I srael 147. 237.76. 147 [chi nuch. aka. i df . i|D stributed Waut hori zed URL Access on waw chi nuch. aka. i df . il/404. ht m |H ock 1
82.102. 169. 113 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
133.242. 4.52 Japan 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ cgi - bi n/ webcgi / | ogi n Bl ock 1
77.138.130.76 |France 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized Method for Known URL from 77.138. 130. 76 B ock 1
46.117.196. 141 |Israel 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SSL Sessi ons: Qpen Mvde None 1
31.168. 101. 163 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
220. 255. 183. 170|S ngapor e 147.237.77.216|dover . i df .i | D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 1
85. 65. 165.192 |l srael 147. 237. 72. 156 |anman. i df . i | Dstributed Suspicious Response Code B ock 1
79.179.32.113 [israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df . i|/mai n/ gi yus/ general . aspx  |B ock 1
194.90. 99. 193 |Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to v i df.il/inages/ 1. he/t opcap. gi f B ock 1
66. 249. 88.154  |Israel 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on wawidf.il/error.htm B ock 1
109. 253. 210. 91 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
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