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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
176.13. 3. 53 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
209. 126. 136. 2 Lhited Sates 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
10.0.0.2 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
79.181. 7. 222 | srael 147.237.72. 166 aka idf.il B ack List drop 1




08-31-2016-14:04:01 to 08-31-2016-15:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action

51. 255. 36. 86 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per mit 2
51. 255. 36. 86 France 147. 237.76. 42 refuah.idf.il C1000074: HITP. maj estic bot Per nit 2
51. 255. 36. 86 France 147.237.77. 170 naar achot . i df . i | C1000074: HTTP. maj estic bot Per nit 2
132. 74.117. 64 I srael 147. 237.72. 166 aka.idf.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country Ste Signature

92.241. 63. 124 147.237.77.216  |Jordan dover.idf.il ET VB SERVER LA C Javascri pt DDoS | nbound 6
46.120. 122. 219 147.237.77.176  |Israel nat pash. i df . i | Xenu Link Seuth User Agent 3
80. 189. 232. 59 147.237.77. 74 Uhi ted Ki ngdom lawidf.il Tehila - Perl LWP wth fake user agent 2
79. 180. 48. 185 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
94.102. 56. 233 147.237. 0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
77.139.215. 115 147.237.72.166 |France aka.idf.il portscan: TCP D stributed Portscan 1
87.236.194. 161 147.237.0. 16 Czech Republic ny- kosher -kravi .i df.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 93. 212 147.237.72.166 |Europe aka.idf.il portscan: TGP D stributed Portscan 1
217.132.138.105 [147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
87.69. 37. 33 147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
212.235. 90. 69 147.237.77.216 |l srael dover.idf .il portscan: TGP D stributed Portscan 1
62.90. 192. 75 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 201. 102 147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
194. 58. 37. 45 147.237.77. 74 Russian Federation |[lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
82. 201. 140. 195 147.237.77. 61 Egypt e.cogat.idf.il ET SCAN Potential SSH Scan 1
193. 201. 225. 149  |147.237.77.226 |Wkraine win chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
46.117.5. 208 147.237.77.216 |l srael dover.idf .il portscan: TGP D stributed Portscan 1
82. 201. 140. 195 147. 237.76. 30 Egypt hi nush. i df . i | ET SCAN Potential SSH Scan 1
46. 19. 85. 52 147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
132. 73. 202. 207 147.237.77.216 |l srael dover.idf .il portscan: TGP D stributed Portscan 1
80. 246. 139. 75 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.53.63. 172 147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
94.102. 56. 233 147.237.77.227 |Netherl ands e. hanaz. i df .i ET SCAN Potential SSH Scan 1
79. 181. 76. 202 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
94.102. 56. 233 147.237.72.156  |Nether| ands anman. i df .i | ET SCAN Potential SSH Scan 1
79.177.210. 79 147.237.77.216 |l srael dover.idf .il portscan: TGP D stributed Portscan 1
77.126.72. 185 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
217.132.153.234 [147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
87.71.12.38 147.237.77.216 |l srael dover.idf .il portscan: TGP D stributed Portscan 1
62.219. 13. 180 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
213.57.185. 178 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
87. 68. 60. 150 147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
212.116. 72. 226 147.237.77.226 |Sweden win chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 3072 1
46. 120. 245. 221 147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
84. 109. 80. 52 147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
193.201. 225. 149  |147.237.77.226 |Wkraine win chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
46.117. 153. 219 147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
82.201. 140. 195 147.237.76.202 |Egypt e halag.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 197 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
193.201. 225. 149  |147.237.77.205 [Wkraine prisha.idf.il ET SCAN Potential SSH Scan 1
82. 166. 16. 18 147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
2.53.128.70 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
132. 70. 226. 151 147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
94.102. 56. 233 147.237.72.217 |Netherl ands eidf.il ET SCAN Potential SSH Scan 1




08-31-2016-14:04:01 to 08-31-2016-15:04:01

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S reaning Engi ne: TCP

Inval i d segnent retransnission.

Action

Territory, Qcupi ed

92.241.63.124 |Jordan 147.237.77. 216 |dover.idf.il . .. droj 4161
Inval i d Retransmission Packet dropped. P
92.241.63.124 |Jordan 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 29
S reaning Engi ne: TCP i i ssi
46.19.85.126  |Israel 147.237.77. 243 |nobi L e. i of .| mng Ehgine. Invalid segnent retransmssion. | ., 18
Inval i d Retransmission Packet dropped.
80. 246. 140. 32 |l srael 147.237.72. 167 |i shuri maka. i df .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |14
Sreaning Engi ne: TCP i i ssi
2.53.152.126 | srael 147. 237.77. 243 |nubi l e.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 12
Inval i d Retransmission Packet dropped.
212.179.21.194 |israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST noni tor |11
84.94. 73. 202 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
Sreaning Engi ne: TCP i i ssi
213.57.13.50  |Israel 147. 237.77. 243 |mbi l e. i f . i1 mng tngine: ! Invalid segnent retransmssion. | 9
Inval i d Retransmnission Packet dropped.
176.13.231.21 |Israel 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> RST nonitor |9
S reaning Engi ne: TCP i i ssi
2.53.45.108 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 mng tngine. Invalid segment retransmssion. f 9
Inval i d Retransnission Packet dropped.
46.19.85.181 | srael 147.237.77. 226 [} chanat z. aka. 10 1pad TGP sequence Inval i d ACK number moni tor (8
212.179.21.194 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST alert
89.139.151.92 |[lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
77.125.11.138 |Israel 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST noni t or
80.246.136.75 I srael 147. 237.72. 166 |aka. i f . Bad TCP sequence SINWAK retransmt with moni tor |7
di fferent w ndow scal e
. . SWNretransnmit wth different .
213.57.126. 231 |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence i ndow scal e monitor |7
2.53.52. 141 I srael 147. 237. 72. 156 |anan. i df . | Bad TCP sequence SYNPACK retransmit with monitor |6
di fferent w ndow scal e
185.32.179. 47  |Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST moni t or
79.179.58.181 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop
. . SYNtAXK retransmt with .
37.26.147.211 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 5
185.3.146.196 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
85.64.72.6 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST nonitor |5
176.13.231.14 |Israel 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |5
79.181. 49. 78 | srael 147.237.72. 167 |i shuri maka. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |5
77.125.11.138 |Israel 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |5
109. 253. 198. 205|I srael 147.237.72. 167 |i shurimaka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
176.13. 7. 254 | srael 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST nonitor |4
81.218.185.111 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 4
S reaning Engi ne: TCP i i ssi
37.60. 41. 23 I srael 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine. Invalid segnent retransmssion. f 4
Inval i d Retransnission Packet dropped.
e SWNretransnmit wth different
77.179.193.101 |Ger many 147.237.76.86 [navy.idf.il Bad TCP sequence sequence aert 4
46. 19. 86. 102 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
109. 67. 150. 242 |l srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Tineout |nonitor
Sreaning Engi ne: TCP i i ssi
199. 203. 64. 228 |Israel 147.237.77. 243 |nubi 1 e.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
77.179.193.101 |Ger many 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
37.26.147.211 |lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tinmeout |monitor |3
79.177.221.194 |lsrael 147.237.72. 156 |anan.idf .il drop Frst packet isn't SN drop 3
37.26.147. 211 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
77.179.193. 101 |Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [alert 3
S reaning Engi ne: TCP i i ssi
37.26.149.178 |israel 147. 237.77. 243 |mbi l e. i f . i1 mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
46.19. 85. 228 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |3
77.179.193.101 |Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |3
80.179.114.11 |l srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |3
176. 13. 224. 193 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |[monitor |3
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
109. 253. 198. 205|I srael 147.237.72. 167 |i shuri maka. i df .i | drop First packet isn't SYN drop 3
77.179.193. 101 |Ger many 147.237.76.86 |navy.idf.il Bad TOP sequence i’:l;eer:é:”sn“ wthdfferent | oo |3
185.3.147.220 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
85. 65. 88. 208 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
176.67. 117 215 |Aestinian 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
92.241.63.124 |Jordan 147.237.77.216|dover. i df . il Aut omat ed Wul nerabi ity Scanning V1 Bl ock 348
2.53.29. 244 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 56
109. 253. 216. 63 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 49
176. 13. 246. 252 |l srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 37
87.71.34.117 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
80.246.139.16 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
77.139.6.178 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/mai n/ sachar Bl ock 5
2.55.131. 108 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
46.19. 85. 126 I srael 147.237.77.243|nobi [ e.i df . il Dstributed Suspicious Response Code B ock 4
2.53.152. 126 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
46.19. 85. 35 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 104 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.147.255 |lsrael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
176.13.231.30 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 229 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.148.158 |lsrael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
79.180.82.27  |israel 147.237.72.166 |aka. i df . i | m“;?:rii dzf‘?lﬁa?ffrﬁu: ot ectus, asix Bl ock 2
46. 19. 85. 236 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
84.108.76.198 |l srael 147.237.76.42 |refuah.idf.il ~ [2rameier Tvbe M olat] fglgfégi?l?;ﬁ”;;xacem' der 13t xt Last R i n Bl ock 2
10. 124. 70. 20 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 10. 124. 70. 20 B ock 2
2.55.39. 50 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
131.253.25.173 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
46.19. 85. 253 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
10. 124. 70. 20 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for vww aka.idf.il/mlui mitenpl ates/inner. asp |B ock 2
66.249.81.212 |[Israel 147.237.77.216|dover . i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
46.19.86.9 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
89. 238. 213. 214 |Romani a 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df . i1/ mai n/ sachar/kl al i . aspx Bl ock 2
213.57.13.50 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
46.19. 85. 62 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.55.169. 31 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
66.249. 66.176 |l srael 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147. 237. 72. 166/ B ock 1
212.235.62.200 |Israel 147.237.77. 216 |dover. i df . il Unaut hori zed HTTP Met hod B ock 1
77.138.1.83 France 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm Bl ock 1
148.251.13.51  |Ger many 147.237.72. 166 |aka. i df . i | mt ;i;‘i’gff’i ﬁ;“gtzce’:'s/zsﬁ r"a‘jt dZ?gur t".rasf)”o‘m R on B ock 1
46.120.38.133 |Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
37.142.189.179 |Israel 147.237.72.166 |aka. i df . i | m“;:gii (;f??lﬁmﬁlcgfjjs;:vsservi ce. asmd ] s Bl ock 1
101.178.206.92 |pustralia  [147.237.72. 156 |anan. i df .i o lg:}“;gr}o_rgizﬁldv\eu;ggfffizjfn°” Bock |1
66.249. 66.232 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/ndnain/giyus/general .aspx |B ock 1
188. 120. 154. 128|i srael 147.237.77. 216 |dover. i df . i | m“itgf_ri' IzletdenL;?‘atf:/?ftitccl’e/srcz,,m {p: /. yout ube. conf v/ onvat ol dafe |B O 1
212. 235. 62. 200 |lsrael 147.237.77.216|dover.idf .l Unaut hori zed LRL Access to ww i df.i|/hebrew organi zati on/ nakhal B ock 1
46.133.19. 53 Wrai ne 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for wwu aka. i df.il/matash/1 ogi n/ B ock 1
157.55. 39. 71 Lhited Sates [147.237.72.166|aka.idf.il Distributed Waut horized URL Access on 147.237. 72. 166/ B ock
101.178.206.92 |Australia  |147.237.72.167|i shuri maka.i df . i ﬂ?u;g;)r;; eldG;/JZ‘ppfsztsiSOLg/ el i/ pol vebses cr eat e, asp B ock 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 1
207. 46. 13. 64 Uhited Sates |147.237.72. 166 |aka. i df . il Unhknown Paraneter tmin aka.idf.il/nain/giyus/ None 1
133. 208. 21. 66 Japan 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ cgi - bi n/ webcgi /| ogi n Bl ock 1
31.154.37.150 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
2.53.28.6 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.73.148  |France 147.237.72. 156 |arman. i df . i | Unhaut hori zed URL Access to waw anan. i df.il/favi con.ico Bl ock 1
66.249.64.79  [Israel 147. 237.77. 216 |dover . i df . i | e e o ey df adover . aspx Bl ock 1
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