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Attacker Address
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At acker
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Gountry
113.190. 181. 37 [147.237.8.46 [V etnam e.chinuch.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
23. 82. 46. 210 147.237.76.31 |Lhited Sates |nakchal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.102.56.233 |147.237.77. 176 |Net her| ands natpash.idf.il |ET SCAN Potential SSH Scan 1
2.53.146. 42 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
94.102.56.233 |147.237.8.50 |Nether|ands e.tikshuv.idf.il [ET SCAN Potential SSH Scan 1
87.69.129.135 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
77.125. 69. 75 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
212.143. 40. 145 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
66.249. 81. 227  |147.237.77. 176 |Eur ope natpash.idf.il |ET SCAN NVAP -sA (2) 1
201. 238. 202. 219147. 237. 76. 200 |Chi l e eitanaka idf.il [ET SCAN NVAP -sS wi ndow 1024 1
46.120. 157. 87  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
192. 114.91. 232 [147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
46.117.249. 150 |(147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
141, 226. 218. 54 |147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
23. 82. 46. 210 147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 67. 144. 49  |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.53.161.218 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
94.102.56.233  |147.237. 76. 201 |Net her | ands e.atal.idf.il ET SCAN Potential SSH Scan 1
2.53.3.194 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
87.71. 43. 255 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
85. 64. 137. 51 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
212.143. 159. 131147. 237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
71. 86. 124. 86 147.237.76.196 |Lhited Sates |e.svivaidf.il |ET SCAN NVAP -sS w ndow 4096 1
212.25.83.133 |147.237.72. 166 |l srael aka. idf.il portscan: TCP D stributed Portscan 1
66. 249. 76. 51 147.237.72.167 |Lhited Sates [ishurimaka idf.i|ET SCAN NVAP -sA (2) 1
198. 20. 69. 74 147.237.76.86 [Lhited Sates |navy.idf.il ET DRCP DBshi el d B ock Listed Source 1
46. 120. 46. 92 147.237. 72. 166 |I srael aka idf.il portscan: TCP DO stri buted Portscan 1
176.13.243.84 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
24.15.52. 103 147.237.77. 216 |Wited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
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107. 167. 108. 149|Uhited Sates |147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST monitor |26
77.179.193.101 |Ger many 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 16
77.179.193. 101 |Ger many 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rt]gsnsmt wth different alert 16
109. 253. 217. 42 |Israel 147. 237.77. 243 |mubi l e, i f . i1 Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 15
Ret r ansni ssi on Packet dr opped.
77.179.193. 101 |Ger many 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rt]gsnsmt wth different monitor |15
77.179.193. 101 |Ger many 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 14
217.132.120.53 [lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence noni t or 12
77.179.193.101 |Ger many 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout alert 12
172.56.19. 2 Lhited Sates |147. 237. 77. 216 |dover. i df .il SYN At tack SYN -> SYN-ACK -> RST noni t or 12
37.26.147.250 |Israel 147. 237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
46.19. 85. 172 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST moni tor |9
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
46. 19. 86. 200 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |7
217.132.120.53 |[Israel 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 6
217.132.120.53 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |6
46. 19. 86. 200 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
217.132.120. 53 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |6
95.35.212.229 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence wﬁtrsjﬁgzl;gth moni tor 6
2.53.32. 66 I st ael 147.237.0.19  |nadimatal .idf.il Bad TCP sequence SAGc rerrensm Wi monitor |5
46. 19. 86. 184 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |5
46.19.85.186  |israel 147.237.77. 226 [ chanat z. aka. 107 |paq TOP sequence Invalid ACK nunber monitor |5
79.176.107. 139 |l srael 147.237. 72. 156 |anan.idf . i | drop First packet isn't SWN drop 4
192. 116. 160. 17 |l srael 147.237. 72. 156 [aman. i df . i Bad TCP sequence noni t or 4
2.53.172.45 I srael 147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST moni tor |4
46.19. 85. 94 I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |4
66. 249. 64. 22 Lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 186 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.85. 44 | srael 147. 237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
192. 116. 160. 17 |l srael 147.237. 72. 156 |anan.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
89.139.151.92 |Israel 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout moni tor |3
2.53.187. 11 I'srael 147. 237.77. 243 |mwbi le. i f . i1 Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dr opped.
212.199. 57. 207 |Israel 147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |3
109. 253. 219. 188|l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 3
80. 246. 133. 252 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |2
37.26.148.209 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST moni tor |2
5.102. 195. 217 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
188. 120. 154. 240! srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |2
89. 138. 105. 220 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
157.55.39. 252 |Uhited Sates |147. 237. 72. 166 |aka. i df il Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 64 | srael 147.237.0.19 |nadimatal.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46.112.239.83 |Pol and 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST moni tor |2
82.102. 169. 113 |l srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout monitor |2
192.115.83.5 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |2
2.53.156. 142 I srael 147.237.77. 243 |nobi l e.i f i | SYN At t ack SYN -> SYN-ACK -> RST moni tor |2
46.19. 86. 23 I'srael 147.237.77. 226 | "}|" chanatz. aka. 1df g TOP sequence Inval i d ACK number monitor |2
79.178.117.65 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁr;n;"gt wth different monitor |2
37.26.148.137 |[lIsrael 147.237.0.19 |nadi matal .idf.il Bad TCP sequence alert 2
46.112.239.83  [Pol and 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁﬁ:‘:&‘;gﬂgth monitor |2
5.22.135.115 | srael 147.237. 72. 166 |aka. i df .il dr op First packet isn't SN drop 2
46. 19. 85. 186 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 2
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109. 253. 216. 43 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 228
37.26.148.137 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 109
109. 253. 216. 63 |l srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 61
2.53.32.66 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 43
176. 13. 20. 58 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 39
176. 13. 232. 235 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 33
46. 19. 85. 64 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 31
2.53.31. 255 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 29
2.53.190. 206 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 23
66.249.83.242 |[Israel 147.237.77. 216 |dover.i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 6
2.53.146.145  |Israel 147.237.77. 243 |nobi l e. i df . i | ﬁm‘? ?;fof?s\:cﬂaﬁicigngg;;?ﬁ;mrd n Bock |5
87.71. 45. 123 I srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL B ock 5
66.249.83.248 |lIsrael 147.237.77.216|dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 4
131.253.27.28 |UWited Sates|147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
2.53. 144. 246 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
82.110. 109. 214 E?ir:;gom 147.237.77. 216 |dover.i df . i | Ostributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 3
199. 30. 25. 142 |Uited Sates|147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
46. 19. 85. 236 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 210. 218|l srael 147.237.77.243|nobi l e. i df . i | Paraneter Type M ol ati on Password in nobile.idf.il/sachar/l ogin B ock 3
176. 13. 246. 117 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
176. 13. 246. 117 |l srael 147. 237.77. 243 |nobi | e. i df . i | tg;“lt:?rd'f'szj/ Ctaj?‘egﬁf;te:splta‘;es“ st ohi | dsuboat egori 65/ 1423 Bock |2
62.219. 210. 4 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
2.55.39.50 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock
79.178.16.29  |israel 147. 237.72. 166 |aka. i df . i | ma':;fi gfﬁdl ?‘;ﬂ‘i’n\fsoéf;;f?f Oirgot passnord, asp None 2
2.53.32.66 I srael 147.237.0.19 |nadimatal .idf.il Untraceabl e SSL Sessi ons: Cpen Mode None
2.53.33.51 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
66.249. 83.245 |Israel 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock
I11egal HITP \ersion
46. 19. 86. 200 | srael 147.237.77.216|dover . i df . i | __atuvec=0%C319%2C0% C32%2 CO0% C33%R2 CO% C34%2C1% C35; B ock 1
___atuvs=57c¢6b5dal1a88c¢51000
91.221.59.24 |Germany  [147.237.72. 166 |aka. i df i m“;kr:rl hfzeldl /f}to?ﬁgrﬁrfa‘fé it a5p Bock |1
46.19. 85. 12 I srael 147.237.77. 216 |dover . i df . i | Dstributed I11egal HITP \ersion B ock 1
77.139.6.178 France 147.237.72. 166 [aka. i df . i | Unhaut hori zed Met hod PCST for wa aka. i df . i |/ mai n/ sachar B ock 1
213.151.35.218 | srael 147. 237.72. 166 |aka. i df . i | mu;;:rii dzf?l ;Wn;ihr?/dsalz(l'ier/i/io;mpaysl i . s Bock |1
46.19. 85. 139 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
82.110. 109. 211 zint:gom 147.237.77. 216 |dover . i df . i | Ostributed Waut hori zed URL Access on ww i df.il/error. htm B ock 1
198.20.69.74  [thited Sates|147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. txt B ock 1
46.19. 86. 200 I srael 147.237.77. 216 |dover.idf . il Mal formed URL asp. net _sessi oni d=chwof m#5zbhwx0451cyulr 55; B ock 1
157. 55. 39. 97 Lhited Sates|147. 237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
93.172.238.122 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/givus B ock 1
46.19.85.12 I srael 147.237.77. 216 |dover.i df . il Distributed Ml fornmed UR B ock 1
2.53.145.245  |israel 147. 237.72. 166 |aka. i df . i | mngkm; iﬁi?ﬁtﬂ: n;:;;((:)l'?:rcltil d?(%tcpfg't\’mnfﬁp;ﬁcahsy : None 1
176.13.247. 163 |l srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;“lt :?r(;fz‘f? . tg‘eggrcﬁim;es/l Stehi | ddocunent </ 1362 Bock |1
66. 249. 79. 6 I srael 147.237.76.86 |navy.idf.i| Uhaut hori zed URL Access to v navy.idf.il/f Bl ock 1
46.19. 85. 176 I srael 147. 237. 77. 226 \é\;,w}LlChanat z. aka. i Unaut hori zed URL Access to wwi chamat z. aka. i df . i | /894- he/ B ock 1
2.55. 44. 109 I srael 147.237.72.167]ishurimaka. i df .i| |untraceabl e SSL Sessions: (pen Mde None 1
77.126.21.149 |Israel 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod CPTI ONS for waw aka. i df . i1/ nai n/ sachar/ B ock 1
Unknown HTTP Request Met hod
46. 19. 86. 200 | srael 147.237.77.216|dover. i df . i | 20. 8af c=47b257385c5ebbe2. 1467608512. 1. 1467608512. 146760851 |B ock 1
2.; in URL asp.net _sessi oni d=chwof mi5zbhwx0451cyulr 55
95. 115. 41. 92 Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCBT for wwwy aka. i df .il/ishurim B ock 1
46.19. 85. 12 | srael 147.237.77.216|dover. i df . i | Distributed Unknown HTTP Request Met hod B ock 1
2.53. 145. 245 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
79.178.117.65 |[Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
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