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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
46. 28. 230. 14 Russi an Federati on 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 10
54.72.0.55 Irel and 147.237.77.216 dover.idf.il |TQP handshake violation, first packet not syn dr op 1
82.221.105.7 | cel and 147.237.76. 44 e.refuah.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

213. 61. 149. 100 Ger many 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Potential Scan or Brute Force

Gountry
46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 1
95. 86. 71. 181 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 119 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
89.237.87.220 |147.237.72. 166 |France aka.idf.il portscan: TGP D stributed Portscan 1
31.168.96.254 [147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
84.94.172.166  [147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.53.52. 145 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
80.246. 130. 33  [147. 237. 72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
79.183. 83. 36 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
217.132.103. 115|147. 237. 72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
79. 180. 186. 220 |[147.237.77. 216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
193. 201. 225. 149|147. 237.0. 16  |Wkrai ne ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
62.90.162. 163  |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
124, 205. 115. 114|147, 237. 77. 216 |Chi na dover . idf.il portscan: TCQP D stributed Portscan 1
46.121.88.184  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 22. 248  [147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
46.120.122.219 |147.237.77.74 |[Israel lawidf.il Xenu Link Seuth Wser Agent 1
94.103. 150. 195 |147. 237. 76. 202 |Net her | ands e halagidf.il ET SCAN NVAP -sS wi ndow 1024 1
37.46.41. 66 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
84.111.208.52 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
31.168.13.78 147.237. 72. 166 |I srael akaidf.il portscan: TCQP D stributed Portscan 1
82.81.12.232 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
80.178. 116. 193 |[147. 237. 72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
79.181.30.171  [147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
193. 201. 225. 149|147.237.0. 16  |krai ne ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
79.176. 107. 251 |147.237.77. 216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
132.72.11.90 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
58.218. 204. 245 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
114.34. 212,68 |147. 237 8 28 |Tai van o nobi | e ke.i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Signature |Massage Devi ce Action |Oount ‘
100. 92. 228. 14 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 20
109. 253. 133. 77 | srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 9
46. 19. 86. 13 | srael 147.237.0.15 kosher-kravi.idf.il [drop First packet isn't SYN drop 9
199. 203. 179. 99 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 7
212.116. 182. 86 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 7
176. 13. 229. 134 | srael 147.237.77.243 |nobile.idf.il drop First packet isn't SYN drop 4
176.13. 229. 134 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 3
212.150.128. 10 | srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 3
109. 253. 150. 187 |l srael 147.237.77.243 |nobile.idf.il drop First packet isn't SYN drop 3
192.169. 7. 223 Lhited Sates 147.237.76.148 |gqcenter.aka.idf.il [drop drop 2
46. 28. 230. 14 Russi an Federation |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
117.195.73.72 I'ndia 147.237.76. 86 navy.idf.il drop First packet isn't SYN drop 2
100. 92. 114. 156 147.237.77.176 |matpash.idf.il drop First packet isn't SN drop 2
79.178.92. 62 | srael 147.237.76. 31 nakchal .idf.il dr op Frst packet isn't SN drop 2
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
109. 253. 205. 128 |l srael 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 1
79.180.177.230 | srael 147.237.72.156 |anan.idf.il dr op Frst packet isn't SN drop 1
141. 212. 122. 43 Lhited Sates 147.237.0.35 akaws. i df . il drop drop 1
115. 230. 125. 146  |Chi na 147.237.77.216 |dover.idf.il drop SAMrul e drop 1
94. 103. 150. 195 Net her | ands 147.237.76.148 |gocenter.aka.idf.il |dr op drop 1
141. 212. 122. 86 Lhited Sates 147.237.0.35 akaws. i df . il drop drop 1
109. 253. 140. 210 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
176. 13. 245. 162 | srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 1
212.34.72.92 Ger many 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 1
141.212.122. 87 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
109. 253. 143. 10 | srael 147.237.72.166 |aka.idf.il drop Frst packet isn't SWN drop 1
77.126. 24. 150 | srael 147.237.72.166 |aka.idf.il drop Mrtual defragnentati on error: Tineout drop 1
176. 13. 246. 106 | srael 147.237.72.166 |aka.idf.il drop First packet isn't SN drop 1
137.116. 71. 170 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 23. 187 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 1
192. 168. 173. 102 147.237.77.216 |dover.idf.il dr op drop 1
141.212.122. 42 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
109. 253.129. 101 (I srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 131
2.53.2.234 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 89
84. 95. 208. 20 I srael 147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 85
46. 19. 85. 64 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 41
2.53.24.89 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 38
119. 128.122. 56 |Chi na 147.237.77.216|dover.idf.il Ml ti pl e Unhaut horized URL Access from 119. 128. 122. 56 B ock 18
36. 248. 163. 136 |China 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Uhaut horized URL Access from 36. 248. 163. 136 B ock 17
ww. chamat z. aka. i df ) .
84. 95. 208. 20 | srael 147.237.77. 226 i Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 17
138.134.192. 10 |Israel 147.237.76.31 |nakchal .idf.il D stributed Uhaut hori zed HTTP Met hod B ock 12
138.134.192. 10 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Lhaut hori zed URL Access from 138.134. 192. 10 B ock 7
119. 128. 122. 56 |Chi na 147.237.77.216|dover.idf .l Dstributed PHP Attenpt B ock 7
36.248. 163. 136 |China 147.237.76.200|ei tan. aka. i df . i | Dstributed PHP A tenpt B ock 6
66. 249. 64. 22 I srael 147.237.77.216|dover. i df . il Mil tipl e Uhauthorized URL Access from 66. 249. 64. 22 B ock 6
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . i Dstributed PHP A tenpt B ock 4
109. 253. 216. 63 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
wwy, chamat z. aka. i df | .
84.95. 208. 20 | srael 147.237.77. 226 i Dstributed PHP At enpt B ock 3
77.138.125.180 |France 147.237.72. 166 |aka. i df . i | Whaut hor i zed Met hod PCST f or B ock 3
v aka. i df . i | / mai n/ gi yus/ at udal ane. aspx
109. 67.192. 71  |Israel 147.237.77.216|dover.i df . il Unaut hori zed URL Access to v idf.il/error. htm B ock
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Attenpt B ock
. . D stributed Waut hori zed Met hod for Known URL on
77.139.6.178 France 147.237.72. 166 [aka. i df . i | wov aka. i df i1/ i sachar B ock 2
. . Unhaut hori zed Met hod HEAD f or
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . il v aka. i df i 1/ mai n/ hore/ def aul t . aspx B ock 2
79.181.191. 140 |[lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 2
. . Unhaut hori zed Met hod HEAD f or
46.19. 85. 124 I srael 147.237.72. 166 [aka. i df . i | wiww aka i df i |/ nai v sachar/ vi ewpays! i p. aspx B ock 2
80. 246. 133.60 |l srael 147.237.77.216|dover.i df . il D stributed Whaut hori zed URL Access on wan i df.il/error. htm B ock
207. 46. 13. 64 Lhited Sates 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on wawnidf.il/error. htm B ock
Russi an . . Unhaut hori zed Met hod PCST for
83.69.171. 107 | ier ati on 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / mai n/ hone/ def aul t . aspx Bl ock 2
176.13.5. 145 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.55.129. 91 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
207.46.13.109 |Lhited Sates 147.237.77.216|dover . i df . il D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 2
109. 253. 211. 120|I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in UR B ock 2
37.26.149.226 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
192. 115. 64. 250 |Israel 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known LR on B ock 1
wwy aka. i df . i | / mai n/ gi yus/ gener al . aspx
. . Unaut hori zed URL Access to
66. 249. 64. 12 I srael 147.237.77.216|dover. i df . il ww i cf i 1/ appl e- app- Si t e- associ at i on B ock 1
. . Uhaut hori zed URL Access to
84. 95. 208. 20 I srael 147.237.77.233|atal .idf . il atal i df.i1/tenpl at es/ honepage/ pi i k. php B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
] . . Mil tiple Lhtraceabl e SSL Sessions from209. 132. 178. 17
209.132.178.17 |[whited Sates  |147.237.77.216|dover.idf.il (Unsupported O pher) None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.47 |lhited Sates  |147.237.77.216|dover. i df .il v o i 1/ 1115- ar / dover . aspx Bl ock 1
119. 128.122. 56 |Chi na 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il/index. asp B ock 1
89.248.172.16  |Netherl ands 147.237.0.19 |madimatal .idf.il Unhaut hori zed URL Access to 147.237.0.19/robots. t xt B ock 1
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 1
212.199.224.24 |israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | awidf.il/inages/trans. gif B ock 1
. . Uhaut hori zed URL Access to
138.134.192. 10 |l srael 147.237.76.31 |nakchal .idf.il ww nakhal i f i 1/5i p, st or agel i1 es/ 2/ B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.47 |lhited Sates  |147.237.77.216|dover.idf .il v i 1/ 1133- ar / dover . asp Bl ock 1
117.241. 146. 193|Indi a 147.237.77. 176 [nat pash. i df . i | Dstributed PHP Atenpt B ock 1
. . Unaut hori zed URL Access to
194. 90. 119. 123 |Israel 147.237.72. 166 [aka. i df . i | Wi aka, i of i1 /si p st orage/ fil es/ 6/ 67906 B ock 1
66. 249. 64. 33 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
. . Uhaut hori zed URL Access to
132.74.7. 46 I srael 147.237.72. 156 [aman. i df . i | - Cid i1/ bt ps: /waw il B ock 1
. . D stributed Unaut hori zed URL Access on
109. 65. 108. 176 |l srael 147.237.72. 156 |aman. i df . i | - i i1/ bt ps: /v il B ock 1
36. 248. 163. 136 |Chi na 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed Met hod HEAD for v eitan. aka.idf.il/ None 1
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