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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site

|Signature

|Device Action |Count

109. 253. 220. 2 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 30
46. 31. 103. 42 | srael 147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn drop 6
124.205.115. 114 Chi na 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 4
120. 132. 50. 135 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 4
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack f orward 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 1
106. 241. 30. 200 Korea, Republic of 147.237.76. 196 e.sviva.idf.il|B ack List drop 1
176. 13. 229. 219 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 1
50. 135. 203. 74 Lhited Sates 147. 237. 76. 202 e halag.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

82.81.76. 144 147.237.77. 170 I srael maar achot . i df .i | Xenu Link Seuth User Agent 4
87.115. 230. 45 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LW with fake user agent 2
5.29. 148. 160 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 149 147.237.77. 74 Wkrai ne lawidf.il ET SCAN Potential SSH Scan 1
81.218.132. 3 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
176.13. 3. 251 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 178. 44. 34 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 253. 140. 106 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
77.139. 130. 125 147.237. 72. 166 France aka.idf.il portscan: TCP O stributed Portscan 1
109. 66. 81. 122 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
62. 219. 229. 221 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
87.236.194. 161 147.237.77. 233 Czech Republic atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.19.115. 4 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
87. 69. 230. 235 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
23. 82. 46. 210 147.237.0. 19 Lhited Sates madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
84.229. 19. 60 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.29. 167. 84 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
213.57.97.58 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
82. 166. 162. 149 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
194. 90. 89. 5 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
82.81.76. 144 147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 1
193. 201. 225. 149 147.237.77. 74 Wkr ai ne lawidf.il ET SCAN NVAP -sS w ndow 1024 1
79.183. 55. 210 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
116. 12. 175. 233 147. 237. 76. 196 S ngapore esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
79.177.238. 70 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 132. 78 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
77.127.70.2 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 155 147.237.72. 166 Wkr ai ne akaidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 24 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
31.154.81. 31 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
87.69. 127. 171 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.144. 62. 46 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
84.110. 184. 90 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
109. 67. 142. 19 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 53
46. 19. 86. 13 | srael 147.237.0. 15 kosher-kravi .idf.il dr op First packet isn't drop 32
62. 140. 132. 214 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 24
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 20
85. 130. 207. 73 | srael 147.237.77. 176 nat pash. i df .il drop First packet isn't drop 13
46. 19. 86. 21 | srael 147.237.77. 74 lawidf.il dr op First packet isn't drop 11
158. 180. 128. 10 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il dr op First packet isn't drop 10
85. 130. 207. 73 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 10
109. 253. 129. 138 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 8
81.218. 80. 110 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 7
217.132.18. 64 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 6
109. 253. 218. 25 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
132.67.172. 174 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
124.205. 115. 114 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
46. 31. 103. 42 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
176. 13. 237. 139 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
109. 253. 203. 187 | srael 147.237.77. 243 nobi le.idf.il dr op Frst packet isn't drop 3
46. 19. 86. 202 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
212.25.102. 63 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 203. 127 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
2.55.52. 245 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 136. 62 | srael 147.237.0.19 nadi matal .idf.il dr op First packet isn't drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
176. 13. 249. 131 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
176. 13. 226. 167 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
176. 13. 230. 154 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
194. 114. 146. 227 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 203. 75 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
176.13.234.6 | srael 147.237.77. 243 nobi le.idf.il dr op First packet isn't drop 1
176.13.17. 118 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 18. 90 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176. 13.2.65 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 141. 37 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
62. 0. 203. 129 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
176.13.3. 251 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 144. 155 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176.13.4. 151 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 118 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 125
37.26.148.171 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 93
37.26.148.163 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 83
2.53.51. 194 I srael 147. 237.77. 243 |nobi | €. i df . i | Paraneter Type Mol ation Repeat Password in Bl ock 17
nobi | e. i df .i|/sachar/changepassword
46.19. 85. 64 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 10
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . il Dstributed PHP A tenpt B ock 7
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il Mil ti pl e Unauthori zed URL Access from 84. 95. 208. 20 B ock 7
2.55.177. 192 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 6
46. 19. 85. 173 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 6
www. chamat z. aka. i d _ .
84. 95. 208. 20 | srael 147.237.77. 226 £l Mil tipl e Uhauthorized URL Access from 84. 95. 208. 20 B ock 5
5.102.242.5 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 5
www. chanmat z. aka. i d
84. 95. 208. 20 | srael 147.237.77. 226 £l PHP Att enpt B ock 5
138. 134.192. 10 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 5
109. 253. 134. 1521 srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Vol ation Qrrent Password in Bl ock 5
nobi | e.i df . il/sachar/changepasswor d
176.13.5. 145 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 4
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 4
66. 249. 64. 22 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 66. 249. 64. 22 B ock 4
37.26.148.211 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 4
. . D stributed Unaut hori zed Met hod for Known URL on
77.139.6.178 France 147.237.72. 166 |aka. i df . i | wow aka. i df i1/ i n sachar B ock 4
109. 253. 201. 130|I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspicious Response Code B ock 3
. - . Unaut hori zed URL Access to
176. 13. 6. 135 I srael 147.237.77.243|nobi | e.i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1564 B ock 3
89. 138. 180. 186 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
109. 253. 216. 43 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
212.235.62.200 |Israel 147.237.77. 216 |dover. i df . il Unaut hori zed HTTP Met hod B ock
. . Unaut hori zed URL Access to
212.235. 62.200 |Israel 147.237.77. 216 |dover. i df . il vw i dff i 1/ hebr ew or gani zat i on/ nakhal B ock 3
77.139.3.72 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/ishuriniexanpcert/ [B ock 3
212.143.165.96 I srael 147.237.72. 166 |aka. i df . i | D stributed thaut hori zed LR. Access on Bl ock 3
ww aka. i df.il/sip storage/files/ O/
46.19. 86. 192 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
. . D stributed Unaut hori zed Met hod for Known URL on
88.185.37. 176 |Fance 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 2
79.180. 149. 111 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gde Character in URL B ock 2
. . D stributed Unaut hori zed Method for Known URL on
77.138.186. 251 |France 147.237.72. 166 |aka. i df . i | vow aka. i df .|/ nai v kapat 2/ B ock 2
37.26.148.187 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 208. 20 | sr ael 147.237.77. 176 [nat pash. i df . i | Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 81.218. 241. 26 B ock 2
37.26.148.139 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53. 146. 138 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 2
37.26.148.147 |[israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 2
82.81.76. 144 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for vww aka. i df.il/mil uind B ock 1
212.143.165.96 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/sip_storage/files/ B ock 1
77.138.108. 151 |France 147.237.72.166 |aka. i df . i | Distributed Uhauthorized Method for Known LRL on Bl ock 1
vy aka. i df . i |/ nai n/ sachar/kl al i . aspx
62.140.132.214 |Netherlands |147.237.72.166|aka.idf .i | Unaut hori zed Met hod POST for wawu aka. i df .il/mai n/kapat z/ B ock 1
. . O stributed Unaut hori zed URL Access on
2.53.17.114 I srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
] . - Unaut hori zed Met hod PCST for
204.79.180.88 |[Wnited Sates [147.237.72.166|aka.idf.il vw aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
66.249.64.112 [ srael 147.237.77. 176 |nat pash. i df . i | Dstributed thauthorized URL Access on Bl ock 1
waw cogat . i df . i |/ about / nenori al / pages/ shchi vdagesh. aspx
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
. . Unaut hori zed URL Access to
212.179.21. 194 |l srael 147.237.72. 166 |aka. i df . i | vaww aka, i o i1/ mai v mi t gysi d denonst r at or B ock 1
. . D stributed Unaut hori zed Met hod for Known URL on
77.138.109. 205 |France 147.237.72. 166 |aka. i df . i | wanaka i of i1/ i sachar B ock 1
] . . D stributed Unaut hori zed Met hod for Known URL on
66.102.9. 118 Wited Sates |147.237.72.166|aka. idf.il vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
84. 95. 208. 20 | srael 147.237.77. 176 |nat paSh. idf.il Distributed PHP At enpt B ock 1

08-31-2016-10:04:05 to 08-31-2016-11:04:05




