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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
207. 232. 36. 181 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-Q i dest - r eset 172

163. 172. 227. 198 Uni ted Ki ngdom 147.237. 76. 147 chinuch.aka.idf.il |Back List drop 1

80. 82. 70. 230 Net her | ands 147.237.76. 176 test.ncore.idf.il B ack List drop 1

163. 172. 216. 36 Uni ted Ki ngdom 147.237.76. 30 hi nush. i df.i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 4
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt 4
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per nirt 2
83.149. 126. 98 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qountry |Ste |Signature |Count |
52.16.5. 197 147.237.77.216 |ireland dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 90. 106 147.237.77.216  |israel dover.idf.il portscan: TCP O stributed Portscan 1
37.26. 147. 145 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
212.150. 249. 162  |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
5.12.54. 183 147.237.72.166  |Romani a aka.idf.il portscan: TCP O stributed Portscan 1
109. 253.217. 127  |147.237.72.166 |Israel akaidf.il portscan: TCP DO stributed Portscan 1
2.53.44.91 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
95. 35. 33. 46 147.237.72.166  |Israel aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 60. 173 147.237.0. 19 Net her | ands nedi matal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
85. 65. 245. 94 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
80. 178. 84. 185 147.237.77.216  |israel dover.idf.il portscan: TCP O stributed Portscan 1
79.176. 107. 251 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
212.199.106. 194  |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 139 147.237.77.216  |israel dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 21. 194 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
37.8.103. 142 147.237.77.176  |Palestinian Territory, Grcupied nat pash. i df il ET SCAN NVAP -sA (2) 1
188.121. 163. 78 147.237.77.216  |Yovakia dover.idf.il portscan: TCP O stributed Portscan 1
2.55.151. 214 147.237.72.166  |Israel akaidf.il portscan: TCP DO stributed Portscan 1
106. 5. 93. 10 147.237.72.166  |China aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 60. 173 147.237.76. 86 Net her | ands navy. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
93.172. 129. 251 147.237.72.166  |Israel akaidf.il portscan: TCP DO stributed Portscan 1
82. 166. 21. 43 147.237.77.216  |Israel dover.idf.il portscan: TCP O stri buted Portscan 1
79. 181. 23. 206 147.237.72.166  |Israel aka.idf.il portscan: TCP O stributed Portscan 1
213.57.217. 86 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
89. 139.42.18 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 12
46. 19. 86. 228 I srael 147. 237.76. 42 refuah.idf.il drop Frst packet isn't drop 9
62.219. 191. 47 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 9
176.13.17. 118 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 9
198. 240. 213. 22 Sntzerland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
92. 247.181. 29 Bul garia 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
77.75.76. 161 Czech Republic 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df . i dr op drop 4
123. 63. 190. 165 Indi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
81.218. 80. 110 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
176.13. 2. 127 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
100. 92. 247. 251 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
217.132.143. 129 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
2.53.29.28 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
195. 160. 242. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
176.13.11. 13 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
2.55. 36. 247 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
100. 92. 228. 14 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
66. 249. 93. 107 Eur ope 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
176. 13. 20. 27 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 209. 223 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
46. 19. 86. 81 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 1
212.179.90. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
84.110. 53. 161 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 4. 17 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 131. 128 | srael 147.237.0.19 nadi matal .idf.il dr op First packet isn't drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
137.116. 71. 170 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
62. 0. 204. 92 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 134. 63 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
79.178.233.71 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
141.212.122. 85 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
109. 253. 141. 171 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
81.218. 80. 110 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 1
141.212.122. 86 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
2.55.131.108 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 160
109. 253. 136. 62 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 135
176.13.230. 60 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
84.111.152.19 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response CGode B ock 10
37.26.148.128 |[Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock

109. 253. 192. 116|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock

66. 249. 64. 22 I 'srael 147.237.77.216|dover.i df .i | Ml tipl e Unaut horized URL Access from 66.249. 64. 22 Bl ock

84. 95. 208. 20 I srael 147.237.77. 226 V\:V\:W chamat z. aka. i df Mil tipl e Unaut horized UR. Access from 84. 95. 208. 20 B ock 5
31.168.85.251 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTIONS for waw aka.idf.il/ B ock

80. 246. 136. 177 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock

84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock
176.13.3.32  [israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtg‘i’rc"fz'??/g:;‘eg”gfﬁm oo/l st | ddocument &/ 1071 Bl ock 4
5.29.1.29 I srael 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 4
2.53.146.145  |Israel 147.237.77. 243 |nobi l e. i df . i | fbﬂtt ?Lf?f’?s\gcﬂa?;ic‘;‘gnggaifﬁsjm'd n B ock 4
77.138.109. 205 |France 147.237.72. 166 |aka. i df . i | m;}'(:ﬁt defcliiwi;f.t :/Oggczr?;r Method for Knoun LRL on Bl ock 4
207.46.13.109 [wnited Sates |[147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 3
109. 253. 143. 177 |1 srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut horized LRL Access from 192. 116. 232. 69 B ock 3
46. 19. 86. 192 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response CGode B ock 3
109. 253. 194. 92 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
85.250. 220. 93 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 3
37.26.147.130 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.53.150. 217 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from2.53.150. 217 B ock 3
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 2
5.102.242.5 I srael 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 2
80.246.133.36 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
84. 95. 208. 20 | srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 2
37.26.148.163 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77. 226 V\:ArN chanat z. aka. i df PHP Attenpt B ock 2
213.57.73.192 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Qode B ock 2
2.53.137. 111 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
77.139. 65. 94 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/main/sachar B ock 2
109. 253. 131. 128|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176. 13. 234. 240 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 2
176. 13. 242. 127 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
77.138.134. 140 |France 147.237.72. 167 )i shuri maka. i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
93.172.234.61 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwwidf.il/aman B ock 1
46.19. 85. 64 I srael 147.237.77.243|nobi [ e.i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
138.134. 102. 16 |l srael 147.237.77.233|atal .i df .i 230 19, 239 1194 et at ol - et _ B ock 1
87.71.12.38 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Bte Gode Character in URL B ock 1
176.114.250.9 |czech Republic [147. 237. 72. 166 |aka. i df . i | m“;k*g ! df_eidl /“f;jr;?‘iaﬁ III(;:i.aspx B ock 1
2.53.150.217  [Israel 147. 237.72. 166 |aka. i df . i | chaut hor! zed Iﬁpscﬁzsucth‘fi con. png Bl ock 1
109. 253. 208. 66 |l srael 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
77.138.247.23  |France 147.237.72. 166 |aka. i df . i | m;&:? d‘;qiw?gmﬂr:ﬁﬁ n')‘at hod for Known LRL on Bl ock 1
98.162.183.242 |wited Sates |147.237. 72. 166 |aka. i df . i | m;zﬂtdﬁwmﬁ :/(’;;gﬁ:r Method for Known LRL on B ock 1
84. 95. 208. 20 | srael 147.237.77. 234 |hal ag. idf.il PHP Attenpt B ock 1
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