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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
109. 64. 82. 99

|Target Address | site |Signature  |Device Action |Count |
| srael 147.237.77. 216 dover.idf.il B ack List drop 2
163. 172. 216. 36 Uni ted Ki ngdom 147.237.76. 31 nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.77.74 lawidf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 2
162. 210. 196. 98 Lhited Sates 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 2




08-31-2016-08:04:03 to 08-31-2016-09:04:03

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

46.120. 122. 219 147.237.77. 176 I srael nat pash. i df . i Xenu Link Seuth User Agent 10
46.120. 122. 219 147.237.77. 74 I srael lawidf.il Xenu Link Seuth User Agent 6
46.120. 122. 219 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 4
199. 203. 126. 110 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
31.168.61. 111 147.237.77.216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
162. 243. 119. 221 147. 237.77. 234 Lhited Sates hal ag.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.76. 39 Net her | ands nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 232. 98. 38 147.237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN NVAP -sS w ndow 3072 1
2.53.131. 196 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
103. 207. 36. 84 147.237.0.35 Vi et nam akaws. i df .i ET SCAN NVAP -f -sS 1
80. 246. 139. 209 147.237.72. 166 I srael aka idf.il portscan: TGP DO stributed Portscan 1
80. 82. 78. 184 147.237.77. 233 Net her | ands atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 79. 103 147.237.77. 170 Lhited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 1
219.87.191. 219 147.237.0.19 Tai wan nadi matal .idf.il ET SCAN Potential SSH Scan 1
37.26.149. 139 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
198. 167. 223. 33 147. 237.76. 34 Sint Kitts and Nevis yohal an. i df.il ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 76. 86 Net her | ands navy. i df .il ET SCAN NVAP -sS w ndow 1024 1
147. 236. 238. 75 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
5. 255. 90. 133 147.237.76. 38 Net her | ands e.enmeitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
103. 207. 36. 84 147.237.0. 35 M et nam akavs. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
2.53.50. 145 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 135.102. 171 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
80. 179. 196. 19 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
80. 82. 78. 184 147.237.72. 156 Net her | ands aman. i df.il ET SCAN Potential SSH Scan 1




08-31-2016-08:04:03 to 08-31-2016-09:04:03

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
100. 92. 89. 190 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 10
93.172.199. 145 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 5
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 3
62.90. 210. 131 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3
100. 92. 228. 14 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
109. 253. 219. 214 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 2
80.178. 138. 115 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 2
82.102.173.79 | srael 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
109. 253. 213. 169 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
62. 90. 210. 131 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 1
94.103. 150. 195 Net her | ands 147. 237. 0. 200 mu. i df . il dr op drop 1
176. 13. 16. 227 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
77.124.15. 123 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 1
176. 13. 234. 98 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 1




08-31-2016-08:04:03 to 08-31-2016-09:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 233 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 160
109. 253. 131. 128|1 srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 84
2.53.147. 106 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code Bl ock 60
37.26.149.150 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 59
2.53.22.170 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
59.124.199. 162 [Tai wan 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on wan idf.il/error. htm B ock 5
138.134.192. 10 |Israel 147.237.76.31 [nakchal .idf.il Wnaut hor i zed HTTP Met hod Bl ock 5
124. 219. 66. 130 |Tai wan 147.237.77.216|dover . i df .i | Distributed Waut hori zed URL Access on wwidf.il/error. htm Bl ock 4
217.132.99. 107 [israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
77.139.6.178 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCBT for ww aka. i df . il/nai n/ sachar Bl ock 3
66. 249. 64. 22 I srael 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 64, 22 B ock 3
80.246.139.24 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
37.26.149.222 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.55.29.75 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 3
10. 111. 80. 54 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/ishurininai n/ B ock 2
176.13.233.194 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 2
- . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.177.82.127 [Israel 147.237.72. 166 |aka. i df . i | v aka. i df .i |/ nai v sachar/ mai | box. aspx None 1
66.249. 66. 251 [Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
216. 244.66. 233 |lLhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed URL Access to www aka.idf.il/main/gi yus/ NN B ock 1
- . Unaut hori zed Met hod HEAD for
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ br ot her s/ ski ral def aul t. asp B ock 1
37.26.149.222 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 894- he/ at al . aspx Bl ock 1
85. 64. 144. 223  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il./favicon.ico Bl ock 1
. . Unaut hori zed Met hod PCBT for
77.138. 255. 126 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai v sachar / vi ewpaysl i p. aspx Bl ock 1
’ . . Unaut hori zed Met hod HEAD f or
66.147.244.101 |Wited Sates [147.237.72.166|aka.idf.i | v aka. i o i 1/ nai v i yus/ general . aspx B ock 1
192. 116. 232. 69 |l srael 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut hori zed LRL Access from 192. 116. 232. 69 B ock
2.55. 44. 40 | srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock
79.177.163.86 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR. Access to aka.idf.il/mailn/sachar Bl ock 1
. - O stributed Whaut hori zed URL Access on
66.249.79.102 |Israel 147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 1
-kosher-kravi . idf.i
157. 55. 39. 37 Lhited Sates |147.237.0. 16 ry Unaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
85. 65. 23. 14 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None
207. 46. 13. 59 Lhited Sates |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www nag. i df.il/320/ pat zar. aspx B ock
. . DO stributed Whaut hori zed URL Access on
79.181.111. 202 |[Israel 147.237.72. 166 |aka. i df . i | wan aka, i df i1/ i r sachar/ undef | ned B ock 1
66.249.79.110 [ srael 147.237.76.86 |navy.idf.il thauit hori zed URL Access to Bl ock 1
navy.idf.il/giyus/foruniasp/ showf orum asp
157.55.39.133 |Wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
59.124.134. 130 [Tai wan 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
W, ch z.aka.i i
2.53.52. 145 I srael 147. 237. 77, 226 | W Chamat z. aka d |unaut hori zed LRL Access to B ock 1
flil waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
87.69. 54. 82 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
79 176. 86. 63 srael 147.237.72. 166 |aka. i df .i | Unknown _Par a_lmat er ctl 00sct | 00$_cphMa| n$cphSachar $ct1 09 in None 1
wwn aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
66.249.64.116 |l srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unauthorized LR Access from 66.249. 64. 116 B ock 1
207. 46. 13. 64 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
138.134.192. 10 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut hori zed URL Access from 138. 134. 192. 10 B ock 1
68.180.230. 47 |[Whited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wanidf.il/error.htm Bl ock 1
87. 69. 220. 99 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka.idf.il/mai n/sachar/faq. aspx [B ock 1
79.176.86.63  [Israel 147.237.72. 166 |aka. i df . i | tnknown Paranet er ct | 00Sct | 00Scphiei ncphSachar $ct 13 in None 1
viwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
. . Unaut hori zed URL Access to
66.249.64.116 |l srael 147.237.77. 176 |mat pash. i df . i | v cogat . i df .11/ about / menor i al / pages/ net anel pi t usi . aspx Bl ock 1
216.244.66.232 |Uhited Qates |147.237.76.86 |navy.idf.il Dstributed Lhauthorized R Access on Bl ock 1
navy. i df.il/giyus/forunasp/ showf or um asp
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Wauthorized URL Access to wwwu kosher-kravi.idf.il/default.aspx |B ock 1
77.138.47.89  |France 147. 237.72. 166 |aka. i df . i | thaut hor i zed et hod POST f or : B ock 1
wawe aka. i df . i |/ mai n/ sachar / popups/ nar ki vsachar . aspx
. . . Unhaut hori zed URL Access to
180.76.15. 149 |Chi na 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
66. 102. 6. 4 Lhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed Met hod PCST for wwy aka. i df.il/ishurim B ock 1
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