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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
120. 132. 50. 135

|Target Address  [Site

|Signature |Device Action  |Count |
Chi na 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 2
123.184.18. 133 Chi na 147.237.77.212 e.dover.idf.il |JLMPurple Gon Limt_Tcp drop 1
66. 240. 236. 119 Lhited Sates 147.237. 76. 34 yohalan.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

106. 38. 241. 105 Chi na 147.237.76.42 [refuah.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

90.177.221.37 |147.237.77. 216 |Czech Republic |dover.idf.il Xenu Link Seuth User Agent 2
46.120.122.219 |147.237.77. 216 I srael dover.idf.il Xenu Link Seuth Wser Agent 2
183. 60. 48. 25 147.237.0.15 [China kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
139. 162. 13. 205 |147. 237. 76. 44 |S ngapore e.refuah.idf.il SEFNER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
106. 51.226.59 |147.237.76.34 [India yohal an. i df.il ET SCAN NMVAP -sS w ndow 1024 1
220.231. 195. 122|147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
58. 218. 204. 245 [147.237.76. 199 |Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
50.116. 123. 135 [147.237.77.212|Wnited Sates |e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 200 [Chi na eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
46.227.67.172 |147.237.77.61 |Sweden e.cogat.idf.il ET SCAN NMVAP -sS w ndow 1024 1
183. 60. 48. 25 147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.76.31 [Netherl ands nakchal . i df i ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0.19 [China nadimatal .idf.il |ET SCAN Potential SSH Scan 1
163. 172. 169. 150(147. 237. 8. 14 E?ir:;gom e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
106.51.226.59 |147.237.76.34 |Iindia yohal an. i df .i| ET SCAN NVAP -sS wi ndow 2048 1
106.51.226.59 |147.237.76.34 |india yohal an. i df .i ET SCAN NVAP -f -sS 1
66.249. 64. 159  |147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 1
220. 231. 195. 122|147. 237. 76. 201 |Chi na e.aa.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 |[147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 201 [Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
50.116. 123. 135 |147.237.77.74 |Uhited Sates |lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 147 [Chi na chinuch.aka.idf.il |JET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
79.177.221. 194 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 4
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 2
188.117. 3. 236 F nl and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
141. 212.122. 151 Lhited Sates 147.237.0. 35 akaws. idf.il dr op drop 1
82.102.173.79 | srael 147.237.76. 34 yohal an.idf.il dr op drop 1
163.172. 169. 150 Uni ted Ki ngdom 147.237. 0. 200 ndu.idf.il dr op drop 1
109. 253. 133. 77 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176.13.11. 13 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
118.173.178. 205 Thai | and 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
176. 13. 231. 34 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
141. 212. 122. 150 Lhited Sates 147.237.0. 35 akaws. i df.il dr op drop 1
82.102.173. 79 | srael 147.237. 0. 200 ndu.idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site Sgnature Action ‘Count
77.139.74.137 |Fance 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 125
37.26.146. 200 |[lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 55
2.53.188.135 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
138. 134. 192. 10 [l srael 147.237.76.31 |nakchal .idf.il [Unauthorized HTTP Met hod B ock 6
138. 134. 192. 10 [l srael 147.237.76.31 |nakchal .idf.il |Mitiple Wauthorized URL Access from 138.134.192. 10 B ock 5
46.19.85.233 [Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.64.22 |Israel 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 66. 249. 64. 22 Bl ock 2
46.19. 85. 72 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
2.55.22.54 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
176. 13. 232. 254 |l srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
46. 19. 86. 22 | srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 1
46.120. 122. 219 [I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df .il/honas/ site/ def aul t. aspx B ock 1
192.169.7.223 |lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ B ock 1
84.95.208.20 |[lIsrael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwwn i df.il/defaul t.aspx B ock 1
46.19.86.30  [Israel 147.237. 72. 166 |aka. i df . i | el i?,tageeg/)?ingag:g;féogcﬁi/ [/ kepauzl [ esiO12 B ock 1
37.142. 230. 142 |I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df . i|/nai n/ sachar/ undefi ned B ock
204.79.180. 160 |Uhited Sates [147.237.72.166|aka.idf .il Unaut hori zed Met hod POST for waw aka. i df.il/mluinitenpl at es/ hone. asp [B ock
86. 25. 50. 252 zir:;gom 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df . i |/ mai n/ sachar/ f aqg. aspx B ock 1
46.116. 100. 253 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 116. 100. 253 B ock 1
2.53.163.202 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
138. 134. 192. 10 (I srael 147.237.76.31 [nakchal .idf.il [Uauthorized UR. Access to wmn nakhal .idf.il/sip_storage/files/2/ B ock 1
66.249.64.60 |[lIsrael 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to ww aman. i df.i|/ninodiin/ general . aspx B ock 1
91.109. 30. 109 |Ger nany 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/international _training/ B ock 1
46. 116. 100. 253 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/mnain/guys B ock 1
157.55.39.14 |lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka idf.il/tizmoret/gallery/ None 1
77.138.47.89 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for v aka. i df.il/mai n/ sachar/kl al i . aspx B ock 1
93.174.95.106 |Netherlands [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ robot s. t xt B ock 1
46.117.124.58 |Israel 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 1
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