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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
95.187.48. 173 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
2.53.8.130 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
120. 132. 50. 135 Chi na 147.237.0. 15 kaosher-kravi .i df.il|bl ock-sp-traf 1 forward 1
163. 172. 216. 36 Uni ted Ki ngdom 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
85. 93. 93. 95 Ger nany 147. 237. 76. 34 yohal an. i df .i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 16
106. 38. 241. 105 Chi na 147.237.76. 31 nakchal .idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per mit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

140. 115. 120. 27 |147. 237. 72. 166 [Tai wan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
120.27.25.236  |147.237. 76. 199 |Chi na e.nakchal .idf il ET SCAN Potential SSH Scan 1
93.174.91. 29 147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS w ndow 1024 1
46.172.71.251 |147.237.0.34 |Wkraine tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.172.71.251 |147.237.0.16 |Wkraine ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
201. 238. 202. 219(147. 237.72. 14 |Gile dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 77. 243 |Uhi ted Ki ngdom |nobile.idf.il ET SCAN NVAP -sS wi ndow 1024 1
140. 115. 120. 27 |147. 237. 77. 227 |Tai wan e. hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
140. 115. 120. 27 |147.237.8.14 |Taiwan e.orchot.idf.il ET SCAN NMAP -sS w ndow 1024 1
120. 27.25.236 |147.237.76.86 [China navy. i df .il ET SCAN Potential SSH Scan 1
87.236.194. 161 |147.237.76. 199 [Czech Republic |e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.172.71.251 |147.237.0.33 |Wraine idf.il ET SCAN NMAP -sS w ndow 1024 1
5.189.163.119 |147.237. 77. 233 |Ger nany atal.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
923 1043567  |147. 237 0. 19 |KOrea Republic | . ET SI‘AN Behavi oral Uwsual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force

198. 167. 223. 33 |147.237.76. 44 ijwms Ktts and 1o efuan.idf il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150(147. 237.8.45 |Uhited Ki ngdom |e.eitan.idf.il ET SCAN NVAP -sS wi ndow 1024
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Signature Message Devi ce Action |Oount
76.103. 83. 93 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 10
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter.aka. i df.il dr op drop 3
212. 143.142. 56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 2
79.177.221.194 I srael 147.237.72. 156 anan. i df .l dr op First packet isn't SN drop 1
137.116. 71. 170 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
176. 13. 244. 178 | srael 147.237.72. 166 aka idf.il dr op First packet isn't SYN drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count
2.53.179.63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 106
2.55.22. 54 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 10
66.249.64.22 [Israel 147.237.77.216|dover.idf . il Ml tiple Unaut horized URL Access from 66.249. 64. 22 B ock 5
176.13.23.40 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
109. 253.223.5 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
2.53.163.202 [Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
204.79.180. 219 |Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for aka.idf.il/miluindtenpl ates/inner.asp |B ock 1
68.180.229.49 |[hited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
66. 249. 66. 176 |I srael 147.237. 72. 166 |aka. i df . i | e . hocess ;acl’l eyl showp ct r . asp Bl ock 1
217.132. 64. 116 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
71.6.135.131 |Wited Sates |147.237.72.166(aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66.249.64.22 [Israel 147.237.77.216|dover . i df .i | Uhaut hori zed LRL Access to v i df.il/english/organi zation/iaf/iaf7|B ock 1
2.53.128.72 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
157. 55. 39. 37 Lhited Sates |147.237.0.16 inly- kosher-kravi . i df . Lhaut hori zed URL Access to wmw ny- kosher-kravi.idf.il/robots.txt |B ock 1
66. 249. 66. 179 |l srael 147.237.72. 166 |aka. i df . i | ﬁ?”tzrg i;;‘igg‘e(ﬁcrff;;;g/ enl ar ge. asp B ock 1
5.102.195. 131 [Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx |Bl ock 1
77.138.135. 209 |France 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None
66. 249. 64.57 I'srael 147.237.77. 233 (atal . i df . i : ;Htih;fr.lizlcle(tjelnﬁaf:;fhsarte?ﬂ user cont r ol s/ navnenu/ undef i ned B ock !
2.53.163. 80 I srael 147.237.72. 166 |aka. i df . i | Redundant HTTP Headers Referer B ock 1
66. 249. 76. 100 |l srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to |ist.ips.gov.il/robots.txt Bl ock 1
46.19.85.232 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 1
77.138. 245. 180 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for wan aka. i df .il/ml i B ock 1
66. 249. 66. 109 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/sip_storage/files/6/ nopw2 |B ock 1
192.169.7.223 |thited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ B ock 1
66.249.79.61 |[Israel 147.237.77. 243 |nobi | e. i df .i | Lpauthort zed LR IA-CIfr?OS\;]/ta(p))pl - app-si t & associ at on Bl ock 1
46.117.124.58 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
77.139. 14. 108 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wa aka. i df . i/ mai n/ sachar B ock 1
66. 249. 66. 174 |Israel 147.237. 72. 166 |aka. i df . i | o I;Zri?é/e,:aicr?/téidyi,g/ qener al . aspx Bl ock 1
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