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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site

|Signature |Device Action |Count |
120. 132. 50. 135 Chi na 147.237. 76. 39 nobi | e.neitav.idf.il |block-sp-trafl forward 2
123.151. 42. 61 Chi na 147.237.76. 39 nobi | e.neitav.idf.il [Block Udp All Nets_Con_Li mt drop 1
123. 151. 42. 61 Chi na 147.237.76. 197 e. hinush.idf.il Bl ock Udp All Nets Con Linit drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

176.126. 252. 11 Ronani a 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
104. 197. 197. 199|147. 237. 77. 216 |Lhited States |dover.idf.il Xenu Link Seuth User Agent 2
198. 52. 97. 94 147.237.77.216|hited Sates |dover.idf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 2
46.120. 122. 219 |147.237. 76. 200 |l srael eitan akaidf.il Xenu Link Seuth User Agent 2
46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 2
101109, 87. 216 1147 237 0.35  |col onbi & akave. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.189.163.119 |147.237.77. 226 |Ger many waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
5.189.163.119 |147.237.76. 177 |Ger many ncore.idf.il ET SCAN Potential SSH Scan 1
94, 103. 150. 195 |[147.237.0.33 [Netherl ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.91. 29 147.237.76.30 |Netherl ands hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
91.224.160.106 |147.237.0.19 |Netherlands  [nadimatal .idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 |[147.237.8.28 |lkraine e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
66.249.76.127 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
50.116. 123. 135 |147.237.76.44 |Uhited Sates [e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
139. 162. 13. 205 |147.237.8.14 |d ngapore e.orchot.idf.il SERVER APACHE Apache mod_ssl non-SSL connection to S8 port |
deni al of service attenpt
5.189.163.119 |147.237. 76. 199 |Ger nmany e. nakchal .idf.il ET SCAN Potential SSH Scan 1
103.207.39.11 [147.237.76. 176 |M et nam test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.189.163.119 |147.237.72.14 |Ger many dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
94.103. 150. 195 [147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
91.224.160. 106 [147.237.76.86 |[Netherlands  |navy.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 [147.237.0.15 [Netherlands kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 [147.237.8.28 |Wkraine e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 3072 1
50.116. 123. 135 |147.237.77.243|Wited Sates [mobile.idf.il ET SCAN NVAP -sS wi ndow 1024 1




08-31-2016-05:04:02 to 08-31-2016-06:04:02

|Top Attackers In FW |

Attacker Address

|At tacker QGountry

Target Address

|Signature

Message

Devi ce Action

|Count

193. 43. 246. 250 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 6
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . il drop drop 4
185.112. 232. 131 Iraq 147.237.72. 217 eidf.il dr op First packet isn't drop 3
186. 236. 160. 100 Brazil 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
169. 229. 3. 91 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il drop First packet isn't drop 1
79.177.221. 194 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.77.170 naar achot . i df . il dr op Frst packet isn't drop 1
139. 162. 37. 113 Lhited Sates 147.237.0. 33 idf.il drop drop 1
206.174.117. 10 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
84.110. 54. 52 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
163.172. 169. 150 Uni ted Ki ngdom 147.237.0. 33 idf.il dr op drop 1
169.229.3.91 Lhited Sates 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
94.103. 150. 195 Net her | ands 147.237.0. 33 idf.il drop drop 1
163. 172. 169. 150 Uni ted Ki ngdom 147.237.0.35 akaws. i df . il drop drop 1
169.229.3.91 Lhited Sates 147.237.76. 196 e.sviva.idf.il dr op Frst packet isn't drop 1
94. 103. 150. 195 Net her | ands 147.237.0. 35 akaws. i df . il dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237.0.16 ny-kosher-kravi .idf .il drop First packet isn't drop 1
66. 249. 69. 6 | srael 147.237.0. 33 idf.il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 198 e.yohal an.idf.il drop First packet isn't drop 1
137.116. 71. 170 Lhited Sates 147.237. 76. 148 gacenter. aka. i df il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count
85. 65. 183. 235 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 85. 65. 183. 235 B ock 10
130. 95. 254. 88 |Australia 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 5
213.57.155.92 |[lIsrael 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod B ock 2
66.249.64.22 |lsrael 147.237.77.216|dover.i df .i | Mil tipl e Unauthorized URL Access from 66. 249. 64. 22 Bl ock 2
207.46.13.149 |Whited Sates  [147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 2
130. 95. 254. 145 |Australia 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
213.57.155.92 |lsrael 147.237.76.31 |nakchal .idf.i| |Uauthorized UR. Access to www nakhal .idf.il/sip_storagel/files/4/ B ock 1
85. 65. 183. 235 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df .il/mai n/ sachar/ B ock 1
192.169.7.223 |lhited Sates |147.237.76.42 |refuah.idf.il |Unauthorized Method HEAD for 147.237.76. 42/ B ock 1
66.249.64.69  |[Israel 147.237.77. 216 |dover . i df i1 [Jhathorized L Aosess o adover . aspx Bl ock 1
109. 67. 231. 110 [l srael 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
66.249.64.79 |Israel 147.237.77.216|dover.idf.i| |Wauthorized URL Access to 147.237.77.216/ robots. t xt B ock 1
109. 67. 231. 110 |l srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
46.120. 122. 219 |l srael 147.237.76.200|ei t an. aka. i df . junaut hori zed Method HEAD for wwwn ei tan. aka.idf.il/894-he/eitan. aspx |None 1
213.57.155.92 |[Israel 147.237.76.31 [nakchal .idf.il [Miltiple Unauthorized URL Access from 213.57.155. 92 B ock 1
68.180.230.47 |lLnhited Sates 147.237.77.216|dover.i df .i | Paraneter Type Mol ati on PageNumin waw i df.il/1399-en/ dover. aspx Bl ock 1
50.92.33.221 [Canada 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 50.92. 33. 221 B ock 1
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