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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
120.132.50.135 China 147.237.76.39 mobile.meitav.idf.il block-sp-traf1 forward 2

123.151.42.61 China 147.237.76.39 mobile.meitav.idf.il Block_Udp_All_Nets_Con_Limit drop 1

123.151.42.61 China 147.237.76.197 e.himush.idf.il Block_Udp_All_Nets_Con_Limit drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

176.126.252.11 Romania 147.237.77.216 dover.idf.il 24910: HTTP: Python urllib User-Agent Header Block 1
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

104.197.197.199 147.237.77.216 United States dover.idf.il Xenu Link Sleuth User Agent 2

198.52.97.94 147.237.77.216 United States dover.idf.il ET WEB_SERVER Fake Googlebot UA 1 Inbound 2

46.120.122.219 147.237.76.200 Israel eitan.aka.idf.il Xenu Link Sleuth User Agent 2

46.120.122.219 147.237.77.216 Israel dover.idf.il Xenu Link Sleuth User Agent 2

191.109.87.216 147.237.0.35 Colombia akaws.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

5.189.163.119 147.237.77.226 Germany www.chamatz.aka.idf.il ET SCAN Potential SSH Scan 1

5.189.163.119 147.237.76.177 Germany ncore.idf.il ET SCAN Potential SSH Scan 1

94.103.150.195 147.237.0.33 Netherlands idf.il ET SCAN NMAP -sS window 1024 1

93.174.91.29 147.237.76.30 Netherlands himush.idf.il ET SCAN NMAP -sS window 1024 1

91.224.160.106 147.237.0.19 Netherlands madim.atal.idf.il ET SCAN Potential SSH Scan 1

91.201.236.158 147.237.8.28 Ukraine e.mobile-ks.idf.il ET SCAN NMAP -sS window 4096 1

66.249.76.127 147.237.77.74 United States law.idf.il ET SCAN NMAP -sA (2) 1

50.116.123.135 147.237.76.44 United States e.refuah.idf.il ET SCAN NMAP -sS window 1024 1

139.162.13.205 147.237.8.14 Singapore e.orchot.idf.il
SERVER-APACHE Apache mod_ssl non-SSL connection to SSL port
denial of service attempt

1

5.189.163.119 147.237.76.199 Germany e.nakchal.idf.il ET SCAN Potential SSH Scan 1

103.207.39.11 147.237.76.176 Vietnam test.ncore.idf.il ET SCAN NMAP -sS window 1024 1

5.189.163.119 147.237.72.14 Germany dover.idf.il(old) ET SCAN NMAP -sS window 1024 1

94.103.150.195 147.237.0.16 Netherlands my-kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

91.224.160.106 147.237.76.86 Netherlands navy.idf.il ET SCAN Potential SSH Scan 1

91.224.160.106 147.237.0.15 Netherlands kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

91.201.236.158 147.237.8.28 Ukraine e.mobile-ks.idf.il ET SCAN NMAP -sS window 3072 1

50.116.123.135 147.237.77.243 United States mobile.idf.il ET SCAN NMAP -sS window 1024 1

 08-31-2016-05:04:02 to 08-31-2016-06:04:02 



Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

193.43.246.250 Israel 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 6

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 5

192.169.7.223 United States 147.237.76.148 gqcenter.aka.idf.il drop drop 4

185.112.232.131 Iraq 147.237.72.217 e.idf.il drop First packet isn't SYN drop 3

186.236.160.100 Brazil 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3

169.229.3.91 United States 147.237.8.46 e.chinuch.idf.il drop First packet isn't SYN drop 1

79.177.221.194 Israel 147.237.72.156 aman.idf.il drop First packet isn't SYN drop 1

169.229.3.91 United States 147.237.77.170 maarachot.idf.il drop First packet isn't SYN drop 1

139.162.37.113 United States 147.237.0.33 idf.il drop drop 1

206.174.117.10 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1

169.229.3.91 United States 147.237.72.156 aman.idf.il drop First packet isn't SYN drop 1

84.110.54.52 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1

163.172.169.150 United Kingdom 147.237.0.33 idf.il drop drop 1

169.229.3.91 United States 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 1

94.103.150.195 Netherlands 147.237.0.33 idf.il drop drop 1

163.172.169.150 United Kingdom 147.237.0.35 akaws.idf.il drop drop 1

169.229.3.91 United States 147.237.76.196 e.sviva.idf.il drop First packet isn't SYN drop 1

94.103.150.195 Netherlands 147.237.0.35 akaws.idf.il drop drop 1

169.229.3.91 United States 147.237.0.16 my-kosher-kravi.idf.il drop First packet isn't SYN drop 1

66.249.69.6 Israel 147.237.0.33 idf.il drop drop 1

169.229.3.91 United States 147.237.76.198 e.yohalan.idf.il drop First packet isn't SYN drop 1

137.116.71.170 United States 147.237.76.148 gqcenter.aka.idf.il drop drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

85.65.183.235 Israel 147.237.72.166 aka.idf.il Multiple Unauthorized Method for Known URL from 85.65.183.235 Block 10

130.95.254.88 Australia 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 5

213.57.155.92 Israel 147.237.76.31 nakchal.idf.il Unauthorized HTTP Method Block 2

66.249.64.22 Israel 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 66.249.64.22 Block 2

207.46.13.149 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 2

130.95.254.145 Australia 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

213.57.155.92 Israel 147.237.76.31 nakchal.idf.il Unauthorized URL Access to www.nakhal.idf.il/sip_storage/files/4/ Block 1

85.65.183.235 Israel 147.237.72.166 aka.idf.il Unauthorized Method HEAD for www.aka.idf.il/main/sachar/ Block 1

192.169.7.223 United States 147.237.76.42 refuah.idf.il Unauthorized Method HEAD for 147.237.76.42/ Block 1

66.249.64.69 Israel 147.237.77.216 dover.idf.il
Unauthorized URL Access to
147.237.77.216/1133-21502-he/idfgdover.aspx

Block 1

109.67.231.110 Israel 147.237.77.216 dover.idf.il PHP Attempt Block 1

66.249.64.79 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to 147.237.77.216/robots.txt Block 1

109.67.231.110 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/wp-login.php Block 1

46.120.122.219 Israel 147.237.76.200 eitan.aka.idf.ilUnauthorized Method HEAD for www.eitan.aka.idf.il/894-he/eitan.aspx None 1

213.57.155.92 Israel 147.237.76.31 nakchal.idf.il Multiple Unauthorized URL Access from 213.57.155.92 Block 1

68.180.230.47 United States 147.237.77.216 dover.idf.il Parameter Type Violation PageNum in www.idf.il/1399-en/dover.aspx Block 1

50.92.33.221 Canada 147.237.72.166 aka.idf.il Multiple Unauthorized Method for Known URL from 50.92.33.221 Block 1
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