08-31-2016-04:04:01 to 08-31-2016-05:04:01

oV

www.gov.il

1"NPT SwNn

9

[Top Targets |

IDF Under Attack

Daily Report

15+

M dover.idf.il

M ggcenter. aka. i df . i

M aka.idf.il

M nadi matal .idf.il

M refuah.idf.il

M awforumidf.il

¥ e. nakchal .idf.il

Metikshuv.idf.il
mtu. i df il

M nakchal .idf.il

12+
94"
64"
Nunber
a
Attacks
0- . . . . N & % ~ .
R G R R SR
R R S R N I O R
® S &% & <O & N &
3 N R\ < A N
& O > < 4
& & N
S
Top Tar get

[Top Attackers |

Nunber
(6]
At acks

Top Attackers

N 212.

162.

M 192.

105.

B 201.
B 109.
[ 201.

143. 142. 56
243.119. 221
169. 7. 223
103. 102. 102
150. 38. 110
67.38. 131
166. 192. 15

B 66. 249. 64. 22
185. 112. 232. 131
H 201. 173. 64. 56




08-31-2016-04:04:01 to 08-31-2016-05:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature  |Device Action  |Count |
178. 239. 62. 141 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack Li st drop 1
91. 230. 107. 174 Russi an Federation 147.237. 76. 148 ggcenter.aka.idf.il B ack List dr op 1
93. 158. 200. 97 Net her | ands 147.237.76. 30 hi nush. i df .i | B ack List drop 1
93. 158. 200. 97 Net her | ands 147.237.76. 200 eitan. aka.idf.il B ack Li st dr op 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

50. 116. 123. 135 |147.237.72.14 |lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
201.150. 38. 110 |147.237.77.19 |Mexi co I aw forumi df .i | ET SCAN NVAP -sS wi ndow 1024 1
198. 167. 223.33 |147.237.0. 16 i‘\"”ts Kttsand 1o\ osher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237.76.42 |india refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 243. 119. 221|147. 237.76. 39 |Lhited Sates nobi le.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
162. 243. 119. 221|147. 237.8.50 |lhited Sates e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
92.26.128.195 |147.237.76.31 |United Ki ngdom [nakchal .idf.il ET &AN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
52.74.147.121 |147.237.76. 199 |S ngapore e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
201.150.38. 110 [147.237.77.19 [Mexico | awforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
201. 150. 38. 110 [147.237.77.19 [Mexi co | awforumidf.il ET SCAN NVAP -f -sS 1
183. 82. 106. 200 |147.237.76.42 |Iindia refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
163. 172. 169. 150|147. 237.8.28 |Uhited Ki ngdom |e. nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
162. 243. 119. 221(147. 237.8.50 |Lnited Sates e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
162. 243. 119. 221|147. 237.8.45 |Lhited Sates eeitanidf.il ET SCAN Potential SSH Scan 1
52.74.147.121 |147.237.76. 199 |S ngapore e.nakchal .idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df . i dr op drop 3
185.112. 232. 131 Iragq 147.237.72. 217 e.idf.il dr op First packet isn't drop 2
201. 166. 192. 15 Mexi co 147.237.0. 35 akaws.idf.il dr op drop 1
180. 97. 106. 161 Chi na 147.237.76. 34 yohal an.idf.il dr op drop 1
201. 166. 192. 155 Mexi co 147. 237. 0. 200 mu. i df . il dr op drop 1
79.177.25.32 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
201. 173. 235. 250 Mexi co 147.237.76. 148 gacenter. aka. i df . i dr op drop 1
108. 74. 163. 10 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
118.173.184. 142 Thai | and 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
201. 166. 192. 15 Mexi co 147.237.0. 33 idf.il dr op drop 1
180. 97. 106. 161 Chi na 147. 237. 0. 200 mu. i df . il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
105. 103. 102. 102|A geria 147.237.77.216|dover. i df . i | Post Request - Mssing Content Type from 105.103.102.102 [B ock

109. 67.38.131 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
201.173.103.72 |Mexico 147.237.77. 216 |dover.idf . il Ml tipl e Redundant HTTP Headers in header Content - Type B ock

189. 218.76. 221 |Mexi co 147.237.0.17 irrlmy- kosher-kravi.idf. |, . pl e Redundant HTTP Headers in header Content- Type B ock 1
50.92.33.221 |canada 147.237.72. 166 |aka. i df . i | m“;:gii jfefoi' I'ﬁﬁ?i‘; hz(nf/T d‘;f(’;ul (. aspx B ock 1
201.172.27.129 |Mexico 147.237.77. 170 |maar achot . i df . i | Mil tipl e Redundant HTTP Headers in header Content- Type B ock 1
203.127.96. 198 |3 ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwvidf.il/error.htm |B ock 1
189. 218. 76. 221 |Mexi co 147.237.0.19 |[madimatal .idf.il Redundant HTTP Headers Cont ent - Type B ock 1
66. 249. 64. 22 I srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from 66. 249. 64. 22 Bl ock 1
201.172.99.57 [Mmexico 147.237.76.200|ei tan. aka. i df . il Mil ti pl e Redundant HTTP Headers in header Content- Type B ock 1
157. 55. 39. 97 Lhited Sates [147.237.72. 166 |aka.idf.il Distributed Wauthorized URL Access on 147.237.72. 166/ B ock 1
203. 127. 96. 213 |9 ngapore 147.237.77.216|dover. i df .i | D stributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock 1
189. 219. 138. 173|Mexi co 147.237.77.74 |lawidf.il Mil ti pl e Redundant HTTP Headers in header Content- Type B ock 1
66.249.64.22  |Israel 147.237.77. 216 |dover . i df . i | shaut flor| 2ed L. Access ;mzi 5 250 Bl ock 1
201.173.64.56 |Mexi co 147.237.76.30 |hinush.idf.il Mil tipl e Redundant HTTP Headers in header Content- Type B ock 1
187. 160. 235. 217 |Mexi co 147. 237. 76. 147 |chi nuch. aka. i df . i | Ml tipl e Redundant HTTP Headers in header Content - Type B ock 1
219.75.81.197 |9 ngapore 147.237.77. 216 |dover.idf .il Distributed Waut horized URL Access on waw idf.il/error.htm |B ock 1
192.169.7.223 |wited Sates |147.237.76.42 [refuah.idf.il Unaut hori zed Met hod HEAD for 147.237.76. 42/ B ock 1
66.249.66.176 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
201.173.64.56 |Mexico 147.237.76.31 |nakchal .idf.il Ml tipl e Redundant HTTP Headers in header Content - Type B ock 1
187. 161. 240. 151 |Mexi co 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Redundant HTTP Headers in header Content- Type B ock 1
201.166.192. 15 |Mexi co 147.237.0.34 |tikshuv.idf.il Redundant HTTP Headers Cont ent - Type B ock 1
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