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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
123.59.59.52 China 147.237.76.200 eitan.aka.idf.il block-sp-traf1 forward 2

71.6.158.166 United States 147.237.76.202 e.halag.idf.il Black List drop 1

222.155.87.120 New Zealand 147.237.76.202 e.halag.idf.il Black List drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

36.110.147.105 China 147.237.77.74 law.idf.il C1000071: HTTP: User Agent Sogou+web+spider Permit 1
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Top Attackers In IDS

Attacker Address Target Address Attacker Country Site Signature Count
103.193.202.252 147.237.76.177 India ncore.idf.il ET SCAN Potential SSH Scan 2

103.193.202.252 147.237.77.235 India sviva.idf.il ET SCAN Potential SSH Scan 2

103.193.202.252 147.237.77.243 India mobile.idf.il ET SCAN Potential SSH Scan 2

103.193.202.252 147.237.72.166 India aka.idf.il ET SCAN Potential SSH Scan 2

103.193.202.252 147.237.0.35 India akaws.idf.il ET SCAN Potential SSH Scan 2

103.193.202.252 147.237.77.74 India law.idf.il ET SCAN Potential SSH Scan 1

91.224.160.106 147.237.76.42 Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1

219.87.191.219 147.237.76.201 Taiwan e.atal.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.76.200 India eitan.aka.idf.il ET SCAN Potential SSH Scan 1

219.87.191.219 147.237.0.17 Taiwan m.my-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

91.224.160.106 147.237.0.33 Netherlands idf.il ET SCAN Potential SSH Scan 1

116.12.175.233 147.237.77.233 Singapore atal.idf.il ET SCAN NMAP -sS window 4096 1

91.201.236.158 147.237.76.200 Ukraine eitan.aka.idf.il ET SCAN NMAP -sS window 3072 1

103.193.202.252 147.237.76.42 India refuah.idf.il ET SCAN Potential SSH Scan 1

106.186.20.183 147.237.77.235 Japan sviva.idf.il ET SCAN Potential SSH Scan 1

87.236.194.161 147.237.8.28 Czech Republic e.mobile-ks.idf.il ET SCAN NMAP -sS window 1024 1

103.193.202.252 147.237.72.167 India ishurim.aka.idf.il ET SCAN Potential SSH Scan 1

66.228.45.209 147.237.72.167 United States ishurim.aka.idf.il GPL SCAN superscan echo 1

103.193.202.252 147.237.8.50 India e.tikshuv.idf.il ET SCAN Potential SSH Scan 1

58.218.204.245 147.237.76.196 China e.sviva.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.77.216 India dover.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.8.24 India e.lifestyle.idf.il ET SCAN Potential SSH Scan 1

5.189.163.119 147.237.72.166 Germany aka.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.77.178 India e.matpash.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.0.17 India m.my-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.77.170 India maarachot.idf.il ET SCAN Potential SSH Scan 1

91.224.160.106 147.237.76.86 Netherlands navy.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.77.61 India e.cogat.idf.il ET SCAN Potential SSH Scan 1

91.224.160.106 147.237.76.38 Netherlands e.e.meitav.idf.il ET SCAN Potential SSH Scan 1

219.87.191.219 147.237.76.148 Taiwan gqcenter.aka.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.76.196 India e.sviva.idf.il ET SCAN Potential SSH Scan 1

162.243.119.221 147.237.0.15 United States kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

91.224.160.106 147.237.0.19 Netherlands madim.atal.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.76.148 India gqcenter.aka.idf.il ET SCAN Potential SSH Scan 1

116.12.175.233 147.237.77.233 Singapore atal.idf.il ET SCAN NMAP -sS window 1024 1

91.201.236.158 147.237.76.200 Ukraine eitan.aka.idf.il ET SCAN NMAP -sS window 1024 1

103.193.202.252 147.237.76.38 India e.e.meitav.idf.il ET SCAN Potential SSH Scan 1

66.228.45.209 147.237.72.217 United States e.idf.il GPL SCAN superscan echo 1

66.228.45.209 147.237.72.166 United States aka.idf.il GPL SCAN superscan echo 1

103.193.202.252 147.237.77.227 India e.hamaz.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.8.45 India e.eitan.idf.il ET SCAN Potential SSH Scan 1

5.189.163.119 147.237.77.234 Germany halag.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.77.205 India prisha.idf.il ET SCAN Potential SSH Scan 1

5.189.163.119 147.237.8.45 Germany e.eitan.idf.il ET SCAN Potential SSH Scan 1

103.193.202.252 147.237.77.176 India matpash.idf.il ET SCAN Potential SSH Scan 1

93.174.91.29 147.237.72.217 Netherlands e.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

192.169.7.223 United States 147.237.76.148 gqcenter.aka.idf.il drop drop 4

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4

79.183.109.206 Israel 147.237.72.156 aman.idf.il drop First packet isn't SYN drop 2

180.97.106.37 China 147.237.76.148 gqcenter.aka.idf.il drop drop 1

79.177.25.32 Israel 147.237.72.156 aman.idf.il drop First packet isn't SYN drop 1

163.172.169.150 United Kingdom 147.237.76.34 yohalan.idf.il drop drop 1

163.172.169.150 United Kingdom 147.237.76.148 gqcenter.aka.idf.il drop drop 1

 08-31-2016-03:04:03 to 08-31-2016-04:04:03 



Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

81.218.106.146 Israel 147.237.76.42 refuah.idf.ilUnauthorized HTTP Method Block 5

81.218.106.146 Israel 147.237.76.42 refuah.idf.ilMultiple Unauthorized URL Access from 81.218.106.146 Block 3

77.139.140.197 France 147.237.72.166 aka.idf.il
Unauthorized Method POST for
www.aka.idf.il/main/sachar/viewpayslip.aspx

Block 2

183.90.36.227 Singapore 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/sachar Block 2

157.55.39.71 United States 147.237.72.166 aka.idf.il Distributed Unauthorized URL Access on 147.237.72.166/ Block 1

66.249.88.154 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

192.169.7.223 United States 147.237.76.42 refuah.idf.ilUnauthorized Method HEAD for 147.237.76.42/ Block 1

81.218.106.146 Israel 147.237.76.42 refuah.idf.ilUnauthorized URL Access to www.refua.atal.idf.il/sip_storage/files/6/ Block 1

157.55.39.175 United States 147.237.72.166 aka.idf.il Unknown Parameter docid in aka.idf.il/brothers/skira/default.asp None 1

73.207.177.9 United States 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/home/default.aspx Block 1

203.127.58.231 Singapore 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

84.95.208.20 Israel 147.237.72.166 aka.idf.il PHP Attempt Block 1

172.58.17.124 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

203.127.96.249 Singapore 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

157.55.39.14 United States 147.237.72.166 aka.idf.il Unauthorized URL Access to aka.idf.il/valtam Block 1

173.9.40.253 United States 147.237.0.34 tikshuv.idf.ilParameter Type Violation catId in www.tikshuv.idf.il/site/general.aspx Block 1

157.55.39.14 United States 147.237.72.166 aka.idf.il Unknown Parameter pagenum in aka.idf.il/chinuch/gallery/ None 1
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