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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country Target Address Signature Device Action Count
123. 59. 59. 52 Chi na 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forward 2
71. 6. 158. 166 Lhited Sates 147.237. 76. 202 e.halag.idf.il B ack List drop 1
222.155.87.120 New Zeal and 147. 237. 76. 202 e halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action ‘Count

36.110. 147. 105 Chi na 147.237.77.74 lawidf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Addr ess |Target Addr ess Attacker Country Signature
103. 193. 202. 252 147.237.76. 177 I ndi a ncore.idf.il ET SCAN Potential SSH Scan 2
103. 193. 202. 252 147.237.77. 235 India svivaidf.il ET SCAN Potential SSH Scan 2
103. 193. 202. 252 147.237.77. 243 Indi a nobi | . i df il ET SCAN Potential SSH Scan 2
103. 193. 202. 252 147.237.72. 166 I ndi a aka.idf.il ET SCAN Potential SSH Scan 2
103. 193. 202. 252 147.237.0.35 India akavs. i df .il ET SCAN Potential SSH Scan 2
103. 193. 202. 252 147.237.77. 74 Indi a lawidf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 1
219.87.191. 219 147. 237. 76. 201 Tai wan eatal.idf.il ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147. 237. 76. 200 Indi a eitan aka.idf.il ET SCAN Potential SSH Scan 1
219. 87.191. 219 147.237.0. 17 Tai wan m ny-kosher -kravi .i df.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0.33 Net her | ands idf.il ET SCAN Potential SSH Scan 1
116. 12. 175. 233 147. 237.77. 233 S ngapor e atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 158 147. 237. 76. 200 Wrai ne eitan aka. idf.il ET SCAN NMAP -sS wi ndow 3072 1
103. 193. 202. 252 147. 237.76. 42 Indi a refuah.idf.il ET SCAN Potential SSH Scan 1
106. 186. 20. 183 147. 237.77. 235 Japan svivaidf.il ET SCAN Potential SSH Scan 1
87.236.194. 161 147.237.8. 28 Czech Republ i c e nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
103. 193. 202. 252 147. 237.72. 167 Indi a i shurimaka.idf.il ET SCAN Potential SSH Scan 1
66. 228. 45. 209 147.237.72. 167 Lhited Sates i shuri maka. i df.il GPL SCAN super scan echo 1
103. 193. 202. 252 147. 237. 8. 50 India e tikshuv.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147. 237.76. 196 Chi na e svivaidf.il ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147.237.77. 216 Indi a dover.idf.il ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147.237.8. 24 Indi a elifestyleidf.il ET SCAN Potential SSH Scan 1
5. 189. 163. 119 147.237.72. 166 Ger many akaidf.il ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147. 237.77. 178 India e.matpash.idf.il ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147.237.0. 17 Indi a m ny-kosher -kravi .i df il ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147.237.77. 170 Indi a maar achot . i df . i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147.237.77. 61 India e.cogat.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.76. 38 Net her | ands eeneitav.idf.il ET SCAN Potential SSH Scan 1
219. 87.191. 219 147. 237. 76. 148 Tai wan gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147. 237. 76. 196 I ndi a e.svivaidf.il ET SCAN Potential SSH Scan 1
162. 243. 119. 221 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0.19 Net her | ands nadi matal .idf.il ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147. 237. 76. 148 Indi a ggcenter. aka.idf . il ET SCAN Potential SSH Scan 1
116. 12. 175. 233 147. 237.77. 233 S ngapor e atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 158 147. 237. 76. 200 Wkrai ne eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
103. 193. 202. 252 147. 237.76. 38 Indi a eengitav.idf.il ET SCAN Potential SSH Scan 1
66. 228. 45. 209 147. 237.72. 217 Lhited Sates eidf.il GPL SCAN super scan echo 1
66. 228. 45. 209 147.237. 72. 166 Lhited Sates akaidf.il GPL SCAN superscan echo 1
103. 193. 202. 252 147.237.77. 227 India e. hanaz. i df.il ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147. 237. 8. 45 India eeitanidf.il ET SCAN Potential SSH Scan 1
5.189. 163. 119 147. 237.77. 234 Ger many hal ag.idf.il ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147. 237. 77. 205 India prisha.idf.il ET SCAN Potential SSH Scan 1
5. 189. 163. 119 147. 237. 8. 45 Ger many eeitanidf.il ET SCAN Potential SSH Scan 1
103. 193. 202. 252 147. 237.77. 176 India nat pash. i df .i | ET SCAN Potential SSH Scan 1
93.174.91. 29 147.237.72. 217 Net her | ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
192.169. 7. 223 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i | dr op drop 4
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 4
79. 183. 109. 206 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SYN drop 2
180. 97. 106. 37 Chi na 147.237. 76. 148 gacenter. aka. i df . i | dr op drop 1
79.177.25. 32 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't SWN drop 1
163. 172. 169. 150 Uni ted Ki ngdom 147.237.76. 34 yohal an. i df.il dr op drop 1
163. 172. 169. 150 Uni ted Ki ngdom 147.237. 76. 148 gacenter. aka. i df . i | dr op drop 1
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|Top Attackers In V\AF|

Devi ce

A t acker

Count ry Target Address |Site Sgnature Action ‘Count
81.218. 106. 146 |l srael 147.237.76.42 |refuah. i df.i|Unauthorized HTTP Met hod Bl ock 5
81.218. 106. 146 |l srael 147.237.76.42 |refuah.idf.i|Mitiple Wauthorized URL Access from 81.218. 106. 146 Bl ock 3
77.139. 140. 197 |France 147.237.72. 166 |aka. i df . i | m“;k“;’_ riidf_}ﬁ ?kn;hr?/dsag/{,?;v\payg i p. aspx Bl ock 2
183. 90. 36. 227 |S ngapore 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df . il /mai n/ sachar Bl ock 2
157.55.39.71 |Wited Sates 147.237.72.166|aka. i df .i| |Dstributed Uhauthorized URL Access on 147.237.72. 166/ B ock 1
66. 249. 88. 154 |l srael 147.237.77.216|dover. i df . i | |Dstributed Unauthorized URL Access on waw idf.il/error.htm Bl ock 1
192.169.7.223 |lhited Sates 147.237.76.42 |refuah.idf.i|Unaut horized Method HEAD for 147.237.76. 42/ B ock 1
81.218. 106. 146 |l srael 147.237.76. 42 |refuah.idf.i|Wauthorized LR. Access to wwrefua atal .idf.il/sip storagel/files/6/ Bl ock 1
157.55.39. 175 |lhited Sates 147.237.72.166|aka. i df .i|  |Uhknown Paraneter docid in aka.idf.il/brothers/skira/ default.asp None 1
73.207.177.9 |Whited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for ww aka. i df . i |/ nai n/ hone/ def aul t. aspx Bl ock 1
203. 127. 58. 231 |9 ngapore 147.237.77.216|dover. i df . i | |Dstributed Unauthorized URL Access on waw idf.il/error.htm Bl ock 1
84.95.208.20 |Israel 147.237.72.166|aka.idf .i|l |PHP Attenpt Bl ock 1
172.58.17.124 |lhited Sates 147.237.77. 216 |dover. i df . i | |Ostributed Lnhauthori zed URL Access on waw idf.il/error.htm B ock 1
203. 127. 96. 249 |9 ngapore 147.237.77.216|dover. i df . i | |Dstributed Unauthorized URL Access on waw idf.il/error.htm Bl ock 1
157.55.39.14 |Wited Sates 147.237.72.166|aka. i df . il |Uhauthorized LR. Access to aka.idf.il/valtam B ock 1
173.9.40.253 |lhited Sates 147.237.0.34 |ti kshuv. i df. [Paraneter Type Molation catld in wwtikshuv.idf.il/site/general .aspx B ock 1
157.55.39.14 |thited Sates 147.237.72. 166 |aka. i df . i|  |Unknown Paraneter pagenumin aka.idf.il/chinuch/gal | ery/ None 1
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