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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
183. 131. 19. 110

|Target Address |Site

|Signature |Device Action |Count |
Chi na 147.237.76. 30 hinush.idf.il |TQP Scan (vertical) drop 171
183.131. 19. 110 Chi na 147.237.76. 30 hinush.idf.il |bl ock-sp-trafl forward 5
168. 235. 207. 211 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack GCon Htp drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Count |

173.208.169. 42 |Wited Sates 147.237.72.166 |aka.i df . i||Cl000125: HTTP. B ock adnin login to gov.il sites ?g=user Per mit 8
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

Signature

46.120. 122. 219 147.237.77.216  |Israel dover.idf.il Xenu Link Seuth User Agent 2
5. 189. 163. 119 147.237.76.202  |Ger many e halag.idf.il ET SCAN Potential SSH Scan 1
185. 141. 27. 44 147. 237.76. 201 eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147. 237.76. 34 Net her | ands yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.77.243  |Wraine nobi | e.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.227.67. 172 147.237.72. 166 Sweden aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.189. 163. 119 147.237.77. 19 Ger many | awe forumidf il ET SCAN Potential SSH Scan 1
5. 189. 163. 119 147.237.76.201  |Ger many eatal.idf.il ET SCAN Potential SSH Scan 1
94, 103. 150. 195 147.237.72. 166 Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.77. 243 Wkrai ne nobi | e. i df.il ET SCAN NMAP -sS wi ndow 4096 1
66.249. 79. 99 147.237.77.170  |Wited Sates naarachot.idf.il  [ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
168. 235. 207. 211 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 90
197. 165. 52. 224 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 16
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
46. 19. 86. 35 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df . i dr op drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 221. 174 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
38.111. 147. 86 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
212.143.165. 117 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237.0. 35 akaws.idf.il dr op drop 1
79.177.25. 32 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
120. 76. 24. 17 Chi na 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Acti on ‘Oount
2.53.146.117 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
66.249.64.22 |lIsrael 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ny. asp B ock
183. 131. 19. 110 |Chi na 147.237.76.30 |hinush.idf.il NULL Character in Mt hod B ock
66.102.9.13  |Uited Sates 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method POST for B ock 1

wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx

178. 154. 149. 7 23::;”' o 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 178. 154. 149. 7 B ock 1
183. 131. 19. 110 |Chi na 147.237.76.30 |hinush.idf.il Unhaut hori zed URL Access to wwu qg. comd 404/ search_children.js B ock 1
66.249.64.22 |lIsrael 147.237.77.216|dover.i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 64. 22 B ock

178. 154. 149. 7 g;;;”l o 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to vww aka.idf.il/chamatz/kiali/default.  |B ock 1
207.46.13.64 |Whited Sates 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw idf.il/error.htm B ock 1
178. 255. 87. 242 |United Ki ngdom |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
66. 249. 66. 180 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ B ock 1
183.131. 19. 110 |Chi na 147.237.76.30 |hinush.idf.il Illegal Byte Gode Character in Mthod B ock 1
46.19. 86. 63 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
94. 103. 150. 195 |Net her| ands 147.237.72. 167 |i shuri maka. i df . i|haut hori zed UR. Access to / Bl ock 1
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