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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site
156. 205. 124. 199

|Signature |Device Action |Count|
Egypt 147.237.77. 216 dover.idf.il |HTTP-M SG Acuneti x- Ur | dest - r eset 9
197. 165. 52. 224 Egypt 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn dr op 1
185.94.111. 1 Russi an Federation 147.237.76. 30 hi nush.idf.il |B ack List

drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
46.165. 197. 142 Ger many 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 3
108. 59. 8. 80 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 3
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

|Signature

46.120. 122. 219 147. 237.77. 176 I srael nat pash. i df .i| Xenu Link S euth Wser Agent 6
87.115. 230. 45 147.237.77. 176 Uni ted Ki ngdom mat pash. i df .i | Tehila - Perl LWP wth fake user agent 2
94. 102. 48. 195 147.237.77. 243 Net her | ands nobi | . i df.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.91. 29 147.237.77.19 Net her | ands | awforumi df . il ET SCAN NMAP -sS wi ndow 1024 1
198. 167. 223. 33 147.237.72. 217 Saint Kitts and Nevis eidf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
197. 165. 52. 224 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 60
192. 169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df . i dr op drop 4
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
109. 253. 137. 182 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
120. 76. 24. 17 Chi na 147.237.0. 33 idf.il dr op drop 1
207. 46. 13. 64 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
65.242.97. 127 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 12. 143 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
66. 249. 69. 10 | srael 147.237.0. 33 idf.il dr op drop 1
177.131. 48. 59 Brazil 147.237.76. 34 yohal an.idf.il dr op drop 1
79.177.25. 32 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.163. 10 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 63
121.9. 143. 16 Chi na 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 121. 9. 143. 16 B ock 15
121.9. 143. 16 Chi na 147.237.72. 166 |aka. i df . i | PHP At tenpt B ock 6
37.26.149.201 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
37.26.147.128 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
99. 250. 147. 23 [Canada 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 99.250.147.23 [B ock 3
80.246.137.95 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 2
77.126.28.208 |Israel 147.237.77.233|atal .idf.il Suspi ci ous Response Code B ock 2
2.53.31.96 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
2.55.29. 44 | srael 147.237.77.216|dover. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
207. 46. 13. 93 Lhited Sates [147.237.77.233|atal .idf.il Abnormal |y Long Request URL B ock 1
99. 250. 147. 23 |Canada 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for waw aka. i df.il/ishurininai n/ B ock 1
66. 249. 79. 60 | srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/appl e-app-site-association |B ock 1
156. 205. 124. 199|Egypt 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to ww idf.il/1141-ar/ B ock 1
82. 66. 92. 107 France 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 82.66. 92. 107 B ock 1
157. 55. 39. 97 Wited Sates |147.237. 72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
82.66. 92. 107 France 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to v idf.il/french Bl ock 1
77.126.28.208 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
185.24.76.139 |l srael 147. 237.72. 166 |aka. i df . i | thrigeill i?ﬁ;ﬁ?ﬁgﬁgﬁ;&;ﬁi/ f"ai W kapat 2/ /1 esi#012 B ock 1
89.237.111.92 |France 147.237.72. 166 |aka. i df . i | m”;kvfl';?rﬁﬁamgnmfﬁmm in None 1
46. 19. 85. 20 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
121.9.143.16  |thina 147.237.72. 166 |aka. i df . i | m“;grii dzf‘??l ?‘an;rﬁfhmeffz" (. aspx Bl ock 1
79.177.37.222  |Israel 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
2.53.173.5 I srael 147.237.77. 176 |mat pash. i df . i | D stributed Whauthorized URL Access on www cogat . i df . il/894-ar Bl ock 1
192.169.7.223 |lited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ B ock 1
46.116.172. 133 |Israel 147. 237.77. 226 }'W\:';/ chamat z. aka. i d mrcihg‘;t;dz.?;:tihgfr ' izle/dt g:pl i‘;‘;‘flsh;?epage/ honepage. aspx B ock 1
148.251.2.180  |Ger many 147.237.72. 166 |aka. i df . i | m“;kgolr:jfzf? /?fhrionjam;;raymsol dier. asp Bl ock 1
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